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ABSTRACT In reversible data hiding, the data value are modified by some rules and the exact data can 

be re-stored after the extraction of data on the receiver system. Here optimal rule value under payload 

criteria is done by using iterative algorithm .it calculates the estimated embedded image-original 

image.the estimated image are modified according to the optimal value transfer. The images are divided 

in to the subsets. A receiver was successfully able to extract and recover the original content in the 

subsets on inverse order. Hence good payload distortion can be achieved. 

INTRODUCTION 

Data hiding is software development technique used in 

object oriented programming to hide the data content. The 

data hiding has the capability of hiding the intended 

changes. A huge number of data hiding scheme has been 

proposed. They had been classified into difference 

expansion, loss less compression based method and the 

histrogram methods. the lossless compression based 

technique made use of the statistical redundancy of the loss 

data by performing lossless compression in order to create a 

spare space to accommodate secret data in addition. The 

optimal rule of value under a payload distortion criteria is 

found by using the iterative procedure, and by the data 

reversing scheme has been proposed. the secret data and the 

auxiliary information is used for content recovery, are 

carried out by the difference between the corresponding 

pixel value and the original pixel are estimated from the 

neighbours. The estimated errors were modified according 

to the optimal value transfer rule . the host images were 

divided in to a number of pixel subsets and the auxiliary 

information of a subset is always embedded in to the 

estimated errors in the proceding subsets. A receiver can 

successfully extract the embedded secret data and recover 

the original data content in an reverse order. By this way a 

good payload distortion can be achieved. 

Under a payload distortion criteria we ll find the optimal 

rule value by expanding a target function using the iterative 

algorithm, an optimal value matrix cane be obtained , further 

we design a practical reversible data hiding scheme, in 

which values has been modified according to the optimal 

value transfer matrix. In reversing data hiding methods 

using DE or HM mechanisms, the particular data 

available for accommodating the secret data, such 

as pixel difference or prediction errors, they are first 

generated from the host image, and their values are modified 

according to the given rules. Such as the difference 

expansion or the histrogram modification to perform the 

reversible data hiding. Here, we using optimal value transfer 

matrix to model the reversible data hiding in the available 

data. 

1.1FUNCTIONAL OVERVIEW 

The server sends the secret data to the receiver. The receiver 

can extract the message or image only if he knows the key 

value. Here the key value will be generated automatically in  

a separate file. the reciver can open the file and will get the 

required password to open the image and message. Hence 

the high level of security can be maintained in the medical 

and the military applications. 

 

II RELATED WORKS 

2.1 EXSISITING APPROACH 

The original mark can be recovered from the marked image 

in an inverse order process. payload of this method is low 

since the each block can carry one bit. Based on this , a 
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robust lossless data hiding scheme has been proposed, which 

can be used for semi-fragile image authentication. a typical 

HM methods used for utilizes the zero and the peak point 

histrogram of an image it slightly modifies the pixel 

grayscale values are embedded data in to the image. In 

binary tree structure is used to eliminate the requirement to 

communicate with pairs of peak and the zero points to the 

recipient and the histrogram technique we used for 

preventing the underflow and the overflow. The histrogram 

modification mechanisms can also be implemented in the 

difference between the sample images and the prediction 

error of the host pixels and the several prediction approach 

have been introduced to improve the performance of the 

reversible data hiding. 

2.2 PROPOSED APPROACH 

The optimal rule value modification under a payload-

distortion criteria. By maximizing a target using an iterative 

algorithm,an optimal rule value can be obtained. Further, we 

can design a practical data reversing scheme, in which the 

estimated errors of the host pixels have been used to 

accomodate the secret data and their values are modified 

according to the optimal value transfer matrix, hence by this 

way a good payload distortion can be achieved. 

III SYSTEM ARCHITECTURE 

3.1 Architecture Diagram 

  

                               Figure3.1 

IV SYSTEM IMPLEMENTATION 

4.1 Module explanation 

1.Data hiding 

A data-hider can also terminate the histogram modification 

to realize reversible data hiding in the host image is divided 

in to blocks sized and the gray values are mapped in to a 

circle. Then pseudo randomly segmentation of each block in 

to sub-regions, rotation of the histogram of the two sub-

regions are embedded as one bit in each block. On the 

receiver side, the original block can be extracted from a 

marked image in an reverse order. hence the payload of this 

particular method is low since each one carry one bit. 

2. Optimal value transfer matrix 

This again deals with the value transfer matrix for the 

modification of the cover value in the reversible data hiding. 

By using the iterative procedure is then calculated for the 

optimal value transfer matrix,which will be later used for 

reversing data hiding schemes with the good payload 

performance. 

3.Data reversing 

The auxiliary information and the secret data are used for 

the content ecovery, are carried out by the differences 

between the original pixel values and the corresponding 

values are estimated from the neighbours. And according to 

the optimal value transfer matrix the estimated errors are 

modified. For maximizing the amount of secret data optimal 

value transfer is produced. That is by pure payload, by the 

iterative procedure described in the previous section. That 

implies the size of an auxiliary information does not purely 

affect the optimality of the transfer matrix. 

4.Data extraction and Content recovery 

When an image containing embedded data, the receiver first 

divides the image in to the sets such as set A and set B and it 

divided the subsets using the same manner. By dividing the 

pixels in the host image in to two subsets ,  the data 

embedding is orderly performed in the subsets, and then the 

auxiliary information of a subset is always generated and 

embedded in to the next subsets as the estimated errors. This 

way, a receiver can extract their embedded image and 

message and recover the original content in the subsets in 

the reverse or an inverse order. 

V EXPERIMENTAL ANALYSIS 

 

 

 

                Figure 5.1  

 Sender sends the secret data  

The sender sends the data to the receiver in the form of 

image and text.sender sends the key  to the receiver to 

receive the secret data. Optimal value transfer matrix and 

data hiding module are used. 
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                 Figure 5.2 

 Generated key of the receiver 

The key value is stored in the receiver side as a file. The 

receiver will generate the key to extract the secret data. The 

key is stored as a text file. 

 

               Figure 5.3 

 Utilization of the generated key 

The generated key in the text file from the sender is used by 

the receiver as the password. Then this key is used by the 

receiver  for the extraction process.so that the data is 

retrieved. 

 

            Figure 5.4 

 Secret data received 

In this figure 5.4,the actual data is extracted and viewed by 

the receiver without any distortion. hence the secret data is 

received with good payload distortion. 

VI CONCLUSION 

In order to achieve a good payload distortion performance of 

reversible data hiding, this paper found the optimal value 

transfer matrix by maximizing a target function of pure 

payload with an iterative procedure, and then proposes a 

practical reversible data hiding scheme. This differences the 

original pixel values and the corresponding values are 

estimated from the neighbors are used to carry the payload 

that is made up of the actual secret data to be embedded and 

the auxiliary content recovery. Based on the optimal value 

transfer matrix, the auxiliary information is created and the 

estimation errors are modified. Then the host image is 

divided into several subsets. This way, one must 

successfully extract the embedded secret data and recovers 

the original content in the subset with an inverse order. The 

payload distortion evaluation of the proposed scheme is 

great. And for the smooth host images, the proposed scheme 

significantly performs the previous reversible data hiding 

methods. Then the optimal transfer mechanism proposed in 

this paper is independent from the generation of available 

cover values. 
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