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Abstract

To offer Quality of Service (QoS) for real-time collaborative video applications like video conferencing and
distance learning, the network must select the optimal path among several choices. There might be other
network paths that link the source and the endpoint, but it is difficult to avoid low latency by taking a different
path due to the network's tight coupling and complex architecture. As long as network topologies such as
Integrated Services (ISs) install the path selected by the routing protocol, it may not offer optimal performance.
The main aim of this paper is to build and implement interactive video in real-time and find out the QoS using
Python language and Web Real-Time Communication (WebRTC) technology with Software-Defined
Networking (SDN) for selecting network architecture to obtain the best route based on a network-wide
perspective. Besides, it has demonstrated the outcomes of the best route and assesses the performance. Not only
that but also, this work presents a new technique using WebRTC with SND to obtain better paths with low
latency.

Keywords: Web Real-Time Communication (WebRTC); Software-Defined Networking (SDN); Metrics
(Network delay, and Low latency.

them to see the browser as a full video chat
terminal. On the other hand, researchers have

1. Introduction
In May 2011, the Internet Engineering Task Force

(IETF) and the World Wide Web Consortium (W3C)
developed Web  Real-Time  Communication
(WebRTC) as a contemporary technology. Google at
the time released a set of open-source, JavaScript
APIs and standards for creating peer-to-peer real-
time browser interactions [1]. As a result, JavaScript
APl is directly used in WebRTC to provide
interactive interactions via a variety of data formats,
provided that it provides several benefits, including
the ability to use the API without the need for
extensions, licensing, registration, installation, or
payment. Furthermore, it includes noteworthy
options for video and audio calling features.
Additionally, WebRTC technology makes use of
HTML5-based web browsers managed by Firefox,
Chrome, etc. This standard gives developers an
advantage over competing technologies by enabling
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suggested ways to address the drawbacks of
conventional networks, such as Software-Defined
Networking (SDN), which usually consists of two
sets of controllers: SDN controllers for a data
centre's Network Function Virtualization (NFV)
and controllers for a network's programmable
switches [2]. Therefore, both SDN and NFV offer
the ability for the network design and infrastructure
to be abstracted in software and then implemented
across different hardware and devices. This
abstraction in software enables the two technologies
to cope with the failings of traditional networks.
While, SDN allows the configuration and running
of the network to be defined and modified via
programming, thus adding programmability to the
network. An important part of designing and
managing a network includes the process of
effectively distributing traffic among network

Page 27735



devices, i.e., load balancing [3]. Consequently, an
effective load balancer optimizes network parameters
such as latency, resource utilization, throughput, and
fault tolerance with minimal power consumption. For
example, in traditional networks, load balancing is
usually carried out by a dedicated server to cope with
the ever-changing network demands, and dynamical
load-balancing servers have been implemented [4].
Furthermore, for load balancing in VENSs, it has been
referred the reader to and references within.

As a result, SDN provides the option to abstract
network architecture and infrastructure in software,
which can subsequently be applied to various
hardware and devices. However, SDN gives the
network more programmability by enabling
programming to define and alter the way it operates
and is configured. Load balancing, or the process of
efficiently dividing flow among network devices, is
a crucial component of network design and
management. For the networks to manage the extra
traffic and keep their high speeds, load balancing
and multipathing are required[17].

The networks have to load balance and
multipath to handle the increased traffic while
sustaining high speeds. This research has
concentrated on the evaluation and examination of
various load-balancing approaches to SDNs.
Therefore, classic Ethernet switches have several
drawbacks because of how difficult it is to install
and maintain them. Manufacturers of conventional
network devices typically use standardization
protocols created by organizations such as WebRTC
on the control plane of their devices. This work is
structured as follows: part 1l contains the
methodology, implementation, and evaluation. The
result and subsequent research 111.

2. Methodology

The fact that integrated services require a lot of
communications and states to maintain a single flow is
one of their main issues [5]. This restricts the
maximum size of the reservation control protocol-
using router. The inability of integrated services to
select a different path across the network compared to
the one selected by the protocol for routing is another
issue [6]. End-to-end QoS is limited because the
network cannot try out different paths because the
routing protocol along with the path selection method
are so tightly linked [7]. To explain the process, it has

been discussed the network topology consisting of 8
nodes (switches) and 2 Hosts (sender and receiver).

Since increasing network throughput and
increasing fault tolerance are the primary goals of
data networks, the Network topology is utilized in
the SDN OpenFlow protocol [8]. Core, edge and
aggregation switches, make up the three-tiered
switch architecture that results from this particular
topology, which has all of the switches connected to
and communicating to one another. The graphical
representation of network topology is shown in
Figure (1).

Figure (1), demonstrates a 13-node topology
using the node's routing protocol. Additionally, the
data cannot be mounted from the sender to the
recipient by the routing protocol in the most
effective manner.  Let's assume that the path
(switch1l-switch2—switch4—switch6—switch8) is the
most efficient way to transmit video data from the
sender of the message (Host 1) to the recipient (Host
2). The shortest path, switchl-switch3-switch6—
switch7—switch8, is the preferred path if the routers
employ Open Shortest Path First (OSPF). This
indicates that the path taken by video data consists of
five hops. To set up QoS on the path (switchl-
switch3— switch6- switch7 — switch8), the source
sends a path message to switch 1, which then sends
it to switch 8. When switching 8 the path message, it
sent it on to the receiver.

After verifying that the traffic specifications in
the PATH message are accurate, the receiver adjusts
its soft state to match the traffic specification and
replies with the reservation request message. After
receiving the reservation request message through
the receiver, switch8 sends it to switchl in a soft
state by the limitation request traffic standard.

Switchl transmits the reservation demand
message back to the sender after setting its soft
indication to reservation request activity, as shown in
Figure (1). Once the reservation demand traffic
standard is set, the sender completes the installation
of the QoS path (switch 1-switch 3—switch 6-switch
7—-switch 8).
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Figurel. Network Topology
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As described previously, the best route is (switchl—
switch2— switch4- switch6 — switch8). Integrated
service's reserve control protocol cannot choose the
best path, which is (switchl- switch2— switch4-
switch6é — switch8) because it uses the same path
chosen by the routing protocols to set up QoS, which
may have the worst performance. Also, if the path
(switch1- switch2— switch4- switch6 — switch8) fails,
as shown in Figure (1), the routing protocol
determines a new shortest path. The routing algorithm
notices that the link between (switchl- switch3—
switch6- switch7 — switch8), it will recalculate the
shortest path, then update the path databases on the
routers to reflect the broken link between (switchl—
switch2— switch4- switch6 — switch8). The video
traffic goes through (switchl- switch2— switch4-
switch6 — switch8). The network hasn't found the best
path for the video streams to send. If the network
depends on the integrated services design for QoS, the
worst-case path may be chosen. To choose the best
way, there is a need to consider two aspects:

(A) Create a network architecture with the ability to
select the optimal path. Selecting the best
approach is made simpler by using a network-
wide state. Figure (1) illustrates how hop-by-hop
selection may cause real-time interactive video
applications to select the worst-case scenario.
The best path must be chosen by the network
architecture based on the video program's QoS
requirements.

(B) Create a control system that enables interactive
real-time video applications to continuously
request QoS from the network. Real-time
interactive video apps must have a protocol to
request Quality of Service (QoS) from the
network. To ensure that the optimal course is
selected, the protocol needs to be simple and

only require the states that are necessary to be
tracked.

2.1 Network Architecture

To solve Issue 1, a key component of the network
architecture design must be the network concept,
which compiles information regarding every one of
the network’'s network devices. Keeping with the
previous example, Issue 1 has been resolved by
using SDN in conjunction with the OpenFlow
protocol due to the network-wide view design
decision. To more accurately depict our
recommended network architecture in Figure (1), the
SDN controller is now displayed in Figure (2). The
SDN controller, also known as the control plane, and
the data plane communicate via the OpenFlow
protocol. A ray controller has been used in this
investigation. Within the SDN controller, a video
traffic control system operates on an eight-node
topology. From the sender to the recipient, the entire
network is visible to the SDN manager. The best
route is selected by the SDN manager based on
performance [9]. Besides, Figure (2) illustrates the
architecture and how the various components of the
design interact (only switches 1 and 2 are shown for
simplicity). The four most crucial components are
the switch, controller, sender, and receiver. The
sender and user rely on switchl and switch2 in terms
of QoS. The controller switches over secure channels
and exchanges information with the sender and
recipient via OpenFlow. The user requests QoS from
the network, as does the sender. Nevertheless,
switchl and switch2 are edge switches that form the
traffic from the sender and the traffic from the
recipient using packet shapers. As a result, network
traffic may pass through multiple intermediary
switches between switches 1 and 2. Nevertheless,
only the edge switches change the way network
traffic flows.

Figure2. Proposed Network Architecture
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The routing algorithm's objective is to find every
network path that exists inside the topology and then
determine which path is the best, shortest, and least
expensive to successfully route the massive flow.
After being pushed, the switches will direct every
single flow through them [11]. To decide which path
has the lowest overall cost, the algorithm must also
determine how many bytes are transmitted and
received on the switch ports. Finally, it must compute
the computational expense of each path. Finally, three
different routing strategies are used by the model;
these are called a short test path with delay, a quick
test path with hop, and a hybrid for both of these. It is
crucial to remember that either the sender or the
recipient can initiate a request. The following are
some of the strategies that are included in the
proposed model protocol: (a) controller strategy, (b)
switch strategy, the transmitter strategy, and (c)
receiver strategy.

2.2 Architecture Implementation

The controller for the OpenFlow switch in this project.
Because the Quality of Service (QoS) module is
already in place, it is simple to implement the QoS
function via the web page and notify the controller.
The suggested model can define some QoS queues in
advance and then send requests that correspond to the
specific type of data, like "the source address is
10.0.0.1." When the switch's requirements matched
those of the users, it would add QoS rules accordingly.
Ultimately, this application can consume bandwidth
continuously and still deliver a stable and consistent
service to users.

The edges, nodes, and hosts from the previous section
are combined to create the network topology using a
mininet [12]. During the process of developing the
network topology, the SDN controller will function as
the interface controller, enabling packet routing in that
network design [13]. In this project, the network
topology is established according to the following
specifications: SDN controller (a), eight hosts (b), and
two switches (c). The SDN Open flow protocol uses a
network structure since the two primary objectives of
data networks are to handle issues and speed up the
network. There are two layers to the switch
architecture in this topology: aggregation, core,

switches, and edge switches. All of the switches are
connected.

2.3 Topology Generation

In software-defined networking, the controller is in
charge of storing all network topology data [14].
Next, the recommended method is applied to find out
which of the potential network topologies has the
shortest path. When using Mininet, the ping all
command checks if all of the hosts are active and
reachable from one another as well as the
connectivity between them all. This command is
used to verify that every host in the system is
connected to every other host. The hosts receive all
packets and the percentage of dropped packets is 0%
when there is activity on the hosts. The ping all
command might take up to an hour and a half, or
even longer, to connect two hosts successfully. The
bandwidth of the links that link the hosts and
switches, in terms of data packet transmission, is 0.2
Mbit, 0.1 Mbit, and 0.05 Mbit, respectively. The
following procedures are used to create a fat
topology for all routing algorithms: Launch the
Mininet terminal, type in the algorithm's path, and
produce a fat tree model. The Mininet then creates
links, activates the controller, and adds 8 hosts and 8
switches.

2.4 Controller and Mininet Communication

The default port 8080 is used by the switches and
controller to communicate to create a connection
between the controller and the network topology
[15]. The topology assigns a unique port to each
switch so that the packets that are transmitted can be
tracked separately. There are twenty Openflow
switches connected to eight hosts as part of this
project's scope [16]. The first four switches—S1001
through S1004—among these 20 switches are
regarded as the core switches. The aggregation
switches are the next eight switches, from S2001 to
2008. The following eight switches are edge
switches, and eight hosts in the network are
connected to them altogether. The controller script
can be executed to calculate the shortest path
possible within the network topology. To send and
receive packets between the switches, all of the
handler events and topology switches have been
loaded, as seen in Figure (3).

Figure3. Run Controller for loading files.
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2.5 Evaluation

In SDN, OSPF—which talks with routers and the
OpenFlow controller—is used to identify the optimal
path first. The controllers that rely on the Address
Resolution Protocol store the packet data. because
there are two modes of operation for the controller:
proactive and reactive. While switches forward the
necessary Address Resolution Protocol to the
controller in the reactive mode and determine the best
path, the controller receives information from switches
in the proactive setting.

2.6 Stander WebRTC Model

The video submitted for HOST001 and HOSTO008 is
assessed in this section. The hop count for both the
"HOST001 to HOSTO008" and "HOSTO008 to
HOSTO001" paths is 5, which is the same.
Nevertheless, the way that packets travel through the
switches is different. It has taken the following actions
to run a brief test path with the hop in the Mininet
terminal:

Input the short test path with the hop directory.

Run a short test path with a slandered WebRTC
Model.

The next step is to run ICMP-protocol-ping for all
networks.

2.6.1 Architecture Model

In this section, the video transmission for HOST001
and HOSTOO08 has been assessed. Every link between
hosts HOST001 and HOSTO008 has its delay (weight)
determined. On the other hand, the path with the
lowest wait time is the optimal one for packet
transmission. The Mininet terminal executes the
algorithm and the suggested model to run a brief test
path with the hop. Running ICMP-protocol-ping on
every network is the next step. Figure (4) shows the
ICMP process in action.

Figure4. Process of running for all networks.

The controller then performs a make-discovery for
every network before using ping to determine the
shortest path. The algorithm that follows is
controller-make-make-host1-client-generate-Tcp-
traffic-delay. Lastly, the algorithm that generates the
UDPP traffic delay is controller-make-host1-client.
TCP and

2.6.2 Measurement of UDP

Throughput

The TCP packet (video transmission) is exchanged
between two hosts, identified as HOST001 and
HOST (HO008). In client mode, TCP packets are sent
from HOSTO001 to HOSTO008, and the bandwidth and
time needed to send the standard 85.3KByte window
size are computed. HOST008, on the other hand,
runs in server mode, meaning that it is the one that
receives TCP packets and applies the same
computations for time and bandwidth to the
information it receives. As a result, we evaluated the
TCP packet transmission for the algorithm and
transmission of slandered WebRTC. Furthermore,
two hosts that exchange TCP packets with one
another are HOST001 and HOST008. HOSTO001
transmits UDP packets to HOSTO0O08 at a rate of 10M
while in client mode. It calculates the amount of
bandwidth and time needed for the data
transmission. Additionally, the sent-message totals
are computed. In server mode, HOST008 employs
the same receiving bandwidth and delay
computations while accepting UDP packets.
Consequently, we can state that the average
throughput is 144 Kbits/sec, or 333 Kbytes, between
0 and 285 seconds. Only 303 datagrams of
information were lost after ten tries. The algorithm's
and WebRTC's UDP data transfer has been
measured.

2.6.3 Round-Trip Time Measurement

The round-trip time (RTT) is the duration,
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measured in milliseconds, that a browser needs to send
a request to a server and then wait for a response. It is
a crucial component in determining network latency
and page load time, and it is a crucial performance
metric for web applications. The round-trip time
results at a typical basis, maximum, lowest, and
standard RTT are displayed in Figure (5).

Figureb. Typical RTT for the proposed algorithm
and WebRTC.

Destination Hosts

Source Hosts

3. Conclusion

This work has demonstrated that the main objectives
of data networks are to increase fault tolerance and
network throughput. The SDN OpenFlow protocol
makes use of network topology in this regard. The
three-tiered switch architecture that arises from this
specific topology, in which all of the switches are
connected to and communicating with one another,
consists of core, edge, and aggregation switches.
Additionally, in SDN, OSPF—which communicates
with all of the routers via the OpenFlow controller is
used to determine the optimal path first. The
controllers that rely on the Address Resolution
Protocol store the packet data. While switches forward
the necessary Address Resolution Protocol to the
controller and determine the best path in the reactive
mode, the controller receives information from
switches in the proactive setting. Consequently, a
novel work utilizing Software-Defined Networking
(SDN) and Web Real-Time Communication
technology has been completed for network
architecture selection to determine the optimal path
from a network-wide viewpoint.
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