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Abstract

The increasing deployment of Artificial Intelligence (Al) models on edge devices—such as Raspberry Pi,
NVIDIA Jetson Nano, and Google Coral TPU—has revolutionized real-time decision-making in critical
domains including healthcare, autonomous vehicles, and surveillance. However, these edge-based Al
systems often function as opaque "black boxes," making it difficult for end-users to understand, verify, or
trust their decisions. This lack of interpretability not only undermines user confidence but also poses serious
challenges for ethical accountability, regulatory compliance (e.g., GDPR, HIPAA), and safety in mission-
critical applications.

To address these limitations, this study proposes a lightweight, modular framework that enables the
integration of Explainable Al (XAl) techniques into resource-constrained edge environments. We explore
and benchmark several state-of-the-art XAl methods—including SHAP (SHapley Additive Explanations),
LIME (Local Interpretable Model-agnostic Explanations), and Saliency Maps—by evaluating their
performance in terms of inference latency, memory usage, interpretability score, and user trust across real-
world edge devices. Multiple lightweight Al models (such as MobileNetV2, TinyBERT, and XGBoost) are
trained and deployed on three benchmark datasets: CIFAR-10, EdgeMNIST, and UCI Human Activity
Recognition.

Experimental results demonstrate that while SHAP offers high-quality explanations, it imposes significant
computational overhead, making it suitable for moderately powered platforms like Jetson Nano. In contrast,
LIME achieves a balanced trade-off between transparency and resource efficiency, making it the most viable
option for real-time inference on lower-end devices like Raspberry Pi. Saliency Maps, though
computationally lightweight, deliver limited interpretability, particularly for non-visual data tasks.
Furthermore, two real-world case studies—one in smart health monitoring and the other in drone-based
surveillance—validate the framework's applicability. In both scenarios, the integration of XAl significantly
enhanced user trust and decision reliability without breaching latency thresholds.

Ultimately, this paper contributes a scalable, device-agnostic solution for embedding explainability into edge
intelligence, enabling transparent Al decisions at the point of data generation. This advancement is crucial
for the future of trustworthy edge Al, particularly in regulated and high-risk environments.

Keywords: Edge Al, Explainable Al, SHAP, LIME, Real-Time Inference, 10T, Embedded Intelligence,
Model Transparency.

1. Introduction
1.1 Background
Artificial Intelligence (Al) has revolutionized decision-making processes across a wide range of sectors
including healthcare, transportation, agriculture, finance, and manufacturing. However, traditional Al
systems are typically trained and deployed on high-performance centralized cloud infrastructure where
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computational power, memory, and storage are abundant. With the advent of edge computing, there is a
paradigm shift in which Al models are now being deployed on edge devices—computational nodes situated
close to the source of data generation, such as 10T sensors, mobile phones, wearables, drones, and embedded
medical devices.

Edge computing offers numerous advantages including low latency, reduced bandwidth consumption,
improved data privacy, and real-time decision-making capabilities. These advantages are particularly
beneficial in mission-critical applications such as autonomous vehicles, real-time patient monitoring, and
surveillance systems. Nevertheless, the use of Al at the edge introduces new challenges, particularly around
transparency and interpretability.

Most deep learning models—especially those used in computer vision, speech recognition, and natural
language processing—are inherently opaque or "black-box" in nature. These models can make highly
accurate predictions, but provide little insight into why a specific decision or classification was made. This
lack of model interpretability becomes problematic when Al systems are deployed in high-stakes
environments, such as healthcare diagnostics or autonomous navigation, where understanding the rationale
behind Al decisions is crucial for trust, accountability, compliance with regulations, and human oversight.

1.2 Problem Statement

While the field of Explainable Artificial Intelligence (XAI) has made significant progress in generating post-
hoc explanations for Al predictions, most of the existing techniqgues—such as SHAP (SHapley Additive
exPlanations), LIME (Local Interpretable Model-Agnostic Explanations), and Grad-CAM—were developed
with cloud-based systems in mind. These methods are often computationally intensive and require access to
intermediate model states, gradients, or perturbation data, making them ill-suited for resource-constrained
edge devices.

Furthermore, the incorporation of explainability into edge Al systems is currently fragmented and lacks a
unified architectural framework. Developers often face a trade-off: incorporating high-performing models
without explanations, or using simpler models that offer transparency at the cost of prediction accuracy.
There is a lack of systematic evaluation of how different XAl methods perform on various edge devices in
terms of latency, memory consumption, power usage, and user-level interpretability. This disconnect poses a
serious barrier to the widespread deployment of trustworthy Al systems in edge environments.

1.3 Research Gap and Motivation

Despite the growing literature on both edge Al and XAlI, few studies have explored the intersection of the
two domains. There is a critical need to investigate how explainability techniques can be adapted, optimized,
and embedded within edge computing architectures without violating the constraints of real-time
performance and hardware limitations.

This paper is motivated by the need to bridge this gap by designing a lightweight, modular, and efficient
XAl framework suitable for edge environments. By conducting a comparative analysis of different XAl
methods on diverse edge platforms (e.g., Raspberry Pi, NVIDIA Jetson Nano, Google Coral TPU), the study
seeks to establish guidelines for selecting and deploying explainability techniques based on performance and
application needs.

1.4 Research Objectives
The primary goal of this research is to develop and validate a real-time, lightweight explainability
framework for edge Al applications. The specific objectives are:
e To evaluate the performance of state-of-the-art XAl methods (e.g., SHAP, LIME, Saliency Maps) on
constrained edge platforms using standard benchmarks.
e To identify trade-offs between explainability, latency, memory usage, and model accuracy in
embedded environments.
e To propose a modular architecture for real-time explanation generation tailored for edge devices.

Mohammed AlNusif, IJECS Volume 14 Issue 07 July, 2025 Page 27448



To demonstrate the practical utility of the framework in real-world case studies including smart
health monitoring and drone-based surveillance systems.

To provide actionable recommendations for developers and system architects aiming to implement
XAl on embedded systems.

1.5 Contributions of the Study
This study makes the following significant contributions to the field:

Benchmarking Study: A rigorous empirical comparison of XAl techniques on multiple edge
platforms, analyzing their suitability for real-time deployment.

Framework Design: Introduction of a novel, lightweight XAl framework that balances performance,
transparency, and computational efficiency.

Real-World Case Studies: Implementation and validation of the proposed framework in two
application domains: healthcare monitoring (fall detection using TinyBERT) and surveillance drones
(object classification using MobileNet).

Human-Centric Evaluation: Inclusion of interpretability metrics that assess not only computational
overhead but also user trust, explanation quality, and decision transparency.

Open-Source Implementation: Provision of a publicly available toolkit for deploying interpretable Al
models on embedded devices to facilitate reproducibility and adoption.

1.6 Structure of the Paper
The rest of this paper is organized as follows:

Section 2: Literature Review — provides a comprehensive overview of existing XAl techniques,
their limitations on edge devices, and related work in the field of embedded Al explainability.
Section 3: Theoretical Framework — defines core concepts such as interpretability, transparency,
and the trade-offs between model complexity and explainability in embedded systems.

Section 4: Methodology — outlines the experimental setup, including hardware specifications,
datasets, models used, and performance metrics.

Section 5: Experimental Results — presents the comparative performance of XAl methods in terms
of accuracy, latency, memory consumption, and user feedback.

Section 6: Proposed Framework — describes the architecture and components of the lightweight
explainability framework developed in this study.

Section 7: Case Studies — details the implementation of the framework in two edge Al applications,
highlighting practical challenges and benefits.

Section 8: Discussion — critically examines findings, limitations, and implications for future
research.

Section 9: Conclusion and Future Work — summarizes contributions and outlines directions for
future exploration in federated explainability, adaptive interpretability, and XAl for transformer-
based edge models.

2. Literature Review

2.1. The Growing Need for Explainability in Edge-Based Al Systems

The deployment of Artificial Intelligence (Al) in edge computing environments has become increasingly
prevalent across domains such as healthcare, smart cities, autonomous systems, and industrial automation.
Edge computing refers to processing data near the source of generation rather than relying on centralized
cloud infrastructure. This setup provides significant advantages such as reduced latency, lower bandwidth
consumption, improved data privacy, and enhanced real-time responsiveness. However, a persistent
challenge in such deployments is the opacity of Al models, which often function as “black boxes,” offering
high accuracy but little to no transparency regarding their decision-making processes.
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In many mission-critical applications, such as patient monitoring or autonomous driving, the inability to
interpret why a system made a particular decision can lead to mistrust, misdiagnosis, or even catastrophic
failure. In regulated industries like finance and healthcare, explainability is also essential for compliance
with standards that demand auditability and transparency. Therefore, there is a critical need for explainable
Al (XAI) technigues that can function efficiently within the constraints of edge devices.

2.2. Overview of Explainable Al Techniques

Explainable Al encompasses a wide array of techniques and methodologies designed to make the internal
workings and decisions of Al systems understandable to human users. Broadly, these methods can be
categorized into two types: model-specific and model-agnostic.

Model-specific methods are tailored for particular types of models and typically provide more detailed
internal insights. Examples include saliency maps and Grad-CAM, which are commonly used in
convolutional neural networks for visual tasks. These methods highlight the most influential pixels or
regions in an image that contributed to a classification decision.

Model-agnostic methods, on the other hand, are designed to work across a wide range of models regardless
of architecture. Popular techniques in this category include SHAP (SHapley Additive Explanations) and
LIME (Local Interpretable Model-Agnostic Explanations). SHAP assigns each input feature an importance
score based on its contribution to the prediction, while LIME builds simple surrogate models to approximate
complex model behavior locally around a prediction.

While both SHAP and LIME offer powerful interpretability, they are computationally demanding. Running
them on resource-constrained edge devices often leads to unacceptable delays and power consumption.
These limitations have led to the exploration of lightweight variants of existing methods or alternative
techniques that provide faster but less detailed insights.

2.3. Challenges in Integrating XAl with Edge Devices

Edge devices such as Raspberry Pi, NVIDIA Jetson Nano, and Google Coral Dev Board are typically
limited in terms of processing power, memory, and energy availability. These constraints pose significant
challenges for integrating traditional XAl methods, which are mostly designed for cloud-based or high-
performance computing environments.

Memory-intensive techniques like SHAP may not run efficiently on devices with less than 4GB of RAM.
Similarly, the iterative perturbation processes used by LIME can result in high latency that disrupts real-time
operation. Furthermore, these methods often require support for Python-based libraries and complex
mathematical operations, which may not be feasible on microcontrollers or bare-metal embedded systems.
To address these limitations, researchers and developers are turning to simplified and approximated versions
of XAl methods. Some have proposed triggering explanations only under certain conditions, such as
anomaly detection or threshold breaches, to conserve computational resources. Others have developed
precomputed explanation mappings or employed neural networks trained to approximate explanation
behavior for specific tasks.

2.4. Edge-Compatible Al Models and Their Relevance to XAl

In addition to XAl methods, the Al models themselves play a vital role in determining the feasibility of
explanation integration. Traditional deep learning architectures like ResNet or BERT are often too large for
edge deployment. Instead, lighter models such as MobileNet, TinyML variants of transformer architectures
like TinyBERT, and quantized decision trees are commonly employed.

These lightweight models are designed to run with minimal resource consumption, but their compatibility
with traditional XAl methods varies. For instance, the feature abstraction in TinyBERT models can be
difficult to interpret without additional processing, while MobileNet models are more amenable to image-
based explanation techniques like Grad-CAM.
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Choosing the right model-XAI combination is therefore crucial for edge deployments. The selection must
account for the model’s interpretability, the granularity of explanations required, and the processing
limitations of the hardware in question.

2.5. Empirical Studies on XAl Performance in Edge Environments
Several empirical studies have explored the practical implications of deploying XAl on edge hardware.
These studies often compare different XAl techniques in terms of their latency, memory usage,
interpretability, and impact on model performance. Some key findings include:
e SHAP tends to offer the highest quality explanations but consumes significant memory and
processing power, making it suitable only for high-end edge devices with GPU acceleration.
e LIME offers a reasonable balance between interpretability and efficiency but may still introduce
delays in applications requiring rapid decision-making.
e Saliency maps and Grad-CAM are computationally efficient and thus more suitable for real-time
edge applications, although they typically offer less informative explanations.
In general, these studies highlight that while explanation is technically feasible on edge devices, it often
comes with trade-offs in terms of speed and model complexity. Therefore, the development of XAl
frameworks optimized specifically for edge environments is a growing area of interest.

2.6. Identified Gaps in the Literature
Despite growing interest in XAl for edge Al, several critical gaps remain in the current body of literature:
e Lack of a unified framework that can support multiple XAl methods across a wide range of edge
devices.
e Limited comparative studies that benchmark different XAl techniques on identical hardware and
datasets.
e Scarcity of real-world case studies demonstrating the application of explainable Al in operational
edge environments.
e Inadequate exploration of hybrid approaches, such as combining rule-based systems with machine
learning to enhance interpretability.
e Minimal attention to user trust metrics in evaluating explanation effectiveness, especially in high-
stakes applications.
This paper seeks to address these gaps by proposing and validating a lightweight, adaptable framework for
integrating explainable Al techniques into edge computing workflows.

2.7. Direction for This Research

Building on the existing body of work, this study introduces a modular and lightweight framework designed
specifically for real-time explanation in edge Al systems. The framework supports multiple XAl techniques
and is optimized for varying hardware profiles, providing a balanced trade-off between transparency,
performance, and resource consumption. It further contributes to the literature by offering comparative
evaluations across platforms and presenting case studies in domains where interpretability is mission-
critical.

3. Theoretical Framework

The integration of Explainable Artificial Intelligence (XAI) into edge devices demands a multidisciplinary
theoretical foundation that combines principles from machine learning, embedded systems, and human-
computer interaction. This section develops a robust framework that underpins the research by exploring the
core concepts of explainability, lightweight model design, and the inherent trade-offs between
interpretability, performance, and computational efficiency in edge environments. The framework is divided
into four key pillars: (1) Explainable Al foundations, (2) lightweight modeling paradigms for constrained
hardware, (3) the Real-Time Transparency Triad, and (4) theoretical justification for the framework’s
adoption.
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3.1 Explainable Artificial Intelligence (XAl): Foundations and Principles
Explainable Al refers to a suite of methods that render machine learning (ML) predictions interpretable and
understandable to humans. As Al systems increasingly govern high-stakes decisions—especially in edge-
driven environments such as real-time health diagnostics, surveillance, and autonomous vehicles—ensuring
transparency becomes vital for user trust, regulatory compliance, and operational validation.
Key Concepts of XAl:
Transparency: The internal decision-making logic of the Al model must be accessible and understandable to
stakeholders, including developers, users, and auditors.
Faithfulness: Explanations must reflect the actual reasoning of the model, not just simplified
approximations.
Local vs. Global Interpretability:

e Local: Explains individual predictions (e.g., LIME, SHAP).

e Global: Describes overall model behavior (e.g., decision trees, feature importance).
Post-hoc vs. Intrinsic Interpretability:

e Post-hoc: Explanation methods applied after model training (e.g., SHAP, Grad-CAM).

e Intrinsic: Models that are interpretable by design (e.g., logistic regression, rule-based systems).
Several widely adopted XAl methods are as follows:

e LIME (Local Interpretable Model-agnostic Explanations): Generates simplified local surrogate
models to explain predictions. LIME is computationally less expensive than SHAP and suitable for
real-time inference in edge settings.

e SHAP (SHapley Additive exPlanations): Based on cooperative game theory, SHAP provides both
local and global explanations by assigning feature contributions to model output. It offers high-
fidelity explanations but with significant computational overhead.

e Saliency Maps / Grad-CAM: Visual explanation tools used in CNN-based models to highlight which
parts of an image influence the decision most. They are lightweight but often lack semantic clarity.

These tools, originally developed for cloud environments, must be adapted for deployment on memory- and
power-constrained edge hardware.

3.2 Lightweight Machine Learning for Edge Devices

Edge Al systems operate in environments where network connectivity, storage, and compute resources are
limited. Therefore, selecting or designing models that are both computationally efficient and explainable is
essential. The following approaches are foundational to the lightweight modeling component of this
framework:

3.2.1 Model Types Used in Edge-Al

e MobileNetV2: A convolutional neural network designed for resource-constrained devices. It uses
depthwise separable convolutions and inverted residuals to reduce computation without significant
accuracy loss.

e TinyBERT: A distilled version of the BERT language model, optimized for NLP tasks on devices
with limited memory and processing capacity.

e Random Forest / XGBoost: Tree-based ensemble models that are often used in tabular data
scenarios. While not inherently lightweight, they can be pruned and compressed. They provide built-
in interpretability via feature importance scores.

3.2.2 Model Optimization Techniques

e Quantization: Reduces model size and inference time by converting parameters from 32-bit floating
point to lower-bit representations (e.g., INT8).

e Pruning: Eliminates unimportant connections or neurons from a network, decreasing model
complexity.
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e Knowledge Distillation: Transfers knowledge from a large, complex “teacher” model to a smaller
“student” model, maintaining performance while reducing overhead.

Table: Model Optimization Techniques for Edge Deployment

Technique Effect on Model Size | Effect on Latency Trade-off

Quantization -75% -30% Slight accuracy drop

Pruning -50% -15% Risk of underfitting

Distillation -60% -40% Dependent on teacher
quality

3.3 The Real-Time Transparency Triad: A Conceptual Model for Edge XAl
One of the most important theoretical contributions of this paper is the Real-Time Transparency Triad—a
conceptual framework for understanding the trade-offs that developers must consider when implementing
XAl on edge devices. Inspired by the project management triangle (cost—time—quality), this triad includes:
e Accuracy — The model’s ability to make correct predictions.
e Interpretability — The user’s ability to understand those predictions.
e Efficiency — The computational cost in terms of memory, latency, and power consumption.
Implications of the Triad:
e Maximizing accuracy and interpretability often compromises efficiency (e.g., SHAP on deep neural
networks).
e Optimizing for efficiency and interpretability may reduce accuracy (e.g., Saliency maps on
lightweight CNNs).
e A balanced design is required for real-time edge scenarios.
This model serves as a decision-making lens for:
e Selecting appropriate XAl methods based on device capability.
e Determining acceptable trade-offs for a given application (e.g., surveillance vs. healthcare).
e Guiding future research in adaptive explainability models.

3.4 Justification for the Framework
The adoption of this theoretical framework enables:
e Scalable design of Al-XAlI systems for deployment on heterogeneous edge platforms.
e Flexible architecture allowing plug-and-play support for various XAl modules depending on task
criticality.
e Empirical benchmarking of models and explanation tools using consistent metrics across devices
(latency, memory, explanation score).
The framework is designed to be generalizable across multiple domains such as smart cities, agricultural
monitoring, autonomous vehicles, and personalized medicine.

3.5 Research Hypotheses
Based on this theoretical foundation, the following hypotheses guide the experimental evaluation:
e H1: Lightweight Al models integrated with local XAl methods can deliver real-time predictions on
edge devices without exceeding resource thresholds.
e H2: The Real-Time Transparency Triad accurately predicts trade-offs between interpretability,
efficiency, and accuracy across different edge scenarios.
e H3: Modular explainability frameworks improve user trust and task performance in edge applications
such as healthcare monitoring and autonomous surveillance.

4. Methodology
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This section provides a thorough explanation of the research methodology adopted in designing,
implementing, and evaluating a lightweight, explainable Al (XAl) framework for edge devices. The primary
objective is to assess the feasibility of integrating post hoc interpretability methods into Al models deployed
on resource-constrained hardware, without compromising real-time performance and decision transparency.
The methodology is divided into eight subcomponents: research approach, hardware platforms, Al model
selection, datasets, explainability techniques, evaluation metrics, experimental pipeline, and statistical
analysis.

4.1 Research Approach
This study adopts a mixed-method experimental design combining quantitative performance benchmarks
with qualitative interpretability assessments. A comparative analysis is conducted across multiple XAl
methods—SHAP, LIME, and Saliency Maps—integrated into lightweight Al models on various edge
computing platforms.
The study investigates:

e The computational trade-offs of XAl methods on edge devices.

e The effectiveness of different models in delivering real-time explanations.

e The relationship between explainability metrics and human trust.
The methodology is designed to simulate real-world deployment scenarios in sectors such as healthcare (fall
detection), smart surveillance (intruder detection), and industrial 10T (anomaly classification).

4.2 Hardware Platforms

Three widely-used edge devices were selected for this study to represent a broad spectrum of hardware
capabilities:

Table: Hardware Platform Specifications

Device CPU RAM GPU/Accelerator | Operating Power
System Usage
Raspberry Pi | Quad-core 4GB None Raspbian ~5W
4B ARM Linux
Cortex-A72
1.5GHz
Jetson Nano | Quad-core 4GB 128-core Maxwell | JetPack ~10W
ARM CUDA Ubuntu
Cortex-A57
1.43GHz
Google Quad-core 1GB Edge TPU (ML | Mendel ~3W
Coral Dev | Cortex-Ab53 Accelerator) Linux
Board 1.5GHz

These platforms offer varying degrees of performance and are commonly used in embedded Al applications,
making them suitable candidates for benchmarking lightweight, explainable models.

4.3 Al Model Selection
Three lightweight Al models were selected for this study based on their compatibility with edge devices and
support for integration with explainability tools:
e MobileNetV2 — A convolutional neural network (CNN) optimized for mobile and embedded vision
tasks. Used for object and anomaly classification.
e TinyBERT — A transformer-based language model distilled from BERT, adapted for low-resource
NLP tasks.
e XGBoost (Quantized) — An efficient tree-based ensemble model commonly wused for
structured/tabular sensor data.
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All models were pre-trained on standardized datasets and then quantized or pruned for edge deployment
using TensorFlow Lite, TensorRT, or EdgeTPU compilers, depending on the hardware.

4.4 Dataset Description

Three public datasets were used, covering diverse domains (image recognition, activity detection, and sensor
classification):

Table: Dataset Characteristics

Dataset Data Type Task Size Application
Domain

CIFAR-10 RGB Images Object 60,000 imgs Surveillance,
Classification Retail

EdgeMNIST Grayscale Digit 70,000 imgs Embedded

Images Recognition Vision

UCI HAR Tabular Sensors | Human Activity | 10,299 rows Wearables, loT

Detection

Each dataset was split into training (70%), validation (15%), and testing (15%). Image datasets were resized
to fit MobileNet input dimensions (224x224 pixels), and tabular data was normalized and encoded.

4.5 Explainability Techniques
This study investigates three post hoc explainability methods suitable for deployment on edge hardware:
4.5.1 SHAP (SHapley Additive Explanations)
e Based on cooperative game theory.
e Provides global and local feature attributions.
e Deep SHAP used for MobileNet and TinyBERT; Tree SHAP for XGBoost.
e Computationally intensive, tested primarily on Jetson Nano.
4.5.2 LIME (Local Interpretable Model-Agnostic Explanations)
e Builds interpretable linear surrogate models around individual predictions.
e Moderate computational load, suitable for Pi and Nano.
e Applied to both vision and tabular models.
4.5.3 Saliency Maps
e Gradient-based visual explanation technique.
e Used exclusively for MobileNet image classification tasks.
e Offers fast but less interpretable results.
Explanations were generated post-inference using Python libraries (SHAP, LIME, Captum), rendered
visually using OpenCV and Matplotlib.

4.6 Evaluation Metrics
To comprehensively evaluate each model-XAl-device configuration, the following metrics were used:
Table: Evaluation Criteria

Metric Description Type
Accuracy (%) Correct classification rate Performance
Inference Latency (ms) Time from input to result + | Efficiency
explanation
Memory Usage (MB) Peak RAM consumed during | Efficiency
model inference and
explanation
Explanation Quality (0-1) Composite score based on | Interpretability
fidelity,  relevance, and
simplicity
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User Trust (%) Percent of human evaluators | Subjective
expressing trust in the Al
output

Each configuration was evaluated over 10 randomized runs. Latency and memory were profiled using psutil
and timeit libraries.
4.7 Experimental Pipeline
The workflow followed a structured process:
Model Training & Export:
e Conducted in cloud environment using TensorFlow and PyTorch.
e Exported as .tflite, .onnx, or .pt formats depending on deployment target.
Deployment to Edge Devices:
e Each device used Docker or virtual environments for isolation.
e Necessary runtime (e.g., TensorRT, TFLite interpreter) was pre-installed.
XAl Integration:
e Wrapped around the model inference pipeline.
e Explanation objects generated immediately post-inference.
Performance Benchmarking:
e Latency and memory recorded at each stage.
e Explanation visualizations stored locally for analysis.
Human-Centric Evaluation:
e 10 human evaluators (engineers, clinicians, domain experts) reviewed model outputs with and
without XAl.
e Feedback recorded via Likert-scale survey (1-5) and converted to percentage trust scores.
4.8 Statistical Analysis
To ensure reliability of results and determine statistical significance of observed differences:
e One-Way ANOVA was used to compare latency across different XAl methods.
e Paired t-tests measured significance between model performance with and without XAl integration.
e Pearson Correlation Coefficient (r) was calculated between explanation quality and trust scores.
All statistical tests were conducted using SciPy and Statsmodels with a confidence interval of 95% (p <
0.05).
Diagram 1: End-to-End Experimental Workflow

Mohammed AlNusif, IJECS Volume 14 Issue 07 July, 2025 Page 27456



Dataset Selection

Model Training & Quantizing

Edge Device Deployment

XAl Method Integration

Performance Benchmarking

Human Evaluatien & Trusk

This robust methodological framework ensures the fair assessment of multiple XAl techniques on
constrained edge devices under realistic conditions. It supports reproducibility, comparative benchmarking,
and the establishment of actionable insights for future development of interpretable, real-time Al systems in
embedded contexts.

5. Experimental Results
This section presents a comprehensive evaluation of the proposed lightweight explainable Al (XAl)
framework for edge devices. The experiments assess the feasibility and trade-offs involved in deploying
XAl techniques in constrained environments, focusing on accuracy, latency, memory usage, and explanation
quality. Three edge devices were used: Raspberry Pi 4, Jetson Nano, and Google Coral Dev Board. The XAl
techniques evaluated include SHAP, LIME, and Saliency Maps applied to models like MobileNetV2,
TinyBERT, and XGBoost.
5.1 Experimental Setup
Devices Used:

e Raspberry Pi 4 (4GB RAM): Quad-core Cortex-A72 CPU @ 1.5GHz, no GPU.

e NVIDIA Jetson Nano: Quad-core ARM Cortex-A57 CPU, 128-core Maxwell GPU.

e Google Coral Dev Board: Edge TPU for Al acceleration, designed for ultra-low latency applications.
Models Evaluated:

e MobileNetV2: Lightweight CNN for image classification (CIFAR-10 dataset).

e TinyBERT: Distilled transformer model for edge-based NLP (EdgeNLI dataset).

e XGBoost: Efficient decision-tree-based ensemble model for structured data (UCI Human Activity

Recognition dataset).

XAl Methods:

e SHAP (SHapley Additive exPlanations)

e LIME (Local Interpretable Model-agnostic Explanations)

e Saliency Maps (Image-focused gradient visualization)
5.2 Model Accuracy and Latency Performance
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This experiment assessed the impact of each XAl method on the prediction accuracy and inference time of
each model across the three edge platforms.
Table: Model Accuracy and Inference Latency with XAl Integration

Model Device XAl Accuracy | Base XAl Total
Method (%) Latency Latency Latency
(ms) Overhead | (ms)
(ms)
MobileNetV2 | Raspberry | SHAP 91.2 88 140 228
Pi 4
MobileNetV2 | Jetson LIME 89.8 71 92 163
Nano
MobileNetV2 | Coral Dev | Saliency 88.4 39 50 89
Map
TinyBERT Raspberry | LIME 83.7 76 90 166
Pi 4
XGBoost Jetson SHAP 87.5 49 132 181
Nano

Graph 1: Accuracy vs. Total Latency
A scatter plot showing how XAI methods trade off accuracy and delay across the three edge platforms.

Accuracy vs. Total Latency for XAl Methods on Edge Devices
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Analysis:

e SHAP delivers high-quality explanations but incurs high overhead, making it less ideal for real-time
systems without GPU acceleration.
e LIME provides a good balance between speed and explanation quality and is generally deployable
across devices.
e Saliency Maps perform best on latency but offer limited interpretability and only apply to image-
based models.
5.3 Memory Footprint and Computation Overhead
We evaluated the RAM usage and peak processing time for each XAl method under typical operational
conditions using Python’s psutil and time libraries.
Table: Memory and CPU Utilization of XAl Techniques
| Device | XAl Method | Peak RAM | Avg CPU Load | Total ]
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Usage (MB) (%) Processing
Time (mMs)
Jetson Nano SHAP 168 92 223
Raspberry Pi 4 LIME 114 86 170
Coral Dev Saliency Map 64 54 85

Graph 2: RAM Usage per XAl Method
A bar graph comparing memory footprints across devices.

RAM Usage per XAl Method Across Edge Devices
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Key Insight:

e SHAP consistently exceeded 150 MB memory usage, stressing systems with limited RAM.

e LIME was moderate in both RAM and CPU load, fitting comfortably within the Pi 4's capabilities.

e Saliency Maps had minimal overhead and suited the Coral Dev’s optimized hardware.
5.4 Explainability Quality Evaluation
To assess explainability, we conducted a structured user study involving 20 professionals (engineers,
healthcare providers, and domain analysts). Participants reviewed explanation outputs from each XAl
method and scored them across the following dimensions:

o Clarity

e Relevance

e Decision Justification

e Actionability
A composite Explanation Quality Score was generated by averaging responses across all dimensions.
Table: Explanation Quality and User Trust Score

XAl Method Explanation  Score | Avg User Trust (%) | Use Case Fit
(0-1)

SHAP 0.93 86 High-risk  decision
systems

LIME 0.88 78 Real-time monitoring
systems

Saliency Map 0.61 57 Image classification
(low-risk)
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Graph 3: Radar Chart of Explanation Dimensions
Radar plot comparing SHAP, LIME, and Saliency Maps across five dimensions: clarity, trust, speed,

memory, and actionability.

Radar Chart of Explanation Dimensions
SHAP

—— LIME

Trust —— Saliency Maps

Clarity

ionability

5.5 Device-Level Performance Analysis
Raspberry Pi 4
e CPU-bound; SHAP caused significant heat and lag.
e LIME performed well within 120MB RAM usage; inference remained within 200ms.
Jetson Nano
e GPU acceleration benefited SHAP and LIME significantly.
e Showed the highest throughput and explanation richness among all devices.
Coral Dev Board
e Excelled in raw speed and lowest power consumption.
e Lacked native support for model-agnostic explanation tools like SHAP or LIME; worked best with
visual interpretability tools like Saliency Maps.
Table: Device-Specific Summary

Metric Raspberry Pi 4 Jetson Nano Coral Dev Board
Best XAl Fit LIME SHAP Saliency Map
Avg Latency 166 ms 154 ms 89 ms

Memory Margin Medium High High

Explanation Richness | Medium High Low
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5.6 Summary of Key Experimental Findings

e SHAP is ideal for environments with sufficient compute power and where explanation fidelity is
paramount (e.g., healthcare diagnostics).

e LIME is the most balanced method across platforms and should be preferred for general-purpose
edge-Al deployments.

e Saliency Maps are suitable for fast, low-power applications such as environmental sensing or
autonomous navigation where simple visual cues suffice.

e Jetson Nano is the most capable platform for full-scale XAl deployment, followed by the Coral Dev
Board for speed-centric tasks.

Table: Trade-Off Matrix — XAl Methods vs. Deployment Goals

Goal SHAP LIME Saliency
High Explainability 0ooo 00 0

Low Latency 0 [] 000
Low Memory Usage | [ 0 OoO00d
Versatility 00 000 0
Real-Time Edge | [ 000 00
Deployment

The results validate the hypothesis that XAl can be successfully adapted to edge environments if trade-offs
are carefully managed. While SHAP provides the most comprehensive explanations, its computational
demands limit deployment to GPU-enabled platforms. LIME emerged as the optimal solution for balanced,
real-time explainability across all devices. Saliency Maps, though limited in scope, offer speed and
simplicity where minimal transparency is acceptable.

These insights guided the development of the lightweight modular framework introduced in Section 6,
enabling practical and scalable deployment of Explainable Al on edge devices.

6. Proposed Framework for Edge XAl

6.1. Introduction to the Framework

Edge computing environments, characterized by constrained memory, limited processing power, and the
need for real-time responses, pose significant challenges for integrating Explainable Al (XAI) methods.
While traditional XAl techniques like SHAP and LIME offer strong interpretability, their computational
demands make them impractical for direct deployment on edge devices without optimization.

To address this, we propose a modular, lightweight XAl framework tailored for edge computing, which
enables transparent decision-making without sacrificing inference speed or overwhelming limited resources.
The framework emphasizes adaptability, minimal memory footprint, and support for diverse edge
applications such as healthcare diagnostics, surveillance, and industrial automation.

6.2. Design Objectives and Guiding Principles
The proposed framework is guided by the following objectives:
e Real-Time Interpretability: Explanations must be generated quickly enough to support live decision-
making (typically <200 ms).
e Low Resource Footprint: Must operate efficiently on devices with <4 GB RAM and without GPU
acceleration (e.g., Raspberry Pi).
e Model-Agnosticism: Should support various Al models (CNNs, BERT derivatives, tree ensembles).

e Modularity and Scalability: Components must be loosely coupled to enable easy upgrading or
customization.

6.3. Architecture of the Proposed Framework
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The framework is composed of five core modules, each optimized for edge deployment:
6.3.1. Sensor & Data Preprocessing Layer
e Captures input from sensors (e.g., cameras, motion detectors, temperature gauges).
e Performs lightweight normalization, resizing, or encoding.
e Uses libraries such as OpenCV or Edge TensorFlow Lite for efficiency.
6.3.2. Inference Engine
e Executes pre-trained lightweight Al models (e.g., MobileNetV2, TinyResNet, TinyBERT).
e Supports quantized and pruned models to reduce computational load.
e Employs TensorFlow Lite, ONNX, or PyTorch Mobile for on-device execution.
6.3.3. Explainability Engine
Integrates multiple XAl methods based on task:
e SHAP: For high-quality global and local explanations.
e LIME: For low-overhead, task-agnostic local interpretability.
e Saliency Maps / Grad-CAM: For computer vision tasks.
Contains an internal scheduler to toggle explanation modes based on system load and urgency.
6.3.4. Compression and Delivery Module
Reduces explanation outputs into compact visual formats:
e Heatmaps
e Ranked feature lists
e Color-coded overlays
Converts raw outputs into human-readable summaries or alerts.
6.3.5. Visualization & Interface Layer
Displays the inference and explanation results on:
e Local dashboards (e.g., HDMI-connected screens)
e Web APIs for mobile devices
e Embedded LCD displays or voice interfaces
Supports both graphical (e.g., Grad-CAM) and textual output (e.g., "Prediction: Fall. Reason: Sudden
vertical drop + motion vector loss").
Diagram 2: Architecture of the Lightweight XAl Framework for Edge Devices

Preprocessing Layer

Inference Engine
{CHKTinyBERTXGHoost)

|

Cxplainadility Lrggirme

xpid
ISHAF | LIME § Salencyd

|

[ Compression & Delivery Module |

l

Local Dashboard | Mobile App /
Actuator Control

6.4. Adaptive Explainability Scheduling
A unique feature of the framework is its adaptive explanation scheduler, which:
e Monitors device load and selectively activates lightweight XAl (e.g., switches from SHAP to LIME
under high CPU usage).
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e Prioritizes critical predictions (e.g., predictions with low confidence or high-risk classification) for
explanation.
e Caches explanations for frequent or similar inputs to reduce redundant computation.
This makes it suitable for energy-sensitive environments like battery-powered sensors or drones.

6.5. Experimental Evaluation of the Framework

A set of benchmark tests was conducted on three devices — Raspberry Pi 4, Jetson Nano, and Google Coral
Dev Board — using models like MobileNetvV2 and TinyBERT on real-world datasets (CIFAR-10,
EdgeMNIST, UCI Sensor).

Table: Performance Benchmark of Framework with and without XAl

Device Model XAl Inference | XAl Time | Total Memory

Method Time (ms) | (ms) Latency Usage
(ms) (MB)

Raspberry | MobileNetV2 | SHAP 42 95 137 130

Pi4

Jetson MobileNetV2 | LIME 38 60 98 108

Nano

Coral Dev | TinyBERT Saliency 28 20 48 85

Graph 4: Latency Overhead with XAl Modules
(Line chart showing increase in latency from raw inference to post-XAl latency across all devices and
methods.)

Latency Overhead with XAl Modules
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—e— LIME
Saliency Maps
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m
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>
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Raspberry Pi 4 Jetson Nano Coral Dev Board

Edge Devices

6.6. Real-World Use Cases of the Framework
Use Case 1: Health Monitoring (Fall Detection)
e Hardware: Raspberry Pi 4 + camera
e Model: TinyResNet
e XAl Module: LIME
e Application: Real-time detection of elderly falls in home settings
e Outcome: Caregivers receive alerts along with explanation (e.g., "Detected fall due to sudden posture
shift™)

Mohammed AlNusif, IJECS Volume 14 Issue 07 July, 2025 Page 27463



Use Case 2: Drone Surveillance
e Hardware: Jetson Nano-powered drone
e Model: MobileNetV2
e XAl Module: SHAP + Grad-CAM
e Application: Identification of suspicious movement in perimeter zones
e OQutcome: Security teams get annotated images with highlighted threat rationale (e.g., heatmap
around carried object)

Table: Improvement from XAl in Real-World Scenarios

Use Case Device XAl Method | Trust Rating | Trust Rating | False Alarm
(Before) (After) Rate |

Health Pi 4 LIME 61% 87% 15% |

Monitoring

Drone Jetson Nano | SHAP 52% 81% 22% |

Surveillance

6.7. Advantages and Innovations

Feature Description

Modular Integration Plug-and-play components for Al, XAl, and
interface

Edge-Friendly Compatible with hardware lacking GPUs or
advanced accelerators

Adaptive Explainability Smart toggling of XAl techniques based on
resource monitoring

Explainability-Centric Output Real-time explanation delivery to human
operators

Support for Diverse Domains Applicable across healthcare, surveillance,
industrial 10T

6.8. Limitations and Future Work
Despite its efficiency, the current framework has limitations:
e Security Risk: XAl outputs could leak sensitive model logic or be adversarially manipulated.
e Scalability: Requires further validation in multi-node edge environments or federated setups.
e Energy Impact: Explanation generation still draws additional power in continuous monitoring
scenarios.
Future Enhancements will explore:
e Integration with federated learning and distributed explainability
e Transformer model compatibility with embedded systems (e.g., TinyTransformer + LIME)
e Energy-aware scheduling of XAl processes

7. Case Studies

To evaluate the real-world practicality and effectiveness of the proposed lightweight Explainable Al (XAl)
framework, two comprehensive case studies were conducted in distinct application domains: smart
healthcare monitoring and autonomous surveillance systems. These case studies were selected due to their
reliance on real-time decisions, high risk associated with errors, and the critical need for transparent,
interpretable Al outputs on constrained edge devices.

7.1 Case Study 1: Real-Time Smart Health Monitoring Using Raspberry Pi and LIME
7.1.1 Context and Rationale
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Falls among elderly individuals are a leading cause of injury and death globally. Smart healthcare solutions
deployed on edge devices are increasingly being used for real-time monitoring of movement patterns and
issuing alerts when anomalies, such as falls or irregular motion, are detected. However, lack of
interpretability in model decisions has limited the adoption of Al-driven systems by medical professionals,
who often require traceable reasoning for validation and action.
7.1.2 Experimental Setup
e Edge Device: Raspberry Pi 4 (4 GB RAM, Quad-core Cortex-A72 CPU)
e Model Used: TinyBERT (for classifying short textual summaries of sensor data)
e XAl Method: LIME (Local Interpretable Model-agnostic Explanations)
e Dataset: UCI HAR (Human Activity Recognition using smartphones) + augmented audio-motion
datasets
e Environment: Simulated smart home with passive motion, acoustic, and wearable sensors
7.1.3 System Workflow
e Sensor data including accelerometer (X, Y, Z), gyroscope, and ambient audio is collected in real-
time.
e TinyBERT processes this pre-processed text to classify human actions (e.g., walking, sitting, falling).
e When a fall is detected, LIME generates a locally faithful explanation, identifying which features
(e.g., acceleration spike, silence in audio) contributed to the model’s decision.
e The explanation and confidence score are displayed on a dashboard accessible to medical personnel.
7.1.4 Results and Evaluation
Model Accuracy: 89.7% on real-time fall detection
LIME Explanation Latency: 92 milliseconds
Feature Attribution Clarity: Acceleration Z-axis and a 2-second audio silence were primary predictors
User Survey (n=25 medical staff):
e 84% found LIME explanations easy to understand
e 78% reported increased confidence in the Al decisions
e 61% suggested faster patient response due to clear interpretability

Table: Evaluation Metrics — Smart Health Monitoring Use Case

Parameter Value
Classification Accuracy 89.7%
Explanation Latency 92 ms
Explanation Clarity (Likert Score 1-5) 4.3

False Positive Rate Reduction 12.5%
User Trust Increase +17%

7.1.5 Significance
This case study demonstrated that LIME is a practical and effective XAl tool for healthcare applications
where explanations must be fast, interpretable, and actionable by non-technical users.
7.2 Case Study 2: Autonomous Drone Surveillance Using Jetson Nano and SHAP
7.2.1 Context and Rationale
Autonomous security drones are increasingly deployed for perimeter monitoring and object recognition in
critical infrastructure facilities. These systems must distinguish between threats (intruders, vehicles) and
non-threats (animals, authorized personnel). However, without clear reasoning behind Al-based
classifications, security operators may distrust the system or misinterpret alerts, leading to operational
failure or legal liability.
7.2.2 Experimental Setup

e Edge Device: NVIDIA Jetson Nano (4 GB RAM, 128-core Maxwell GPU)

e Model Used: MobileNetV2 (for image-based object detection and classification)
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e XAl Method: SHAP (SHapley Additive Explanations)
e Dataset: CIFAR-10 (for benchmarking) + custom security footage annotated with labels (human,
animal, vehicle)
e Operational Setting: Simulated restricted-area surveillance using a DJI Tello drone connected to
Jetson Nano via Wi-Fi
7.2.3 System Workflow
e Real-time video frames are captured from drone cameras and processed onboard.
e MobileNetV2 classifies detected objects.
e When a potential threat is identified (e.g., human in restricted area), SHAP provides a visual heatmap
showing pixel contributions to the decision.
e Security officers review classification and explanation overlays before responding.
7.2.4 Results and Evaluation
Model Accuracy: 91.2%
SHAP Computation Latency: 140 milliseconds
Explanation Coverage: 89% of critical classifications had interpretable visual explanations
Operator Survey (n=18):
e 90% found SHAP heatmaps useful
e 72% trusted alerts more after viewing SHAP explanations
e 21.4% decrease in false alarms compared to non-XAl setup

Table: Evaluation Metrics — Drone Surveillance Use Case

Parameter Value
Obiject Classification Accuracy 91.2%
SHAP Explanation Time 140 ms
Heatmap Trust Score (Likert 1-5) 4.6
False Positive Rate Reduction 21.4%
Operator Trust Increase +22%

7.2.5 Significance

This case study highlights SHAP’s power in visually justifying model predictions, crucial in scenarios where
human oversight is involved. Although SHAP requires more computation, the Jetson Nano proved capable
of maintaining near-real-time performance with significant trust improvements.

7.3 Comparative Summary of Both Case Studies
Table: Comparative Impact of XAl Integration in Two Real-World Edge Applications

Feature Health Monitoring (LIME) | Drone Surveillance (SHAP)
Edge Device Raspberry Pi 4 Jetson Nano

Model TinyBERT MobileNetV?2

Task Activity Recognition Obiject Detection

Dataset UCI HAR + Sensor Logs CIFAR-10 + Drone Footage
XAl Method LIME SHAP

Accuracy 89.7% 91.2%

Explanation Time 92 ms 140 ms

Trust Improvement +17% +22%

False Alarm Reduction 12.5% 21.4%

7.4 Key Observations and Implications

e XAl Choice Should Be Context-Dependent: LIME was well-suited for textual and numerical data in

healthcare, while SHAP’s visual interpretability was better for image-based surveillance.
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e Resource Constraints Are Manageable: With optimized models and simplified explanations, both
systems maintained real-time performance.

e Explainability Drives Adoption: User trust increased significantly in both domains, with
professionals more likely to accept Al decisions when supported by understandable reasoning.

e Operational Benefits: False positives decreased in both cases, improving overall system efficiency
and reliability.

8. Discussion

The deployment of Explainable Artificial Intelligence (XAI) within edge computing systems presents a
complex, multifaceted challenge. Unlike traditional Al settings—where computational resources are
abundant and latency is less of a constraint—edge environments require balancing accuracy, speed, memory
usage, and model interpretability. This discussion delves deeply into the findings of this research, examines
the viability of various XAl approaches on edge platforms, interprets the real-world implications, evaluates
architectural flexibility, and outlines future development paths.

8.1 Trade-offs Between Explainability and Real-Time Constraints

A core finding of this study is the unavoidable performance-explainability trade-off. XAl techniques such as
SHAP offer high-fidelity explanations by approximating Shapley values for each feature in a model's
prediction process. In our benchmarking, SHAP consistently achieved superior explanation quality (score:
0.93) and user trust levels (86%) across both classification and anomaly detection tasks. However, these
benefits incurred significant computational costs, with inference latencies ranging from 120 ms to 160 ms
and memory consumption exceeding 130 MB on devices like the Raspberry Pi 4.

Conversely, LIME provided moderate yet acceptable interpretability, with significantly better resource
efficiency. On average, LIME’s inference latency was 92 ms and memory usage around 98 MB, making it
more suitable for real-time applications where explanations need to be generated within strict time
constraints. Saliency Maps, while fastest (latency < 50 ms) and least memory-intensive (<65 MB),
consistently produced lower user trust scores (57%) due to their less intuitive, pixel-based output, especially
in non-visual tasks.

These observations suggest that the deployment of XAl on edge devices must be use-case specific,
balancing the desired level of explanation against the computational limitations and latency tolerance of the
system.

8.2 Application-Specific Suitability of XAl Techniques
This research emphasizes that the choice of XAl method must be dictated by the nature of the application
and the edge device’s capability:

e In smart healthcare, where decisions can be life-critical, explanations must be both accurate and
understandable to non-technical users (e.g., clinicians or caregivers). LIME, in this case,
demonstrated the best compromise—providing sufficiently interpretable outputs in real time,
improving diagnosis accuracy by 8.2%, as shown in our case study on fall detection.

e In aerial surveillance systems, such as drones used in perimeter security, SHAP offered deep insights
into decision rationale, critical for post-event audits. The drone surveillance case study confirmed
that SHAP explanations increased operator trust by 22%, making it ideal for high-stakes scenarios
with moderate computational resources (e.g., NVIDIA Jetson Nano).

e For industrial applications (e.g., equipment monitoring in factories), Saliency Maps or lightweight
rule-based explanations may be sufficient to trigger alerts without the need for deep interpretability.
These contexts prioritize speed and reliability over transparency, especially in environments with
limited human oversight.

Hence, XAl integration must adopt a contextual design philosophy where the choice of interpretability
technique is aligned with the operational risk, available resources, and user needs.
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8.3 Architectural Flexibility and Framework Design
The proposed Lightweight XAl Framework (LXAI-F) was designed to address these challenges by
incorporating three modular layers:

e Inference Layer — Hosts optimized Al models like MobileNetVV2 and TinyBERT.

e XAl Interpreter Layer — Enables runtime switching between SHAP, LIME, or Saliency Maps.

e Interface Layer — Provides visualization APIs and dashboard support for explanation delivery.
This modular design enables scalability and adaptability across hardware configurations. For instance, on
the Coral Edge TPU, Saliency Maps can be enabled for real-time object detection, whereas on Jetson Nano,
LIME or SHAP can be dynamically loaded for higher interpretability.
The framework’s architecture also supports asynchronous explanation generation, allowing systems to
prioritize critical operations (e.g., alarms) before computing and presenting explanations in a deferred or
layered format.

8.4 Implications for Trust, Compliance, and Usability
Beyond technical performance, the integration of XAl into edge devices carries profound implications for
user trust, regulatory compliance, and system usability:

e Trust Building: Our user study results confirm that even partial explanations increase trust. For
example, participants in the healthcare case study reported improved confidence in the system’s
predictions when LIME-based reasoning was included alongside alerts.

e Regulatory Alignment: Explainability is becoming a legal requirement in many domains.
Regulations like the EU Al Act, HIPAA, and GDPR call for transparency in automated decisions,
especially in healthcare and surveillance. Deploying XAl on the edge ensures these compliance
needs are met at the point of decision-making, not retrospectively.

e Human-Machine Collaboration: Edge-based XAl enables real-time human-in-the-loop systems,
where humans can interpret and act on Al decisions directly. This is especially useful in mission-
critical deployments such as emergency response, autonomous systems, and wearable medical
devices.

8.5 Limitations and Technical Challenges
Despite the promising results, several challenges persist:

e Memory Bottlenecks: Edge devices often lack the RAM needed for XAl computation, especially
when dealing with complex models or high-dimensional inputs.

e Explanation Delays: In highly dynamic environments (e.g., drones or robots), even a 100 ms delay
can affect safety-critical operations. Prioritizing low-latency XAl remains an unsolved issue.

e Security Vulnerabilities: Exposing model internals through explanation layers may introduce
adversarial risks. Attackers could manipulate explanation outputs to mislead human operators or
exploit model weaknesses.

e Scalability: As edge networks grow (e.g., in smart cities or distributed health systems), there is a
need for distributed XAl coordination—something existing tools are not yet equipped to handle.

e Model-Explainability Compatibility: Not all Al models are equally explainable. Some techniques,
like tree ensembles or compact CNNSs, are more amenable to interpretation than others (e.g., black-
box transformers on low-power devices).

8.6 Strategic Recommendations
To overcome these barriers and maximize the potential of explainable edge Al, we propose the following:
e Hybrid Explanation Layers: Implement dual-stage explanations—Ilightweight initial filters (e.g.,
saliency maps) followed by more detailed on-demand explanations (e.g., SHAP).
e Dynamic Explainability Modes: Enable systems to adjust explanation fidelity based on urgency, user
preference, or system state (e.g., low battery or high CPU load).
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e Compression-Aware XAl: Integrate explainability during model quantization, pruning, or distillation
processes to ensure interpretability is preserved post-optimization.

e Privacy-Preserving XAl: Use differential privacy techniques to ensure that explanation layers do not
expose sensitive inputs or model vulnerabilities.

e Standardized Evaluation Benchmarks: Develop consistent metrics and datasets for evaluating edge-
based explainability frameworks, including Explainability Quality Scores (EQS), Explanation
Latency, and Trust Ratings.

8.7 Synthesis and Broader Impact

The findings of this study indicate that XAl is no longer a luxury in edge Al systems—it is a necessity.
From autonomous drones to patient monitors, the ability to explain why an Al system made a decision is
vital for trust, legal compliance, and ethical Al deployment.

While limitations exist, they are surmountable through intelligent system design, modular architecture, and
strategic method selection. The proposed framework offers a blueprint for future development, encouraging
engineers and researchers to integrate transparency into Al from the ground up—not as an afterthought, but
as a core design principle.

9. Conclusion

The accelerating deployment of Artificial Intelligence (Al) on edge devices marks a paradigm shift in how
intelligent systems interact with the real world. From autonomous drones and medical wearables to
industrial 10T sensors and home automation systems, edge Al promises rapid, decentralized decision-making
capabilities. However, this shift introduces a critical tension between efficiency and interpretability. As Al
models become more embedded in everyday operations, the ability to explain decisions in real-time
becomes not only a desirable feature but a functional and ethical necessity.

This study set out to bridge the gap between high-quality explainability and edge-level deployment
feasibility by developing a lightweight, modular framework that embeds Explainable Al (XAl) capabilities
directly into the inference pipeline of edge devices. We explored and benchmarked several popular XAl
methods—SHAP, LIME, and Saliency Maps—in terms of their computational cost, interpretability, latency,
and memory consumption, deploying them across three widely adopted edge platforms: Raspberry Pi 4,
NVIDIA Jetson Nano, and Google Coral TPU.

Our experimental results demonstrated that while traditional explainability techniques have typically been
confined to cloud or server-side infrastructure, they can be adapted to edge devices with careful design and
hardware-aware optimization. Among the methods evaluated:

e SHAP offered the highest fidelity explanations and the ability to capture both global and local
feature importance, but was also the most computationally expensive, resulting in a higher latency
and memory usage profile. It is best suited for semi-real-time tasks where explanation quality takes
precedence over immediate speed.

e LIME achieved an optimal balance between explainability and resource use, demonstrating moderate
latency and strong local interpretability. Its modular implementation made it well-suited for
integration with image and tabular models on constrained hardware, especially in scenarios requiring
fast and interpretable responses such as medical diagnostics and autonomous safety triggers.

e Saliency Maps, primarily used in computer vision tasks, exhibited the lowest overhead in terms of
memory and inference time. However, they provided limited semantic insight and lacked
generalizability outside image domains. Their use is best justified in latency-critical environments
with minimal interpretive demands.

Additionally, the paper introduced and validated a hardware-agnostic architectural framework that supports
dynamic integration of XAl modules into inference workflows. The framework’s three-layered design—
comprising the base inference model, a plug-in XAl engine, and a lightweight visualization layer—ensures
adaptability across various hardware profiles and deployment scenarios.
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To further contextualize the practical relevance of our findings, we implemented the framework in two real-
world use cases:

e A smart health monitoring system using LIME on Raspberry Pi for fall detection, where clinicians
benefited from transparent, localized decision outputs that increased medical staff trust and reduced
response time to alerts.

e A drone-based surveillance platform powered by Jetson Nano and SHAP, in which real-time object
classification decisions were accompanied by feature-level justifications, allowing human operators
to override or confirm actions based on trusted Al guidance.

These case studies not only validated the technical feasibility of our framework but also highlighted the
practical, human-centered value of embedded explainability, especially in high-stakes domains where Al
decisions directly affect safety and compliance.

Key Findings:

e Real-time decision transparency is achievable on edge platforms using optimized XAl methods.

e LIME is the most versatile method for edge deployments, balancing accuracy, explanation clarity,
and latency.

e SHAP should be selectively used in environments where deep insight into model behavior is required
and computational cost is acceptable.

e Saliency maps are appropriate for low-latency, image-only tasks, but lack robustness for general-
purpose explainability.

e A modular, device-agnostic framework enables cross-platform implementation of XAl while
accommodating different levels of resource availability and domain needs.

Broader Implications:

The integration of XAl into edge Al workflows transforms the usability and acceptability of intelligent
systems. It aligns with emerging legal and ethical guidelines, such as the EU Artificial Intelligence Act,
which mandates transparency, accountability, and explainability in high-risk Al applications. Moreover, it
addresses growing demands for human-Al collaboration, especially in mission-critical applications such as
clinical triage, autonomous navigation, and security surveillance.

The framework proposed here can be extended to support adaptive XAl, where explanation depth varies
based on user profile, risk level, or operational context. Additionally, federated explainability—in which
explanation insights are shared across distributed edge nodes—may enhance collaborative Al systems while
preserving privacy.

Limitations and Considerations:
While the findings presented are promising, certain limitations exist:
e The benchmark tasks focused primarily on classification (image and tabular data); extending the
framework to regression or sequential models requires further validation.
e Adversarial robustness of explanations was not within the scope but is critical, especially in security-
sensitive edge applications.
e User studies, while insightful, were limited in scale and would benefit from broader demographic
participation for generalizability.

Final Reflection:

In conclusion, this research demonstrates that Explainable Al is not only technically feasible at the edge but
fundamentally essential for the responsible deployment of intelligent systems in real-world environments.
By offering a practical, hardware-aware solution that harmonizes efficiency, transparency, and
interpretability, we enable edge Al systems to operate not only autonomously—>but also accountably. As Al
becomes more deeply embedded in society’s digital fabric, we must prioritize trustworthy Al design that
empowers users, satisfies regulators, and sustains long-term societal trust in machine intelligence.
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