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Abstract— The recent growth of digital transactions over the internet is high. This is the newest topic
which is to be implemented as well as need to study related with the security. The development of
technology we need to improve and build the safe authentication scheme over the internet. The safe
authentication scheme is protecting the user valuable information against security threats. While
performing digital transactions over the internet, the protection is turn into high importance and demand
for authentication is more necessary than before. In the traditional authentication there are so many
problems such as username, password & so on. Also, intruders will crack various ways of hacking user
information, passwords including brute force attack, shoulder surfing, dictionary attacks, etc.

This paper is useful to performing a secure authentication scheme using different fusion techniques for
digital transactions. The propose system approach here combines user details as like user name,
password, OTP and biometrics (traits as like fingerprint, face & iris) fusion verification for a more valid
user authentication. Our proposed point of view has been initiating to improve security benefits for
various forms of invasion & authentication layers turn on password-based attacks.

Keywords— Single, two, Multi-factor authentication, Digital transaction, biometric fusion,
security

INTRODUCTION:

In the digital world, people are regularly
performed different digital transactions over the
internet. These interchanges are frequently virtual
economical instruments. Due to its big position in
the current worldwide trade, digital transaction
system has acquired significant attention in the
last two decades. The users generally need
username, password and OTP (One Time
Password) for authentication to system for the
digital transaction but their credential is easily

susceptible to various online attacks [9 & 10]. The
various organizations are using the SMS service
for authentication, it initiates with the
identification codes when the user performing the
financial transaction that time required phone
number to perform different kinds of
authentication process, while this is one of the
good authentications and it comes under the one-
factor authentication. But recently this phone
authentication is obtained by illegal methods that
IS comes under telecommunication fraud [1-2].
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Therefore, the two-factor verification approach of
system or user is still insecure [3]. Now a days the
biometric identification system is implemented in
the various digital or electronic transaction while
performing payment.  The biometric system
consists different features that were special and
hard to duplicate as well as never lost in digital
transaction [11]. The single factor authentication
system has no longer authentication [13], that’s
why we recommend to implement the multimodal
biometric system in the various authentication
mechanism with digital transactions that will
giving enough guarantee to protect the user
information. Therefore, the existing system which
is currently in working with the digital transaction
need to adopted multi-factor authentication
mechanism to improve as well as increase the
security of digital transaction or electronic
payment system. This research paper is in five
parts. The first part is introduction of digital
transaction and related study of authentication
framework and payment system which is already
discussed. In the second part, we cover the
review of existing research work in this area and
elaborate with the proposed idea and need to find
out the research gap in the following section. The
third part is on the proposed methodology, that
focused on the ideas of system with the fusion of
different biometric traits. The fourth part is the
discussion & analysis the existing system with the
proposed model that deeply examines it. Finally,
the conclusion is determining the whole research
idea of this paper in section five.

LITERATURE REVIEW
To protect the digital transactions through
different authentication methods were developed
to establish the security, till there are no. of ways
of digital transactions authentications are used.
But now a days, the sensitive information is stored
on internet or virtually [12]. The verification
pattern that provides their users details as like
username and password more than a secure
interconnection used by several websites over the
internet. The user’s name is used to find out the
users online account that means it knowing that
what kind of account used by user although the
password is confirming the identity of user.
However, it seems secure in concept several
passwords even now wind up being affected [13]
& [16]. To stop this kind of password attacks the

two-factor authentication considered to solving
and securing digital transactions. And it also
recognizing the individual and giving access to
the system. The authentication of any system
using password that bother no. of different safety
problems. But user desire to select password
which is easily remember at well as easily
recognize and the same password for multiple
accounts and it can store on their system [9].
Therefore, intruders test different method to hack
or steal password [10] such as snooping, social

engineering [14], sniffing etc.
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Table 1: - Related Work

To avoid different kinds of password-based
attacks at the authentication methods, the two-
factor authentication method is granting the
alternative method to secure digital transaction as
well as identifying the system. The use of two-
factor authentication will largely reduce the fraud
but the fraud is not fully relieved [16]. When we
use two-factor authentication method it extremely
needs various tokens such as copying the
information, cost & shed [18] that makes
suspected.  In the multifactor authentication
system is a secure system that users can easily

transfer through various authentication standards.
In this, users are appeal to giving the minimal
information and use the minimum three valid
simple authentication [17] & [25] factors and that
helps to make it difficult to any intruder to invalid
the identity of the genuine user.

PROPOSED METHODOLOGY:

The proposed scheme is divided into three phases
named as Login phase, Verification phase &
Transaction phase. This proposed methodology is
established for system application using three-
factor authentication grouping namely as
traditional login details (username and password),
biometric fingerprint and face. The figure 1.
Describe each step-in detail.

The user must register with their login details
during first phase i.e., login phase before using the
system. The verification is initiate to recognize
the user’s information which is entered by user.
And the payment or financial transactions are
exchanged via transaction phase. The three
phases during the proposed methodology, the
technique is completed with the system and the
complete process flowchart is reviewed.

Login & Registration
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Fig: - A framework of Proposed Methodology
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= Login Phase: -

To access the system, firstly the user needs to
register on the system by providing user details.
Then user login the system by entering details,
after that the server test the user whether it is a
valid person or not. The following figure show
the proposed pseudocode of the login phase with
the user registration.

Login Phase

In this phase, the user is verified by the
verification server of system if the user details are
true then it successfully authenticates by the
system and give privileges to access the system.
In the verification phase user must enter login
detail with approved password, fingerprint and
face or other combination of biometric trait to
verification of the user and after the login in to the
process, the person can able to access the account.
The following figure shows two proposed
verification pseudocode and flowchart.

1) Start the registration or user on the system
2) Initialize the system
3) Enter valid details of user
4) Generating the login details as like user
name & password
5) Login the system with these details
6) If condition is initiated and check
7) If condition match?
Access to the system
8) Else
Error message & Exit
9) END

Fig — The pseudocode of Login Phase

Fig: - Flow chart of login Phase Proposed Method

Enter user details as like user name,
password, fingerprint and face

!

Combine all the user infromation

T all information
match?
Yes

Registration is successiul and created
login details

= Verification Phase: -

Verification Phase

1) Start the verification of the user
2) Enter user password
IF password match? Then
Gotostep 3
ELSE gotostepl
3) Enter user fingerprint and face
4) Compare with the existing information
5) IF Fingerprint + Face match?
Gotostep6
ELSE go to step 2
6) Verification successful and ready for digital
transaction
ELSE Unsuccessful and Go to step 4
7) END

Fig — The pseudocode of verification phase proposed method

Enter User password for Login |

If password
match?
Yes

Enter user Fingerprint = Face |

1

Combine Fingerprint & Face
biometric trait

133
biometric Fusion
match?

Yes

Verification successful and ready for
digital transaction

Fig: - Flow chart of verification Phase Proposed
Method
» Transaction Phase: -
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In this phase the actual money transfer is done.
This phase is authenticating the secure transaction
of user with biometric trait authentication is
performed. After successfully authenticate the
user, the transaction process is concluded and
sending one OTP (One time Password) to the
user’s register mobile number. The following
figure shows the pseudocode and flowchart of
transaction phase.

Transaction Phase

1) Start the transaction phase
2) Enter the amount which you want to perform in
this process
3) Enter the user’s biometric trait as like fingerprint
and face
4) Combine these biometric trait
5) IF Fingerprint + Face biometric trait fusion is
match then Go to step 6
ELSE Go to step 2
6) Send one OTP (One time Password) on user’s
register mobile number
7) IF OTP Correct? Go to step 8
ELSE go to step 6
8) Transaction is performed successfully
ELSE Unsuccessful and Go to step 6
9) END

Fig — The pseudo code of transaction phase proposed method

Emnter thhe amount which youm swwamnt to |

pPerform in this process

Emnter the user’'s biomesric traic as |

like fimsecrprine and face

T
(Fingerprint=Face)
Usion Mmatch =

Send one OTP on user' s register
mobile number

Fig: - Flow chart of transaction phase proposed
method

DISCUSSION:

In the digital world, the financial transactions i.e.,
electronic payment is an important part of digital
transaction that mainly used in E-commerce
business world over the Internet. There is huge
research interest on digital transactions in
literature — electronic payment system, e-wallet
and related studies. Hence so many
authentications method is find out to protect the
digital transaction over the Internet. Therefore,
the comparison is performed with the existence
application of authentication mechanism of
system which are used regularly. In the proposed
system the user’s important information is stored
in system securely. Before, there is single-factor
authentication system is used for authentication
purpose but here we use in proposed system i.e.,
three-factor or multi-factor authentication system
with the biometric fusion, that gives us effective
techniques for issuing good security to the system.

Re Verific
ation Attacks
f
Type
Pass | Passw | Brut | Dic | Phis
wor | ord e tio | hing
d Guisi | forc | nar
ng e y
[5] | Single- | YES | YES | YES | YE | YES
Factor S
[8] | Single- | YES | YES | YES | YE | YES
Factor S
[7] | Single- | YES | YES | YES | YE | YES
Factor S
[6] | Two- |[NO |YES |NO |NO |YES
Factor
Pr | Multi- | NO | NO NO | NO | NO
op | Factor
0S
ed
sys

Table 2: - Analysis of proposed system with the
existing systems.

CONCLUSION:

The proposed system is used the multi-factor or
three-factor  authentication =~ mechanism  to
authorize the wuser and it can securely
authorization of users. In this, it recognizes the
username, password, fingerprint, face and OTP
(one time password). It enhances the
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authentication method in proposed system as
compare to existing system. In our proposed
framework we use multi-factor authentication
section to verify user during phase 2 i.e., Table 3
shows that the proposed system gives better
protection strength in terms of authorization
compared with the existing scheme. This multi-
factor scheme is providing the protection as well
as confidence to perform secure digital transaction
over the internet
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