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Abstract:  

In today’s scenario, there are various ways the attackers can gain access to secure information and use it for 

their own benefit. In this paper, we aim to introduce a system to improve the existing gateway system by 

providing more security. This proposed system involves the use of Time-Based One-Time Password (TOTP) 

with Quick Response code (QR code). A QR code is a 2D matrix barcode where a large amount of information 

can be stored in a compact manner. TOTP is a temporary password that is active for a short duration of time. 

For every 30 seconds, a TOTP is generated. A QR code is generated which contains the TOTP. The QR code is 

scanned and the server checks the TOTP generated on the server-side. If this TOTP matches with the TOTP in 

the QR code then the user is allowed to enter. This method increases the security of the system and prevents 

unauthorized access. 
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1. Introduction 

The primary objective of this paper is to introduce a 

secure authentication method for gateway entry 

system that complements the one currently in use. 

The proposed system will use the technological 

advancements, like QR code, TOTP and Biometrics 

with the aim of increasing the security and reducing 

the cost of the system. A comparison of the 

proposed system can be made with the existing 

systems used for gateway entry in order to 

determine its usefulness. 

The existing gateway entry systems mostly use 

Radio Frequency Identification (RFID) [1] 

technology for gateway entry authentication. While 

RFID is widely used in the industry, it has certain 

limitations. For RFID, special RFID chips and 

RFID readers are needed to be deployed in order to 

transmit and read the code which increases the cost 

of the system. Moreover, RFID tags can also be 

cloned [2] and stolen as there is no way to check 

who is using the RFID, leading to security getting 

compromised. 

In order to overcome these drawbacks of the 

existing RFID system, we are proposing a gateway 

entry system that uses Time-Based One-Time 

Password (TOTP) with Quick Response code (QR 

code). QR code can be generated very easily and 

that too at a very low cost and reduces the user 

effort as well. The TOTP generated is embedded in 

the QR code and lasts only for a short duration of 

time which makes it harder to copy and use. These 

features make it harder to penetrate into the system 

and provide more security while decreasing the 

cost. 

2. Literature Review 

2.1 QR Code 

QR code [3] is basically a barcode consisting a 

matrix of dots. QR code is used for opening URLs, 

performing online transactions, storing data of flight 

tickets and many more applications which reduces 

user effort and makes the process much easier. The 

main idea behind the QR code is to create an image 

so that it can be scanned by a QR code scanner or a 

smartphone having a QR code reader application 

and can be translated into meaningful forms of data.  
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The data stored in a QR code can be alphanumeric, 

numeric, binary or kanji. All QR codes are square in 

shape and they have three squares in the top-left, 

top-right and bottom-left corners which are used for 

the positioning of the image sensor. The dots in the 

QR code contain the version, format, and data as 

well as error correction code. QR code is much more 

beneficial than barcode as it can be scanned in any 

direction rather than a particular direction and can 

contain significantly more data it being two-

dimensional in nature [4]. 

2.2 TOTP 

TOTP [5] is a password which is generated using an 

algorithm that uses the current time and a shared 

secret key as inputs. TOTPs expire after a short 

duration of time and therefore offer increased 

security. 

There are certain parameters that need to be 

followed in order to establish a TOTP 

authentication. The parameters are as follows:  

1. The user and server must know, or be able to 

derive the current Unix time (the number of 

seconds elapsed since midnight UTC of 

January 1, 1970) for TOTP generation. 

2. The user and the server must share a secret 

key. 

3. The algorithm must use HMAC-Based One-

Time Password (HOTP) [10] as a key 

building block. 

4. The user and the server must use the same 

time-step value which is 30 seconds by 

default. 

5. There must be a unique shared secret key for 

each user. 

6. The key must either be randomly generated 

or derived using key derivation algorithms. 

7. The keys must be protected against 

unauthorised access. 

After the above-mentioned parameters are 

established by the user and the server, both the user 

and the server generate a TOTP value. Further, the 

server verifies whether the value generated by the 

user matches with the TOTP value generated 

locally. Depending on the application, the server 

may allow the value generated by the user before or 

after the current time in order to get rid of problems 

caused by any clock skews, network latency or any 

kind of user delays. 

2.3 Shared Secret Key 

Shared secret key [6] is a key that is known only to 

the parties involved in secure communication. It can 

be any piece of data, a password, a big number, an 

array of randomly chosen bytes or a passphrase. 

There are two ways of using the shared secret key:  

1. The secret key can be shared beforehand 

between the involved parties. In this case, it 

is known as a pre-shared key. 

2. The secret key can be created during the 

communication between the parties using 

some kind of key-agreement protocol. This 

communication is secure. 

There are various uses of this shared secret key. It 

can be used for authentication between the two 

parties using various methods like the challenge-

response method. It can also be further given to a 

key derivation function which will, in turn, produce 

one or more keys that can be used for encryption of 

messages. 

3. Related Works 

In this section, we have discussed the related works 

on One-Time Password (OTP) based authentication 

systems. 

Choudhary et al. [3] proposed an online banking 

system involving the use of OTP and QR code for 

payment transaction. In this system, a QR code is 

generated along with a secret key which is shared 

by the client and the server and is used to generate 

an OTP which is embedded in the QR code. This 

QR code is then scanned and the OTP is verified in 

order to complete the transaction. So, for each 

session a new OTP will be generated, thus 

providing more security. 

Uymatiao et al. [6] proposed a multi-factor 

authentication cryptosystem for the web, based on 

the established cryptographic standards and web-

based protocols. The system they have proposed 

also makes use of TOTP algorithms for the offline 

generation of one-time passwords. It establishes a 

login protected Transport Layer Security (TLS) 

tunnel and the seed is exchanged through it. The 

seed exchanged is stored locally. The system 
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authenticates through the correctness of the seed for 

the verification of the one-time password. This 

ensures multi-factor authentication resulting in 

increased security. 

4. Working 

There are six steps involved in the working process: 

registration, verification, login, TOTP generation, 

QR code scanning and entry. 

4.1 Registration 

The app would ask the user to register using their 

authorised email ID and password which will be 

used for login. This is expected to be done over a 

secure connection using a protocol like TLS [7].  

TLS establishes a secure connection with symmetric 

cryptography which is used for encryption of the 

data to be transmitted. Shared secrets which are 

both secure and reliable are used for this process. It 

authenticates the identity of the communicating 

parties with public key cryptography. Message 

authentication code is used for preventing 

undetected loss or alteration of data while 

transmitting it. 

4.2 Verification 

On successful registration, a verification email is 

sent to the authorised email ID. After verification, 

login rights are granted to the user. 

4.3 Login 

In the login step, the user is able to login only if the 

account is verified. On first login, a shared secret 

key is generated. The shared secret key is a random 

alphanumeric string which is stored under the 

authorised email in the server and a copy is sent to 

the app. The user is also asked to setup a biometric 

authentication so as to prevent unauthorised access 

of the app. 

4.4 TOTP Generation 

The shared secret key is now used to generate 

TOTPs. This is done using the HMAC-SHA1 [8] 

algorithm. HMAC-SHA1 is a Hash-based Message 

Authentication Code which uses SHA1 as the 

hashing algorithm. It is used to hash a message 

using a secret key. The secret key would be the 

shared secret key received from the server and the 

message to be hashed would be the counter value 

that is required for OTP algorithms. In case of 

TOTP, the counter value would be based on the 

number of 30-second time increments that have 

taken place since the Unix Epoch. The HMAC-

SHA1 function can be given as: 

SHA1 (outer pad + SHA1 (inner pad + counter)), 

(1) 

Where inner and outer pads are formed from the 

secret key and can be given as: 

Inner pad = (secret key) ⊕ 0x36                    (2) 

Outer pad = (secret key) ⊕ 0x5C                     (3) 

The hash generated from the HMAC-SHA1 

function is used to form TOTPs which are 6-digit 

numbers ranging from 000000 to 999999. These 

TOTPs are embedded in the QR codes which are 

used in the next step. 

4.5 QR Code Scanning 

In this step, the QR code is scanned using a QR 

code reader. The QR code contains the TOTP and 

the user ID. This TOTP is compared with the TOTP 

generated in the server. 

4.6 Entry 

This is the final step of the working process in 

which, if both the TOTPs match, then entry is 

granted to the user, or else entry is denied. 

The following two figures illustrate the working of 

the gateway entry system. 

 Figure 1 represents the login or registration 

phase. 

 Figure 2 represents the TOTP generation 

and QR code scanning phase.  
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Figure 1: Login or Registration Phase 

 

Figure 2: Totp Generation and Qr Code Scanning 

Phase 

5. Implementation 

The implementation of the gateway entry system 

can be explained as follows: 

 Figure 3 depicts the login or registration 

page. Here, the user is required to enter the 

authorised email ID and password in order 

to login. First time users need to register in 

order to proceed. 

 Figure 4 depicts the email verification page. 

After registration, a verification email is sent 

to the authorised email ID. Upon 

verification, the user is allowed to login. 

 Figure 5 depicts the QR code scanning page. 

Once login is done, the shared secret key is 

sent to the user and also stored in the app. 

This key is used to generate the TOTP 

which is embedded in the QR code. The QR 

code is then scanned using a QR code 

scanner. This TOTP is then compared with 

the TOTP generated in the server. 

 Figure 6 depicts whether the user is granted 

entry or not. If both the TOTPs match, then 

the user is allowed to enter, otherwise entry 

is not allowed. 

 

Figure 3: Login or Registration Page 
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Figure 4: Email Verification Page 

 

Figure 5: QR Code Scanning Page 

 

Figure 6: Entry Page 

6. Analysis 

Comparison of this physical gateway entry system 

can be done with two other systems: 

1. Security Personnel based authentication 

system 

2. RFID based authentication system 

The proposed system is better than having Security 

Personnel as: 

 It does not require a person to be always 

present; a turnstile can be used instead. 

 It is cheaper and reliable. 

 Forging identification is not possible as the 

passwords change every thirty seconds. 

There are two types of RFID systems. One is 

Contact-less smart cards which use high frequency 

RF technology (13.56 MHz) and the other is 

Proximity badges which uses low frequency RF 

technology (125 kHz) [9]. 

The proposed system is better than Contact-less 

smart cards and Proximity badges because: 

 No specialized equipment such as RFID tags 

or RFID readers are required. A smartphone 

with a camera can take the place of a RFID 

reader. 

 Unlike RFID tags, if the smartphone is 

stolen/gets lost, it cannot be used to enter 

secure premises as a password is required to 

open the app. 

The proposed system is better than Proximity 

badges also because: 

 In proximity badges, the distance between 

the badge and reader needs to be 3 inches or 

less for reliable badge reads. 

 Proximity badges are susceptible to high 

levels of electromagnetic fields which can 

lead to the destruction of the badges. 

 Reader placement (on metal vs wood) can 

have an adverse effect on the “read” 

distance between the badge and the reader in 

case of proximity badges. 

7. Conclusion 

TOTP based authentication using QR code for 

gateway entry system was built in order to provide 

more security at a cheaper rate. Unlike the RFID 

based system, in which the RFID tags can be stolen 

and used and the devices used increases the cost of 

the system, TOTP authentication using QR code not 

only increases the security at a lower cost, but also 

reduces the user effort.  
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We hope that our approach of using TOTP based 

authentication will help to further improve and 

focus on the domain of security, introducing new 

methodologies to prevent attacks on the systems 

which is very much required today. 
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