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Abstract: Capture the data flowing from client application to the server in a network as pcap files. And then, analyze them to detect if they
contain sgl injection type string patterns. SQL injection is an attack in which malignant code is inserted into strings that are eventually

passed as an instance of sql server.
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1. Introduction

Sql is a programming language that lets us manage data stored
in rdbms. Therefore, sgl can be used to access, modify and
delete data. Rdbms can also run commands on the operating
system from a sql statement.

Keeping the above in mind, it’s easier to understand how
advantageous a successful SQL injection attack can be for an
attacker. [2]

e An attacker can wuse sgl injection to avoid
authentication or even portray as specific users.

e One of sgl primary functions is to select query and
generate result of that query. Sql injection
vulnerability allows complete disclosure of data
present on a database server.

e Since web applications use sql to modify data within a
database, an attacker could use sgl injection to
manipulate data stored in a database. Modifying the
data affects data integrity and could cause numerous
issues, for instance, issues such as invalid transactions,
altering balances and other valuable records.

e As we know Sql is also used to delete records from a
database. An attacker could wuse sgl injection
vulnerability to delete data from a database. [2]
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PCAP (Packet Capture) is a procedure or set of rules for
wireless Internet communication that allows a computer to
receive incoming radio signals from other device and convert

those signals into required and usable information. Libpcap
provides functions for user-level packet capture, which is used
in low-level network monitoring. It mainly provides the packet-
capture and filtering engines of many open source and certain
network tools, including protocol analyzers.
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2. Literature survey

As we know sqgl injection has ability to destroy users key
details so, many organizations have conducted research in
order to avoid this crucial problem. Some of them can be listed
as; [5]

e Web application firewalls play a key role in filtering
out the malicious data. So, to some extent this sgl
injection can be avoided by the firewalls.

e Encrypting all the stored data instead of keeping them
in a plain text format. So that even if attackers dump
your database, they'll extract less content from it.

o Usage of parameterized equations is a simple technique
to avoid sql injections.
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o Almost all SQL databases and programming languages
are pretty much vulnerable to MS SQL Server,
Oracle, DB2, MS Access, MY SQL Informix, etc.

It is an input validation problem that needs to be considered
and programmed by the web application developer.

SQL injection attack not only occurs on SQL databases but
also occur on PHP applications. Because of all such scenarios
Microsoft has give preventive advisories to the users in order to
protect the data. Tools that they created to avoid Sgl injections
are: [5]

e URL scanner: It prevents some harmful requests from
reaching the web application and SQL Server. It
works on 11S 5.1 and later and 1S 7.0 for Windows
Server 2008.

e HP Scrawlr: can detect and identify whether your
website is susceptible to an SQL injection attack.

o Microsoft source code analyzer for SQL injection: Tool
analyzes your static ASP source code written in
VBScript (not ASP.NET) and reveals possible
vulnerabilities to SQL injection attacks. The tool then
generates a report detailing the wvulnerabilities it
detected and possible remedies.[5]

3. Proposed work

Sql injection is amalicious code injection technique, used
to attack data-driven  applications, in  which  dreadful
sgl statements are inserted into an entry field .Sqgl injection
exploits a security vulnerability in an application's software.
Sql injection is mostly known as an attack medium for websites
that can be used to attack any type of Sql database. [2]

Impacts of a SQL Injection:

If a web application is vulnerable to sgl injection, a hacker can
execute any malicious sgl query through the web application.
Thereby, he has privileges to retrieve all the data stored in the
database such as customer’s valuable information, credit card
or debit card details, security humbers and credential to access
administrator portal. By a sql injection it is also possible to
drop tables from the database. Therefore with a sql injection
the user has full access to the database. Depending on your
hardware and software setup and the type of server being used,
by sqgl injection vulnerability some hackers might also be able
to write to a file or execute operating system commands. With
such immense privileges this might result into a total server
hack. [2]

Example of a basic sql injection:

e For this SQL injection example we will
consider a login page where users enter their
credentials to login to a website or portal.

o When a user submits login details like username
and password, the web application uses these
credentials in an sgl query and thereby sent
to the backend database to get executed and
depending on the result of the query, the web
server determines if the login credentials are

valid or not, thus allowing the user to access
the portal or denying access.

e E.g. if the username is "admin" and the
password is "12345678", the web application
sends an sqgl query that is exactly similar to
the one below the database to verify the login
credentials: [1] [3]

SELECT * FROM Users WHERE name =
‘admin’ AND password = '12345678'

e Suppose a hacker enters something like "test'
OR 1 = 1--" instead of the username and
anything else as password. In this case the
SQL query will look like the below: [4]

o SELECT * FROM Users WHERE name = 'test'
OR 1 =1 --" AND password = "XXXXX'

The above sgl statement will always return true
because: [4]

1. Name= 'test' or 1 = 1 will anyways return a true
statement (LOR 1 =1)

2. The rest of the sgl statement after -- sign is

commented out, i.e. that particular part of the query is

not executed.

Since the database returns a true value, the hacker is able to
trick the web applications server and henceforth, manages to
gain access to a logged in session. This type of injection
vulnerability can also be used to further retrieve data from the
database, such as table names and their content. [1] [3]

PCAP is the backbone for most commercial wireless
programs. It essentially converts digital information into radio
signals which are known as packets, by using a specific
algorithm. A wireless device can then receive and convert those
packets back into certain

information by decoding radio signals with the same algorithm
that is used. Pcap also provides security for a wireless network.
It can be used as a protocol analyzer, traffic generator, network
tester, network monitor, network intrusion detection system.
Libcap, is a library or a package which is used to grab packets
right as they come off from the network card.

Compiling a pcap program requires linking with the pcap lib.
In order to install use syntax: sudo apt-get install libpcap-dev.

4. Implementation

o Capturing the packets and retrieving the content of the
packet.

PACKET

——————»{ Ether_header

IP_header TCP_header HTTP_header

e Moving the packet pointer to IP_header.
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e Moving the pointer from IP_header to TCP_header. Y. - -
e Moving a pointer from TCP_header to HTTP_header. 3 —
¢ Retrieving the content of the http header. 2] o —
e Comparing the packet contents with existing payloads ]
list and log them if any payloads existing in a packet. [EI »
Igorith =
Algorithm T
STEP 1: Create a text file listing different payloads. g
STEP 2:  Find the list of devices available using

pcap_findalldevs (). =

STEP 3: Select a device along with the number of packets to
be captured.

STEP 4: Capture the packets that are being transferred on that
device using pcap_open_live ().

STEP 5: Check whether the packet information contains SQLI
payloads.

STEP 6: If SQLI payloads detected then log the source IP and R ——
destination IP. ol ’

8.1
1P is 127.6.6.1

7+0r+X271%27X3DK271 with the useripsunamesharikadpwdsshakoksSubalt and ss(strstr)s(null)

STEP 7: Repeat 4 — 6.
Flowchart
Create a text fil listing different

payloads.

Find the |ist of devices available using
peap_findalldevs ().

Selecta device

Capture the packetsthat are baing

transferrad on that device using

peap_open_live [l

Sali payloads
detected

lpgthe source IP and destination IP

5. Result and analysis

Using a web application on local host.
e When the given input doesn’t have any payloads,
except the information in the database.
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6. Conclusion

This paper mainly consist of the information which helps
to log the source IP and destination IP, if there're any
payloads in the packets that are being transferred over a
network. In addition to this blocking of the payloads can
be done to avoid exploitation of any data.

There are certain preventive mechanisms to avoid a sgl
injection:

o Comprehensive data sanitization.

o Use a web application firewall.

o Limit database privileges by context.

e Awvoid constructing sgl queries with user input.
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