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Abstract: Benefited from cloud computing, users can achieve an effective and economical approach for data sharing among group members in
the cloud with the characters of low maintenance and little management cost. Meanwhile, it must provide security guarantees for the sharing data
files since they are outsourced. Unfortunately, because of the frequent change of the membership, sharing data while providing privacy-
preserving is still a challenging issue, especially for an untrusted cloud due to the collusion attack. Moreover, for existing schemes, the security
of key distribution is based on the secure communication channel, however, to have such channel is a strong assumption and is difficult for
practice. In this paper, a secure data sharing scheme for dynamic members was proposed. Firstly, a secure way for key distribution without any
secure communication channels, and the users can securely obtain their private keys from group manager was proposed. Secondly, this scheme
can achieve fine-grained access control, any user in the group can use the source in the cloud and revoked users cannot access the cloud again
after they are revoked. Thirdly, the scheme from collusion attack, which means that revoked users cannot get the original data file even if they
conspire with the untrusted cloud was protected. In the proposed scheme, by leveraging polynomial function, a secure user revocation scheme
was achieved. Finally, this scheme can achieve fine efficiency, which means previous users need not to update their private keys for the situation
either a new user joins in the group or a user is revoked from the group. The results will show effectiveness of the scheme for potential practical

deployment, especially for big data deduplication in cloud storage.
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1. Introduction

Cloud Storage is a model of data storage in which the digital
data is stored in logical pools, the physical storage spans
multiple servers (and often locations), and the physical
environment is typically owned and managed by a hosting
company. These cloud storage providers are responsible for
keeping the data available and accessible, and the physical
environment protected and running. People and organizations
buy or lease storage capacity from the providers to store user,
organization, or application data.

Cloud storage services may be accessed through a co-located
cloud computer service, a web service application
programming interface (API) or by applications that utilize the
API, such as cloud desktop storage, a cloud storage gateway or
Web-based content management systems.

Big data is a term for data sets that are so large or complex
that traditional data processing applications are inadequate to
deal with them. Challenges include analysis, capture, data
curation, search, sharing, storage, transfer, visualization,
querying, updating and information privacy. The term "big
data" often refers simply to the use of predictive analytics, user
behavior analytics, or certain other advanced data analytics
methods that extract value from data, and seldom to a particular
size of data set. "There is little doubt that the quantities of data
now available are indeed large, but that’s not the most relevant
characteristic of this new data ecosystem."

In cryptography, encryption is the process of encoding
messages or information in such a way that only authorized
parties can read it. Encryption does not itself prevent
interception, but denies the message content to the interceptor.
In an encryption scheme, the intended communication
information or message, referred to as plaintext, is encrypted

using an encryption algorithm, generating cipher text that can
only be read if decrypted. For technical reasons, an encryption
scheme wusually uses a pseudo-random encryption key
generated by an algorithm. It is in principle possible to decrypt
the message without possessing the key, but, for a well-
designed encryption scheme, large computational resources and
skill are required. An authorized recipient can easily decrypt
the message with the key provided by the originator to
recipients, but not to unauthorized interceptors.

The purpose of encryption is to ensure that only somebody
who is authorized to access data (e.g. a text message or a file),
will be able to read it, using the decryption key. Somebody who
is not authorized can be excluded, because he or she does not
have the required key, without which it is impossible to read
the encrypted information.

2. Related Work

M.Bellare, S.Keelveedhi, and T.Ristenpart proposed that the
study of problem of providing secure outsourced storage and it
supports  deduplication and resists brute-force attacks.
DupLESS, which combines a CE-type base MLE scheme with
the ability to obtain message-derived keys with the help of a
key server (KS), shared amongst a group of clients. The clients
interact with the KS by a protocol for oblivious Pseudo
Random Function (OPRFs), ensuring that the KS can
cryptographically mix in secret material to the per message
keys while learning nothing about files stored by clients.

These mechanisms ensure that DupLESS provides strong
security against external attacks which compromise the Storage
Service (SS) and communication channels (nothing is leaked
beyond file lengths, equality, and access patterns), and that the
security of DupLESS gracefully degrades in the face of
comprised systems The substantial increase in security comes
at a modest price in terms of performance, and a small increase
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in storage requirements relative to the base system. It can work
transparently on top of any SS implementing a simple storage
interface, as shown by this prototype for Dropbox and Google
Drive [1].

In cloud environments [2], users store their data or files in
cloud storage but it is not infinitely large. In order to reduce the
requirement of storage and bandwidth, data deduplication has
been applied. Users can share one copy of the duplicate files or
data blocks to eliminate redundant data. Besides, considering
the privacy of sensitive files, the users hope that the cloud
server cannot know any information about those files. They
often use certain encryption algorithms to protect the sensitive
files before storing them in the cloud storage. Unfortunately,
previous schemes have a security problem. These schemes did
not satisfy semantic security. In this paper, a hybrid data
deduplication mechanism which provides a practical solution
with partial semantic security.

History-Aware Rewriting algorithm (HAR) [3] improves
restore performance by 2.6X —-17X at an acceptable cost in
deduplication ratio. HAR out performs the state-of-the-art work
in terms of both deduplication ratio and restore performance.
The hybrid scheme is helpful to further improve restore
performance in data- sets where out-of-order containers are
dominant.

The ability of HAR to reduce sparse containers facilitates the
garbage collection. It is no longer necessary to offline merge
sparse containers, which relies on identifying valid chunks.
A Container-Marker Algorithm (CMA) that identifies valid
containers instead of valid chunks was proposed. Since the
metadata overhead of CMA is bounded by the number of
containers, it is more cost- effective than existing reference
management approaches whose overhead is bounded by the
number of chunks.

Deduplication is an effective technique for reducing storage
costs in distinct storage environments, more specifically in
backup, primary, RAM, and SSD storage systems. Although all
existing deduplication systems can be classified by a common
taxonomy, each storage type has different assumptions that lead
to distinct design decisions. Then, as another contribution, the
existing deduplication systems and classify them according to
the storage type—for instance, backup, primary, RAM, and
SSD was presented. Most of these systems assume immutable
data and trade latency for deduplication and /O throughput by
mainly using inline deduplication approaches [4]. On the other
hand, in primary storage, data is mutable and 1/O latency is
critical, so the number of inline deduplication systems is
reduced and the percentage of offline approaches raised. In
RAM deduplication, most systems scan memory for duplicates
to avoid intrusive mechanisms for intercepting 1/0O calls.
Moreover, even in backup deduplication where the amount of
work is substantially larger, these issues and others, such as
reference management, scalability, reliability, and security, can
be further improved.

Digital signatures and hash functions already play an
important role improvising data security to communication
applications. A low-cost GPS digital signature architecture,
which combines an optimized GPS algorithm design and an
optimized SHA-1design, is proposed for low-cost RFID tags.
RFID tags will be integral in the development of emerging
mobile and ubiquitous computing applications. The proposed
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architecture can be used for device authentication to prevent
tag cloning and to provide data authentication to prevent
transmission forgery [5]. The design offers significant
improvements over previous work on RFID digital signature
architectures in term so area, power, and timing. The proposed
low-cost SHA-1 architecture is based on an 8-bit data path,
which results in a significant reduction in area (1200 gates)
over previous work for the hash function. The net result is a
digital signature architecture that is within close reach of
current RFID tag deployment and will certainly be feasible for
providing security in tags in the very near future.

Gao proposed that system is enhanced in security.
Specifically, an advanced scheme to support stronger security
by encrypting the file with differential privilege keys was
presented. In this way, the users without corresponding
privileges cannot perform the duplicate check. Furthermore,
such unauthorized users cannot decrypt the cipher text even
collude with the S-CSP (Secure-Cloud Service Provider).
Security analysis demonstrates that the system is secure in
terms of the definitions specified in the proposed security
model. The user is only allowed to perform the duplicate check
for files marked with the corresponding privileges. An
advanced scheme to support stronger security by encrypting the
file with differential privilege keys was presented [6]. Reduce
the storage size of the tags for integrity check.

Halevi proposed that, the solution is based on a
cryptographic usage of symmetric encryption used for
enciphering the data file and asymmetric encryption for
metadata files, due to the highest sensibility of this information
towards several intrusions. In addition, thanks to the Merkle
tree properties, it is shown to support data deduplication, as it
employs a pre verification of data existence, in cloud servers,
which is useful for saving bandwidth. Besides, the solution is
also shown to be resistant to unauthorized access to data and to
any data disclosure during sharing process, providing two
levels of access control verification [7].

Kaaniche proposed that SecCloud, a privacy cheating
discouragement and secure-computation auditing protocol for
data security in the cloud. To the best of the knowledge, it is
the first work that jointly considers both of data storage security
and computation auditing security in the cloud. The concepts of
uncheatable cloud computation were defined and privacy-
cheating discouragement and proposed SecCloud to achieve the
security goals. To improve the efficiency, different user’s
requests can be concurrently handled through the batch
verification. By the extensive security analysis and performance
simulation in the developed Sec HDFS (Hadoop File System),
it is showed that the protocol is effective and efficient for
achieving a secure cloud computing. In addition, this focus on
the privacy preserving issues in the above computation.
Furthermore, it is planned to implement them in the real cloud
platform such as EC2 and OpenStack [8].

Lillibridge proposed that, the issue is coped by adding one
additional layer of deterministic and symmetric encryption on
top of convergent encryption. This additional encryption can be
added by a component placed between the user and the cloud
storage provider such as a local server or a gateway. This
component will take care of encrypting/decrypting data from/to
users. In order to allow the cloud provider to detect duplicates,
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encryption and decryption are performed with one unique set of
secret keys [9].

These pairing-based schemes realize important new features,
such as safeguarding the master secret key of the delegator
from a colluding proxy and delegate. One of the most
promising applications for proxy re-encryption is giving proxy
capabilities to the key server of a confidential distributed file
system; this way the key server need not be fully trusted with
all the keys of the system and the secret storage for each user
canal so be reduced. It is implemented that this idea in the
context to the Chefs file system, and showed experimentally
that the additional security benefits of proxy re-encryption can
be purchased for a manageable amount of run-time overhead.
The theoretical problem of finding a proxy re-encryption
scheme that does not allow further delegations; that is, Bob
(plus the proxy) cannot delegate to Carol what Alice has
delegated to him [10]. Another challenging problem is to find
unidirectional re-encryption schemes that allow cipher texts to
be re-encrypted in sequence and multiple times. The practical
problems of finding more efficient implementations of secure
proxy re-encryption schemes, as well as conducting more
experiment atleast in other applications was described.

Data deduplication is one of important data compression
techniques for eliminating duplicate copies of repeating data,
and has been widely used in cloud storage to reduce the amount
of storage space and save bandwidth. To protect the
confidentiality of sensitive data while supporting deduplication,
the convergent encryption technique has been proposed to
encrypt the data before outsourcing. To better protect data
security, this paper makes the first attempt to formally address
the problem of authorized data deduplication. Different from
traditional deduplication systems, the differential privileges of
users are further considered in duplicate check besides the data
itself. The several new deduplication constructions supporting
authorized duplicate check in a hybrid cloud architecture was
proposed. Security analysis demonstrates that this scheme is
secure in terms of the definitions specified in the proposed
security model. As a proof of concept, a prototype of the
authorized duplicate check scheme and conduct test bed
experiments using this prototype was implemented.

3. Proposed Work

In existing scheme based on data ownership challenge and
Proxy Re-Encryption to manage encrypted data storage with
deduplication was explained. It aims to solve the issue of
deduplication in the situation where the data holder is not
available or difficult to get involved. Meanwhile, the
performance of data deduplication in this scheme is not
influenced by the size of data, thus applicable for big data.

It is implemented that the proposed scheme and tested its
performance. It is also describing the implementation and
testing environments. A MySQL database is applied to store
data files and related information. It is not taken into account
the time of data uploading and downloading. Focus is done on
testing the performance of the deduplication procedure and
algorithms designed in this scheme. The scheme provides a
secure approach to protect and deduplicate the data stored in
cloud by concealing plaintext from both CSP (Cloud Service
Provider) and AP (Authorization Party). The security of the
scheme is ensured by PRE theory, symmetric key encryption,
AES and Elliptic curve Cryptography theory.

3.1 Advantages

o Storage-based data deduplication reduces the amount of
storage needed for a given set of files. It is most
effective in applications where many copies of very
similar or even identical data are stored on a single
disk a surprisingly common scenario. In the case of
data backups, which routinely are performed to
protect against data loss, most data in a given backup
remain unchanged from the previous backup.
Common backup systems try to exploit this by
omitting (or hard linking) files that haven't changed or
storing differences between files. Neither approach
captures all redundancies, however. Hard-linking does
not help with large files that have only changed in
small ways, such as an email database; differences
only find redundancies in adjacent versions of a single
file (consider a section that was deleted and later
added in again or a logo image included in many
documents).

e Network data deduplication is used to reduce the
number of bytes that must be transferred between
endpoints, which can reduce the amount of bandwidth
required.

o Virtual servers benefit from deduplication because it
allows nominally separate system files for each virtual
server to be coalesced into a single storage space. At
the same time, if a given server customizes a file,
deduplication will not change the files on the other
servers—something that alternatives like hard links or
shared disks do not offer. Backing up or making
duplicate copies of virtual environments are similarly
improved.

3.2 Module Description

User Module:

Registration:

In this module, each user registers his user details for using
files. Only registered user can able to login in cloud server.
File Upload:

In this module, user upload a block of files in the cloud
with encryption by using his secret key. This ensures the
files to be protected from unauthorized user.

Download:

This module allows the user to download the file using his
secret key to decrypt the downloaded data verify the data
and re-upload the block of file into cloud server with
encryption. This ensures the files to be protected from
unauthorized user.

Re-upload:

This module allow the user to re-upload the downloaded
files of blocked user into cloud server with resign the
files(i.e.) the files is uploaded with new signature like new
secret with encryption to protected the data from
unauthorized user.

Admin Module:

View Files:

In this module, public auditor view the all details of
upload, download, blocked user, reupload.

File Upload:

In this module, admin can also upload a block of
files in the cloud with encryption by using his secret key.
This ensures the files to be protected from unauthorized
user.
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Figure. 3.2.1 Admin Module.
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Figure. 3.2.2 User Module.
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Figure. 3.2.3. TPA Module.

TPA (Third Party Authorization) Module:

In this module, third party user views the details of
uploaded files in the cloud. But he could not able to read
the content of the file and could not download the file.
Download:

This module allows the admin to download the file using
his secret key to decrypt the downloaded data and verify.
This ensures the files to be protected from unauthorized
user.

4. Results and Discussion

In this paper, a secure data sharing scheme, which can
achieve secure key distribution and data sharing for
dynamic group was provided. A secure way for key
distribution without any secure communication channels
was provided. The users can securely obtain their private
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keys from group manager without any Certificate
Authorities due to the verification for the public key of
the user. This scheme can achieve fine-grained access
control, with the help of the group user list, any user in
the group can use the source in the cloud and revoked
users cannot access the cloud again after they are revoked.
A secure data sharing scheme which can be protected
from collusion attack was proposed. The revoked users
can not be able to get the original data files once they are
revoked even if they conspire with the untrusted cloud.
This scheme can achieve secure user revocation with the
help of polynomial function. This scheme is able to
support dynamic groups efficiently, when a new user joins
in the group or a user is revoked from the group, the
private keys of the other users do not need to be
recomputed and updated.

The computation cost is irrelevant to the number of
revoked users in RBAC scheme. The reason is that no
matter how many users are revoked, the operations for
members to decrypt the data files almost remain the same.
The cost is irrelevant to the number of the revoked users.
The reason is that the computation cost of the cloud for
file upload in this scheme consists of two verifications for
signature, which is irrelevant to the number of the revoked
users. The reason for the small computation cost of the
cloud in the phase of file upload in RBAC scheme is that
the verifications between communication entities are not
concerned in this scheme. In this scheme, the users can
securely obtain their private keys from group manager
Certificate Authorities and secure communication
channels. Also, this scheme is able to support dynamic
groups efficiently, when a new user joins in the group or a
user is revoked from the group, the private keys of the
other users do not need to be recomputed and updated.

Figure 4.2 Upload details of user
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Figure 4.3 Download details of user

Figure 4.4 Home Page of Encrypted Big Data Deduplication
using cloud

Figure 4.9 File Upload

5. Conclusion

Managing encrypted data with deduplication is
important and significant in practice for achieving a successful
cloud storage service, especially for big data storage. In this
paper, a practical scheme to manage the encrypted big data in
cloud with deduplication based on ownership challenge was
s proposed. This scheme can flexibly support data update and
oS sharing with deduplication even when the data holders are

i - offline. Encrypted data can be securely accessed because only
authorized data holders can obtain the symmetric keys used for
data decryption. Extensive performance analysis and test
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showed that this scheme is secure and efficient under the
described security model and very suitable for big data
deduplication. The advanced construction is motivated by the
fact that customers always want to encrypt their data before
updating and allows for integrity auditing and secure
deduplication directly on encrypted data.
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