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ABSTRACT:   

The wireless nature of such networks allows users to access network resources from nearly any 

convenient location within their primary networking environment. Registered users can connect to 

the network from anywhere a router or another connected user is available without being identified 

or tracked. The onion routing network Tor is undoubtedly the most widely employed technology for 

anonymous web access which also gives good security for anonymous transmission of data. Wireless 

mesh network (WMN) is a new wireless networking paradigm. Unlike traditional wireless networks, 

WMNs do not rely on any fixed infrastructure. Instead, hosts rely on each other to keep the network 

connected. Wireless internet service provider is choosing WMNs to offer Internet connectivity, as it 

allows a fast, easy and inexpensive network deployment. One main challenge in design of these 

networks is their vulnerability to security attacks. In this paper, we investigate the principal security 

issues for WMNs. We study the security goals to be achieved. We identify the new challenges and 

opportunities posed by this new networking environment and explore approaches to secure its data 

communication. 
 

[1] INTRODUCTION  

Security architecture is aimed at providing 

complete anonymity to honest users. It will provide 

complete transmission of data from source to 

destination. Our system will aim at providing 

pseudonym approach to ensure network access 

anonymity and location privacy. In addition to the 

anonymity scheme, other security issues such as 

authentication, key establishment, and revocation are 

critical in WMNs to ensure the correct application of 

the anonymity scheme system it consists of 

Unconditional Anonymity and traceability done by 

Ticket based model provides the user privacy in the 

strongest sense and the user accountability. 

A WMN, consists of mesh clients and mesh 

routers. Mesh routers have minimal mobility and form 

the mesh backbone for mesh clients. Furthermore, in 

order to further improve the flexibility of mesh 

networking, a mesh router is usually equipped with 

multiple wireless interfaces built on either the same or 

different wireless access technologies. In addition, the 

bridge/gateway functionalities that exist in mesh 

routers enable the integration with other networks. 

Also, WMNs are characterized by infrequent topology 

changes and rare node failures WMNs can be 

classified depending on the architecture in 
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infrastructure /backbone WMNs. client WMNs and 

Hybrid WMNs. In infrastructure WMNs mesh clients 

can join the network only through the mesh routers. 

In client WMNs mesh nodes constitute the 

actual network while in Hybrid WMNs mesh client 

may join the mesh network either by connected to 

the mesh backbone or among each other. Figure 1 

depicts wireless mesh architecture through the 

different configurations. 

 

Figure 1: Wireless Mesh Architecture  

WMNs can be easily used to build up large 

scale wireless networks. For that reason, IEEE has 

established several working groups with aim to 

develop their mesh standards with coverage ranging 

from a Personal Area Network (PAN) to a 

Metropolitan Area Network (MAN), as it can be seen 

from Table 1. 

 
 

Table 1: Types of Mesh Technology 

Several companies are developing their 

proprietary WMN solutions. Foremost performance 

metrics employed to analyze performance of a WLAN 

are throughput, packet delivery fraction and end-to-end 

delay. This analysis is further extended by varying the 

size of the network so as to obtain the effects on the 

two performance metrics in security enabled simulated 

wireless LAN environment with different number of 

nodes. 

 [2] LITERATURE SURVEY 
Wu and Li [1] propose a private routing 

algorithm, the called Onion Ring that is based on the 

Onion routing algorithm [2] that is designed to achieve 

privacy in wired networks. In the Onion Ring approach 

whenever a mesh node wants to be connected to the 

Internet it has to send a request to the Mesh Gateway. 

Then, the Mesh Gateway selects a route, and uses 

shared keys between itself and Mesh nodes (symmetric 

keys) nodes in the route to construct an “Onion", and 

delivers the “Onion” toward the initiator. Security 

analysis shows that the “Onion” structure protects the 

routing information from inside attackers. 

Due to open medium, the routing protocols are 

constantly victims of attacks trying to compromise 

their capabilities. Therefore the routing protocol used 

inside a mesh should be secured against attacks. To 

obtain these goal researchers proposed either 

mechanism to enhance existing routing protocols used 

for ad-hoc networks or new security protocols that are 

suitable for WMNs. 

Ben-Othman and Benitez [3], [4] propose an 

Identity Based Cryptography (IBC) mechanism to 

increase the security level of the HWMP. The authors 

propose two modifications trust management for 

internal nodes and digital signature of routing 

messages with IBC for external nodes. The use of the 

IBC eliminates the need to verify the authenticity of 

public keys and ensures the integrity of the control 

message in HWMP. Simulation results show that the 

IBCHWMP does not induce a long overhead compared 

to the original HWMP protocol.  

Based on the previous related studies, 

Anonymity, traceability along with Blind Signature is 

a suitable solution for providing security in wireless 

mesh networks. Previous work focused on Jin yuan [5] 

Chi-Yin Chow [6] Monitoring personal locations with 

a potentially untrusted server poses privacy threats to 
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the monitored individuals design in network location 

anonymization algorithms, namely, resource and 

quality-aware algorithms that aim to enable the system 

to provide high quality location monitoring services 

for system users, while preserving personal location 

privacy. 

Taojun Wu [8] Preserving Traffic Privacy in 

Wireless Mesh Networks mesh network privacy 

preserving architecture targets two privacy issues: Data 

confidentiality aims to protect the data content from 

eavesdropping by the intermediate mesh routers using 

cryptography-based approach traffic confidentiality 

prevents the traffic analysis attack from the mesh 

routers, which aims at deducing the traffic information. 

David chaum [7] In general, a blind signature scheme 

allows a receiver to obtain a signature on a message 

such that both the message and the resulting signature 

remain unknown to the signer. 

This paper is motivated by resolving the above 

security conflicts, namely trace-ability and anonymity 

in the emerging WMN communication systems. As a 

result provide detailed efficiency analysis in 

communication, terms of storage, and computation in 

this paper to show that our SAT is a practically viable 

solution to the application scenario of interest. The 

mesh clients are often laptops, cell phones and other 

wireless devices while the mesh routers forward traffic 

to and from the gateways. A mesh network is reliable 

and offers redundancy [13]. When one node can no 

longer operate, the rest of the nodes can still 

communicate with each other, directly or through one 

or more intermediate nodes. A Wireless mesh 

networks can be implemented with various wireless 

technology including 802.11, 802.15, 802.16, cellular 

technologies or combinations of more than one type. 

Wireless mesh network can be seen as a special type of 

wireless ad-hoc network. 

Anonymous routing serves as the enhancement 

to the user privacy, and we can provide multihop 

uplink communications among clients in WMN. It is 

important for the user to be aware of his level of 

privacy[9]. It makes a system more reliable and 

trustworthy for the user. Hence the level of the user’s 

anonymous range was fixed by this scheme which 

entirely monitors the network. There exist certain Time 

To Live [TTL] value for particularly binded with the 

ticket’s validity which indicate the time period for the 

service for that session. If the user exceeds the TTL 

value the system excludes the user from the network. 

Communication systems, it is easier for a 

global observer to mount traffic analysis attacks by 

following the packet forwarding path than in wired 

networks[10]. As a result, the original anonymity 

scheme for payment systems among bank, customer, 

and store cannot be directly applied. In addition to the 

anonymity scheme, other security issues such as 

authentication, key establishment, and revocation are 

critical in WMNs to ensure the correct application of 

the anonymity scheme. Moreover, although employ the 

widely used pseudonym approach to ensure network 

[12]. 

It refers to the property that multiple packets 

cannot be linked to have client. For instance, if the 

network ID (i.e., IP address, MAC address) of a 

client’s device is fixed and exposed in packet 

forwarding, the packets sent by a same client can be 

linked, which will enable the attackers to profile the 

client through traffic analysis attacks. 

 

[3] PROPOSED WORK 

This project aims at providing a basic 

approach for implementing data security for wireless 

mesh network. Network with a target of providing 

security to the data by using onion routing algorithm 

for wrapping, unwrapping the data and RSA 
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cryptography for encryption and decryption. It strives 

to provide data security from client to server. 

Methodology 

Method 1: Creation of Network Topology 

 In this module we create two forms. 

 First form is created where users can enter the 

source and destination for the transmission of 

data in the network. 

 The second form will display the number of 

nodes, routers and gateway in the network. 

Method 2: Transmission of data from source to 

destination 

 We have considered static architecture where 

there are 6 nodes in the network and 2 routers, 

1 gateway formation in the network. Limited 

to static structure because of using onion 

routing algorithm for transmission of data. 

 Static structure is predefined. 

 User can send the data from source to 

destination and the data will be encrypted 

while sending and data will be decrypted after 

receiving by using RSA algorithm. 

 Here wrapping and unwrapping of the data 

take place while transmitting the data from 

source to destination by using onion routing 

algorithm.  

 The source and destination will change for 

each time. 

 When there is loss of data from source to 

destination file will not reach the destination ,  

Method 3: Algorithms used for data security 

 RSA algorithm for encryption and decryption 

of the data. 

 Onion routing algorithm for wrapping and 

unwrapping of  the data before sending and 

receiving 

 

[4] SECURE ONION ROUTING 

ALGORITHMS 

Onion Routing Algorithm Steps:  

Step 1: Network Setup: starts the Onion Router servers 

and establishes the longstanding connections between 

Onion Routers 

Step 2: Routes data randomly. 

Step 3: Starting Services 1: Convert the file into ASCII 

and swap the characters. 

Step 4: Starting Services 2: Wrap the data at each node 

it passes and unwrap before receiving the data. 

Step 5: Connection Setup: Client establishes 

anonymous connection with host server 

Step 6: A router knows only its predecessor and 

successor. 

Step 7: Data transfer: Transfer of data from client to 

server 

[5] RSA ALGORITHM STEPS: 

Steps1: Key generation: whoever wants to receive 

secret messages creates a public key ( which is 

published) n a private (kept secret).the keys r 

generated in a way that conceals their constructions n 

make it ‘difficult’ to find private key by only knowing 

public key. 

Step 2: Encryption: a secret message to any person can 

be encrypted by his o her public key (that could be 

officially listed like ph no). 

Step 3: Decryption only the person being addressed 

can easily decrypt the secret message using private 

key. 

 

In this paper, we embed an efficient 

asymmetric encryption strategy to protect and ensure 

anonymity for source routes when employing a source 

routing protocol. The base protocol used for source 

routing is DSR and to prevent DOS attack which 

occurs by converting the data into ASCII word and 

then modifying data by wrapping  and unwrapping so 
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that allow transmission of data. Then respective 

symmetric key is used to encrypt & decrypt the 

transmission. Each connection of onion router is 

implemented using linked list. Each data fetched is 

attached to the tail of list. 

We identify the onion wrapping (Wron) and 

unwrapping (Unwron) algorithms as central building 

blocks in onion routing. We identify four core 

properties of onion algorithms. The first property is 

correctness, i.e., if all parties behave honestly, the 

result is correct. The second property is the security of 

state fullness, coined synchronicity. It roughly states 

that whenever a wrapping and unwrapping algorithm 

are applied to a message with asynchronous states, the 

output is completely random. The third property is 

end-to-end integrity. The fourth property states that for 

all modifications to an onion the resulting changes in 

the cipher text are predictable. 

6.  RESULTS 

Here is the comparison of different algorithm 

with the parameters and Secure Onion Routing 

Algorithm will give best result in identifying shortest 

path in wireless mesh networks. 

 

 

Figure 6.1: Initial setup of the network 

Initial setup of the network with 9 nodes. User can 

enter the source and destination where they can send 

the data. User should enter host name to send file. 

 

 

 

Figure 6.2: Encrypted data at client 

Here data is  browsed and encrypted and can view size 

of the file encrypted in bites at client.  

 

 

 

 

Figure 6.3: Data wrapped at client 

Here file is encrypted  and wrapped at client side and 

data is sent to server. 

 

Figure 6.4:Data unwrapped at server 

 Here file is unwrapped at client side and view the 

client IP address. 
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Figure 6.5: Decrypted data at server 

 Here file is unwrapped at server side and view the 

client IP address, and after decryption can view the 

decrypted file size. 

 7. CONCLUSION 

This project resolves the security requirements 

of unconditional anonymity for honest users and 

traceability of misbehaving users.  Onion 

wrapping (Wron) and unwrapping (Unwron) methods 

are central building blocks in onion routing algorithm. 

In this project have three core properties of onion 

routing algorithms are focused. The first property is 

correctness, i.e., if all parties behave honestly, the 

result is correct. The second property is the security of 

statefulness, coined synchronicity. It roughly states 

that whenever a wrapping and unwrapping algorithm 

are applied to a message with asynchronous states, the 

output is completely random. The third property is 

end-to-end integrity. 

By analyzing the characteristics of WMNs and 

have deduced two fundamental network operations that 

need to be secured for data transmission: (i) use of a 

secure routing protocol, and (ii) enforcement of a 

proper fairness in data transfer. In this project we have 

proposed solutions to secure the data transfer by using 

onion routing algorithm and RSA cryptographic 

algorithm for data security. 

8. FUTURE WORK 

 This project can be enhanced for dynamic 

architecture. 

 Size of data can also be increased which 

improves performance. 

  Increase in wrapping layers improves 

security. 

 Each layer there should be wrapping and 

unwrapping. 
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