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Abstract: Data security is an important issue in military devices. This paper presents a secured and efficient way of sending data and
image in encrypted form using Identity Based Cryptography and Visual Cryptography. This has direct application in MANETS specifically
for military surveillance [16]. This paper also presents an advantage of using public - private key pairs in Visual Cryptography wherein
generally only the private key generators are used. In this paper, the simplicity of RSA algorithm is adopted to set up the public - private key
pairs of all the mobile nodes and hence for encryption and decryption [22]. Regeneration of public-private keys is adopted to make the

system more secure from various attacks [6].
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1. Introduction

The Mobile Ad hoc Network (MANET) find useful application
in military purposes as mobility is very important requirement
in border surveillance. Also the robustness of MANETS to
function even in unknown terrain justifies its application as
military devices. Visual Cryptographic technique, due to its
simplicity and efficiency makes it the appropriate choice for
sending / receiving images and finds use in transmitting
encrypted images to and fro base station from border military
forces [4] [5]. Instead of using only private key generators,
both public - private key pairs are adopted to make the system
more secure.

Identity based cryptographic technique represents a system
having a solitary base station with numerous mobile nodes
which is identical to that of Mobile Ad hoc Network (MANET)
and hence finds application in this paper [1] [2]. The steps of
Identity based cryptography are adopted to set up the system
and hence for encryption and decryption of data [2].

Fast encryption and decryption provided by RSA public -
private keys rather than the complex and slow bilinear pairing
is made use of in this paper since quick transmission of data is

sometimes of utmost priority in military [22].

Regeneration of public - private keys of the complete system
takes place ensuring more effective data security. Regeneration
of keys occurs after each threshold amount of time has elapsed
or some terminal node is captured. The scheme proposed in
this paper also ensures that when somebody is captured, the
system behaves in an undisturbed manner [6].

2. Problem Statement

In border patrol military forces, the armed personnel patrolling
at the border needs to send some urgent data / images to their
control room (base station). To deal with this, we proposed a
secure scheme using identity based cryptography and visual
cryptography. As the scenario is extremely prone to foreign
attacks, the scheme adopted must be highly secure, efficient as
well as robust to overcome the challenges of inaccessibility of
unknown terrains. Moreover, an additional requirement is that
system should function normally even if any military personnel
have been captured.

3. Proposed Scheme

The figure depicted below represented MANET with Nodes
(1...n) along with a base station having the identity information
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of different mobile nodes and there corresponding public
private keys.

When main station wants to send data/image

When node wants to send
data/image

N 656567...34437

Figure 1.a : Proposed Architecture

Symbol  Meaning

a Request Key

b Key Given

c Encrypted message
d Encrypted message
e Request Key

f Key Given

£ Key Refreshing

Figure 1.b : Notation in Proposed Architecture

3.1 Definitions

Node (1...n): MANET mobile Nodes which are devices
carried by military personnel to send / receive information.
They don't have their public - private keys, only contain their
identity information. During transmission, they authenticate
themselves with the base station and have the key for
encryption.

Main Station: It is the main control room monitoring the
overall functioning of the entire network. It holds the identity /
public / private keys all nodes. It also acts as Public / Private
Key Generator of the network.

3.2 Purpose

Role of devices is to transmit the data / image to the main
station. Role of Main Station is to regenerate the keys at
appropriate  time stamps. Main station also acts as
Authenticator of the whole system. The main station can also
transmit of data/image to mobile nodes.

4. Proposed Algorithms

4.1 Visual Cryptography Sharing Case with Two Shares
This is a special case of (2,N) visual cryptography case where
N=2 and thus implies that the original image is split into two
shares and both the shares are required to decrypt the
information contained in the original image. Stacking the two
shares into some transparency reveals information about the
original image while no information can be obtained from the
individual shares.

Figure 2.a : Original Image

Figure 2.b : First Share

Figure 2.c : Second Share

This is typically a two stage process:
1. Encryption of secret image by creating a registered share.
2. Decryption from the registered share.

Encryption Phases:

Input: A dummy image H, a binary secret image S with S; X' S,
pixels, and a public key K.

Output: A registered share O of size S; X S, pixels each of
which is composed of 4 sub-pixels.

Steps are as follows:

1. Compute the mean p of the pixel values of the dummy image
H.

2. Form a random numbers list R = (ry,r,...) where r; €
{1,2,...H; X H,} where H;X H, is the size of the dummy image
H using the key generator K (not necessarily private).

3. Using these random numbers extract the corresponding
pixels from the dummy image to form a sample of size n (n>30
here n is chosen more than 30 to take into account a sample of
sufficient size) with sample mean X. For each pixel s;; of the
secret image S, the pixel values of each pixel of the registered
share O is computed by applying the following encryption

rules:
"

If sij= 1 (white) and X >p then o0 = "

i
u

4. Repeat the above step until all pixels of secret image is
picked.

If sij= 0 (black) and X <p then 0ij

If sij= 1 (white) and X <p then o;;
If si;= 0 (black) and X >y then oj
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Decryption phases:

Input: A dummy image H’, a binary registered share O with S;
X S, pixels and a private key K.
Output: A decrypted secret image of size S; X S, pixels.

Steps are as follows:

1. Compute the mean p’ of the pixel values of the dummy
image H’.

2. Form a random numbers list R = (ry,rp...) where 1; €
{1,2,...H; X H,} where H;X H, is the size of the dummy image
H using the key generator K (not necessarily private) as the
seed.

3. Using these random numbers extract the corresponding
pixels from the dummy image to form a sample of size n
(n>30) with sample mean X’. For each pixel o;; of the
registered share O, each pixel s’;; of the secret image S is
decrypted by applying the following decryption rules:

If 0;; = and X< p’ then s’;;= 0 (black)
If 0;; = and X’ > p’ then s°;;= 1 (white)
If0;; = M Tand X’ < p’ then s’;;= 1 (white)
If 0;j = M Tand X’ > p’ then s’;;= 0 (black)

4. Repeat the above step until all pixels of registered share is
picked.

Finally a decrypted image S is obtained after stacking S’ over
the registered share O using visual cryptography.

4.2 ldentity Based Cryptography

Setup: This algorithm is run by base station initially to set up
the system. The secret key is kept secret and public keys are
derived. Also, the system parameters are made public.
Parameters: Message space, Cipher-Text space, p-g values (P)
- {0,1}*.

Extract: This algorithm is run by the base station when a user
requests his private key.

Encrypt: Takes M (Message), the system parameters (P),
Public key (PK) and outputs the encrypted message (C) {a-z,0-
9}~

Decrypt: Accepts encrypted message (C), system parameters
(P), Private key (Sk) and returns M (Message).

4.3 Key Refreshing

1. PKG generates the prime parameters corresponding to the
time frame (time, : param). Master key (M) is generated and by
its help, the public, private keys of users are generated. (Pyr,
Skr)-

2. In the new time frame {(T;) [i € (0.....0)]}, above step is
repeated for each i.

3. The step 2 is repeated for each time frame or if some node is
compromised.

4.4 Encryption / Decryption

Each node in this scenario has its public and private key (P,
Skr) in the PKG. To make the working of system simpler and
faster we use the RSA pairing for encryption / decryption.
(System parameters : SyHi,MHa , Encryption key : (Ey,Sy),
Decryption key : (D,,S;) where {(E;,D;) €N })

C=E(M) = M¥ (mod S)

M = D(C) = C™ (mod S))

4.4 Generation of Public / Private Keys

1. Generation of System parameters ( Si,Mit, Mot €2 {Mas Mot are
sufficiently large prime No. and S; is their multiplication, Q; :
(M1r1)*(Mrl) 3).

2. Generate a random prime No. (large) [i]. Generate another
random large prime No. [j] satisfying the condition {(i*j)mod
Q=1}. Allocate these keys i : public key for MANET node;
and j: private key for node;.

3. Repeat step 2 for every node;, i € (0.....n) i.e. for all MANET
nodes.

5. Results and Conclusion

The proposed scheme is implemented in MATLAB and C++
using open-ssl library of cryptography. To make use of
parallelism in the implementation, pthread library of C++ is
used. The initial function is to set up the base station / control
room which contains the identity information of all the mobile
nodes along with their public and private keys. In this initial
function the open-ssl library is used to generate the keys of all
the mobile terminals. The implementation generates large keys
supporting up to 65536 bits.

MIIEOowIBAAKCAQEAX51aN5nIXqI4nR/o+3XLb+ddkxPwrivfpxkFgh0275rXnSs5Y

bGBIdWs2BGOBBBk fDweD9aDe8RXVv2uesxALEpcTfXog6kEsZfign/hjNIYTRNLXu
6F/FGXPXM/LrToa®xNTpIdTtFWf6eHOBESZPKkUMwc3Vo8FHs7JIXHWSdEJFGygFT
N5R8DPZxPg2N1ikV40t7d019Q71ts21lwFWIUGS5TuMx fpD98GnHhanx0Ss@gD2vmuU
APBKayRgDEYyY7LXJAkTU24] ftBHLczXHXmhzKkRO9mDIPfmRTQpVtVNPp1WUQMXQ/N
noXOuqt3Sp6gZwZ7hwts f2WkMewC2UmQpTWTZwIBAWKCAQEAhRDmMz7va6¢cF7E2gb
Uk6HN++Tt2KgdBO/xLtZAWI59RH1E3Q68ura+PIKAuBArWwYUtK+tTms/S2Pj1PJp
ZLVctw9qPwV8YDIQ/scaqwXeFlgLeY6 fRZUUEPfkzVDyYNFNN2I3wwTieDkVRpair
Yo7 ftizK960bSUFInbbkvkmTYF+rpo76mo0erse2xFC7LOHEZ8ft4MKFESIi9h/6
VSGhcSd4MY3j LE+FM6tg50gwVGIURCOZF65t2FGENCOH27I49PSWaaQjXowa0CmU
U1l/9snLNHYOzTFPYXrQnm3uOlWcronjlyfOUBEXE4mChAD6Yy99B/vSkd1lZi/gFWj
fa71qwKBgQDzQ+48r401Zewt7E+jzuj2/Fh7N/qQWmFQVONESGz19aiSk07w8eIvq
UuAFz8mvbN62WJIvODbo2NIDUDKS8NjGweD3vISTI9BCgsbaAcHNBY1RIG3gEfD539bm
a®F02950CDofPaL furMo4h+oH/kKoPv/7/z0nzQP9HSA21QQptgRIWKBgQDSDDye
nx0YoN6xXKOTRQF14S0cba8VfDaojowWg7enYkh7UVrQbXONvUFvXVUbtu/QmoTclq
7t0YhnUW]j92ECCLVS+Pg7Tvn+3j kHTWB28s14QVITL1YfsALrAvK7+KrcPWry7d9
nNPnBhln1xSkRaxvIbXeRHPN3RJivnUKwddTwQKBgQCilLU19y1f0Q/LISDUX30X5
/ZBSJIVG5uuK5FeDTZ3uo8W3C0On19pbKcequioZ08z8k0xKIXnwkIwCNXcoJCEgUC
1KFhiorXHISRVOFErl42GE1LGtqCmlTnu8iul5+misCa/ fmyU4cy@lr/FaqYHFf1lV
SqiJv3gKovhV5uK1xJALbwKBgQCMCChpv2i7FenLci3glZ0lhe9nnS4/XnFtFkVv8
/E7DBSNjyK86Jefiufk44SefUlvFiSxHSei7BE4PCpOtWsH1IpfrSNKap6XtaMsw
kodulgOFiZ0OQVIAZHVOX9UHHOKPH3ST+aIlFNruaj2MYLnLOwSPpgvfv6Lbs fvix
10+NKwKBgFbI91NVSgpAX5SROgfacelVmcP8gcMmIdFQvbQRzgGKF+Da7yohlrf/
C2QLG2mMEI9219M+VviVArEJ8uUJt4W60SwzXAH2NebJI3CtWKq2DP1loQ8e4Pc/1LA
GiaR696hyR49wHAs+kU3aCpmyJKx0IvRkekOxariptpa6WlrXbou

Figure 3.a : Private key

MIIBCAKCAQEAX51aN5nIXqI4nR/o0+3XLb+ddkxPwrivfpxkFgh0275rXnS5YbGBI
dWs2BGOBBBk fDweD9aDe8RXVv2uesxALEpcfXogbkEsZfign/hjNIYFRNLXu6F/F
GXPXM/1rToa@xNTpIdTtFWf6eHOBE9ZPkUMwc3Vo8FHs73IXHWSAEIFGYygFTNSR8

DPZxPg2N1ikV40t7d019Q71ts21wFWIUG5TuMx fpD98GnHhanx0Ss@qD2vmUAPBK
ayRgDEYy7LXJAKTU24]ftBH1czXHXmhzkRImDIPfmRTQpVtVNPp1WUQMxQ/NnoX0
uqt3Sp6gZwzZ7hwts f2WkMewC2UmQpTWT ZwIBAw==

Figure 3.b : Public key

These above keys are hash mapped with the identity of all the
nodes. For hashing, standard MD5 technique [23] is used for
security. The implementation supports data transfer from
mobile nodes to base station and fro in parallel and for this the
pthread library plays the key role. MATLAB is used in
conjunction with C++ to show the image transmission to and
fro from mobile nodes to base station. For data transfer, the
algorithms described in Section 4 are implemented.

The keys generated by the base station takes ample amount of
time which is shown in the below graph according to the key
length.
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Figure 4.a : Setup Time

In figure 4.a, the x-axis shows the size of keys in bits and the y-
axis is the amount of time taken to generate those keys by the
base station.
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Figure 4.b : Attacking time using Brute force

In figure 4.b, the x-axis shows the size of keys in bits and the y-
axis is the amount of time taken to decipher the text encrypted
with the help of those keys using brute force technique.

6. Future Work

Further efforts are being made to reduce the setup time of the
base station and improving the time complexity of the above
mentioned Algorithm. Further improvement is under process to
come up with the scheme which can efficiently tell us about
some terminal node being captured.
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