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Abstract-This paper describes dynamic routing with securityusing a cryptographic algorithm which can be used in multiple organization
system. The problem of security is the major issues for data communication over worldwide networks. The main objective of this paper is to
propose a dynamic routing with security considered using strongest algorithm, such as Blow fish algorithm. Blow fish algorithm provides the
strong security from the client to the server system. The dynamic routing avoids two consecutive packets on the same link and updates the
routing information from neighbors of the router in the network. The main aim of this paper is a provide strong security from many
organizations to a head of the organization, such as Banks, Colleges, Companies, Universities as they need a strong security for data
communication. So this paper main issue is to provide strongest security and less time for data transmission from the clients to a server.
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1. INTRODUCTION

Various security-enhanced measures have been described to
improve the security of data transmission over wired and wireless
networks. As the existing work on security-enhanced data
transmission includes the designs of cryptography algorithms and
system infrastructures and security-enhanced routing methods.
Their objectives is to defeat various threats over the Internet,
including eavesdropping, spoofing, virus ,worms, session hijacking,
etc . As Among many well-known designs for cryptography based
systems, the P Security (PSec) and the Secure Socket Layer (SSL)
are popularly supported and been implemented in many systems
and platforms. Although PSec and SSL do greatly improve the
security level for data transmission and they unavoidably
introduce substantial overheads [8], especially on gateway
performance. Data Encryption Standard (DES) /Advanced
Encryption  Standard  (AES) [11] are adopted for
encryption/decryption of data transmission in the net work
system IPSec [14] .Another alternative for security-enhanced data
transmission is to dynamically route packets between each source
and its destination so that the chance for system break-in, due to
successful interception of consecutive packets for a session, is
reduce. The main intention of security-enhanced routing is
different from the adopting of multiple paths between a source
and a destination to increase the throughput of data transmission.
The set of multiple paths between each source and destination is
determined in an online fashion, and extra control message
exchanging is needed, propose a secure stochastic routing
mechanism to improve routing security. The explored the trading
of the security level and the traffic dispersion. They propose data
traffic dispersion scheme to reduce the probability of
eavesdropped information along the used paths provided that the
set of data delivery paths is discovered in advance. Although
excellent research results have been proposed for security-
enhanced dynamic routing, many of them rely on the discovery of

multiple paths either in an online or offline fashion. Therefore, we
will propose a dynamic routing algorithm to provide security
enhanced data delivery without introducing any extra control
messages [9].

2. EXISTING SYSTEM
Existing work on security-enhanced data transmission includes the
designs of cryptography algorithms and system infrastructures
and security-enhanced routing methods. Their common objectives
are often to defeat various threats, virus, and worms over the
Internet, including eavesdropping, spoofing, session hijacking etc.
Among many well-known designs for cryptography based systems,
the IP Security (IPSec) and the Secure Socket Layer (SSL) are
popularly supported and implemented in many systems and
platforms [2]. Although IPSec and SSL do greatly improve the
security level for data transmission, they unavoidably introduce
substantial overheads; especially on gateway/host performance
and effective network bandwidth. There are some drawbacks in
existing system such as
1. Overhead is a maximized, because if any faults in the
routing path, we need to setups a new path and, it has
less security from client to server.
2. It has not been provided a strongest security and slowly
processed of the data transmission from client to server.
3. It was taking a very less time for the data encryption and
decryption in the cryptographic system.
4. Administrator intervention is required to maintain
changing route information.
5. Requires complete knowledge of the entire network for
proper implementation.
3. PROPOSED SYSTEM
Dynamic routing algorithm that could be randomizes delivery
paths for data transmission over wired and wireless networks. The
objective of this work is to explore a strong security enhanced
dynamic routing based on cryptographic algorithm in existing
wired and wireless networks. We aim at the randomization of
delivery paths for data transmission to provide considerably small
path similarity (i.e., the number of common links between two
delivery paths) of two consecutive transmitted packets. The
dynamic routing provides to avoid two consecutive packets on the
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same link and updates the routing information from neighbors of
the router in the network .Advantages Of Proposed System are:

e  Qur security enhanced in the multiple-autonomous
system using a dynamic routing with strong
cryptographic algorithm for data transmission.

e  Overhead is a minimized, if any faults in the routing
path, we need not setups a new path and routing table
information, it provides automatically setup of path
itself and a strong security from client to server.

e It provides a strong security and fast data encryption
and decryption from the client to the destination in the
multiple autonomous systems.

e Itis a taking a very less time for Bulk encryption of the
data processed in the cryptographic system.

4. BASIC DEFINITION AND CONCEPTS

4.1 Distributed computing

Distributed computing utilizes a network of many computers,
each accomplishing a portion of an overall task, to achieve a
computational result much single computer. In addition to higher
level of computing power, distributing computing also allow many
users to interact and connect openly. Different form of
distributing computing allows for different levels of
Openness, with most people accepting that a higher degree of
openness in a distributed computing system is beneficial. Many
different computers make everything one does while browsing
the Internet possible, with each computer assigned a special role
within the system. A home computer is used, for example, to run
the browser and to break down the information being sent,
making it accessible to the end user [17]. A server at your Internet
service provider acts as a gateway between your home computer
and the greater Internet. These servers speak with computers that
comprise the domain name system, to help decide which
computers to talk too based on the URL the end user enters. Early
distributed systems worked over short distances, perhaps only
within a single room, and all they could really do was to share a
very few values at set points of the computation. The larger
number of computers has only partially helped; while it has meant
that it is possible to use more total computation and to split the
problems into smaller pieces (allowing a larger overall problem), it
has also increased the amount of time and effort that needs to be
spent on communication between the computers, since the
number of ways to communicate can increase (see Figure 1).

Fig.1 The growth in the number of links as the number of
computer goes up.

There are, of course, ways to improve communication efficiency,
for instance by having a few computers specialize in handling the
communications (like a post office) and letting all others focus on
the work, but this does not always succeed when the overall task
requires much communication.

4.2Autonomous system

An autonomous system (AS)—otherwise known as a routing
domain—is a collection of routers under a common
administration. Typical examples are a company‘s internal
network and an ISP‘s network. Because the Internet is based on
the autonomous system concept, two types of routing protocols
are required: interior and exterior routing protocols.
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Fig. 2 Autonomous system

These protocols are Interior gateway protocols (IGP): Used for
intra-autonomous system routing, that is, routing inside an
autonomous system IGPs are used for routing within a routing
domain, those networks within the control of a single organization
[18]. It is a using for single network system such as, colleges,
institutes, Banks, small companies these are include in the
autonomous system.
4.3 Multi-Autonomous system
BGP is used for inter-autonomous system routing, that is, routing
between autonomous systems a collection of a more than one
Autonomous system under a different administration The main
focus is on Border Gateway Protocol (BGP)[18], the protocol used
to share information between Autonomous systems, and the
security vulnerabilities in it.Characteristics of BGP in the Multi-
Autonomous systemBGP is different from other routing protocols
in several ways. Most important being that BGP is neither a pure
distance vector protocol nor a pure link state protocol. Let’s have
a look at some of the characteristics that stands BGP apart from
other protocols.

e Inter-Autonomous System Configuration: BGP’s

primary role is to provide communication between two
autonomous systems.
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Fig.3 Multi-Autonomous system

e  Next-Hop paradigm: Like RIP, BGP supplies next hop
information for each destination.

e  Coordination among multiple BGP speakers within the
autonomous system: If an Autonomous system has
multiple routers each communicating with a peer in
other, Autonomous system, BGP can be used to
coordinate among these routers, in order to ensure that
they all propagate consistent information.

e  Path information: BGP advertisements also include path
information, along with the reachable destination and
next destination pair, which allows a receiver to learn a
series of autonomous system along the path to the
destination.

e  Policy support: Unlike most of the distance-vector
based routing, BGP can implement policies that can be
configured by the administrator [19]. For Example, a
router running BGP can be configured to distinguish
between the routes that are known from within the
Autonomous system and that which are known from
outside the autonomous system.

e  Runs over TCP: BGP uses TCP for all communication. So
the reliability issues are taken care by TCP.

e Conserve network bandwidth: BGP doesn‘t pass full

information in each update message. Instead full
information is just passed on once and thereafter
successive messages only carries the incremental
changes called deltas.
By doing so a lot of network Bandwidth is saved. BGP
also conserves bandwidth by allowing sender to
aggregate route information and send single entry to
represent multiple, related destinations.

e  Support for CIDR: BGP supports classless addressing
(CIDR). That it supports a way to send the network mask
along with the addresses.

e Security: BGP allows a receiver to authenticate
messages, so that the identity of the sender can be
verified.

4.4 Client-Server System

Client-server computing or networking is a distributed application
architecture that partitions tasks or workloads between service
providers (servers) and operate over service requesters, called
clients. Often clients and servers a computer network on separate
hardware. A server machine is a high-performance host that is
running one or more server programs which share its resources
with clients [20]. A client also shares any of its resources; Clients
therefore initiate communication sessions with servers which
await (listen to) incoming requests.This is client/server computing
described. To truly understand how much of the Internet
operates, including the Web, it is important to understand the
concept of client/server computing. The client/server model is a
form of distributed computing where one program (the client)
communicates with another program (the server) for the purpose
of exchanging information. A typical client/server interaction goes
like this:

The user runs client software to create a query.
The client connects to the server.

The client sends the query to the server.

The server analyzes the query.

The server computes the results of the query.
The server sends the results to the client.

The client presents the results to the user.
Repeat as necessary.

search

Fig.4 A typical client/server interaction

Abhinav Srivastava, IJECS Volume 2 Issue 4 April, 2013 Page No. 1318-1323

Page 1320



4.5 Dynamic routing

Dynamic routing uses a dynamic routing protocol to automatically
select the best route to put into the routing table. Instead of
manually entering static routes in the routing table, dynamic
routing automatically receives routing updates, and dynamically
decides which routes are best to go into the routing table. It‘s this
intelligent and hands-off approach that makes dynamic routing so
useful.

Fig5. Routers Dynamically Pass Updates.

Dynamic routing protocols vary in many ways and this is reflected
in the various administrative distances assigned to routes learned
from dynamic routing [18].These variations take into account
differences in reliability, speed of convergence, and other similar
factors. For more information on these administrative distances,
see —Multipath routing and determining the best route on.
Characteristics of dynamic routing are

1. Router Memory Required: for larger tables

2. Overhead: Varying amounts of bandwidth used for
routing protocol updates .

3. Scalability: Very scalable, better for larger networks .

4. Robustness: Robust traffic routed around failures
automatically .

5. Convergence: Varies from good to excellent

Fig 6.Diagram of symmetric (single key) cryptography

e  Plain text: This is the original message or data that is fed
into the algorithm as input.

e  Encryption algorithm: This algorithm performs various
substitutions and transformations on the plain text.

e  Secret key: the secret key is also input the algorithm.
The exact substitutions and transformations performed
by the algorithm depend on the key.

e  Cipher text: this is the scrambled message produced as
output. t depends on the plain text and the secret key.
For a given message, two different keys will produce
two different cipher texts.

e  Decryption algorithm: this is essentially the encryption
algorithm run in reverse. It takes cipher text and the
same secret key and produces original plain text.

5.1 Blow fish algorithm

Blowfish is a symmetric encryption algorithm, meaning that it uses
the same secret key to both encrypt and decrypt messages. In the
following two sections we would explain in details the two parts
of the blowfish algorithm which they are: data encryption & key
expansion

e  Data encryption: The input is a 64-bit data element, x.
Divide x into two 32-bit halves: xL, and xR.
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5. CRYPTOGRAPHY SYSTEM —(
Cryptography is the science of encrypting and decrypting written Prs'
communication. It comes from the Greek word —kryptos, P
meaning hidden, and —graphia, meaning writing. Cryptanalysis is
the process of trying to decrypt encrypted data without the key Pis'
[1]. A system that provides encryption and decryption is referred P1s’
to as a cryptosystem. Fig'
Secret Key i pi
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3z K 32
v
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Fig 7.Blow fish algorithm

. Key expansion: Key expansion converts a variable-
length key of at most 56 bytes (448 bits) into several sub
key arrays totalling 4168 bytes. Blowfish has 16 rounds.
Each round consists of a key-dependent permutation,
and a key- and data-dependent substitution.

A shown in the figure 6, the description of the blow fish algorithm
a 64 -bit plaintext message is first divided into 32 bits. The —left||
32 bits are XORed with the first element of a P-array to create a
value I‘ll call P‘, run through a transformation function called F,
then XOR ed with the —right|| 32 bits of the message to produce a
new value Ill call F. F* then replaces the —left|| half of the
message and P’ replaces the —right|| half, and the process is
repeated 15 more times with successive members of the P-array.
The resulting P and F* are then XORed with the last two entries in
the P-array (entries 17 and 18), and recombined to produce the
64-bit cipher text.

B bits 32 bits

32 hits

32 bits

32 bits
—

32 hits

— XOR
—

SUM

&
o

Fig 8.Graphic representation of F

It is a Feistel network, iterating a simple encryption function 16
times. The block size is 64 bits, and the key can be any length up
to 448 bits. Feistel ciphers are a special class of iterated block
ciphers where the cipher calculated from the plaintext by
repeated application of the same transformation function [21]. A

shown in the above figure7.The function divides a 32-bit input
into four bytes and uses those as indices into an S-array. The
lookup results are then added and XORed together to produce the
output. Because Blowfish is a symmetric algorithm, the same
procedure is used for decryption as well as encryption. The only
difference is that the input to the encryption is plaintext; for
decryption, the input is cipher text. The P-array and S-array values
used by Blowfish are pre computed based on the user’s key. In
effect, the user’s key is transformed into the P-array and S-array;
the key itself may be discarded after the transformation. The P-
array and S-array need not be recomputed (as long as the key
doesn‘t change), but must remain secret. I'll refers you to the
source code for computing the P and S arrays and only briefly
summarizes the procedure as follows:

P is an array of eighteen 32-bit integers.

1. S is a two-dimensional array of 32-bit integer of
dimension 4x256.

2. Both arrays are initialised with constants, which happen
to be the hexadecimal digits of m (a pretty decent
random number source).

3. The key is divided up into 32- bit blocks and XORed with
the initial elements of the P and S arrays. The results are
written back into the array.

4. A message of all zeros is encrypted; the results of the
encryption are written back to the P and S arrays. The P
and S arrays are now ready for use.

5.2 Dynamic routing with Blow fish algorithm in the
Multiple Organization system

Blow fish algorithm provides a strongest security from source to
destination with the fast data processed in the multiple
organization system. Now, days security is a more important for
data communications from client to server in any fields. The
security-enhanced dynamic routing algorithm based on Blow fish
algorithm widely supported in existing wired and wireless
networks.

The different organization system needs high security for data
transmission from one organization to other organizations system.
If security has not a strong in the any organization system ,any
one hackers the their important information to lose the
organization information ,so we need a strong security for data
communications between client and server in the organization
system ,so we have to choose a strong security and fast
encryption for data processing in the organization system, so we
are using a strong security algorithm for data communication
between source and destination, such as Blow fish algorithm is a
strength of key length more than DES algorithm. As shown in the
figure 8, it shows the dynamic routing with security using Blow
fish algorithm in the multiple organization system. In that figure
can be divided into three kinds of figures shows different ,Clients
Routers and Servers these are using for different organizations
system in different kinds of password are maintaining because any
one can hackers their important information, so they need
strongest security for data communication between clients and
server. Now day’'s security is a more important for data
transmission in the autonomous system. As shown in the figure
(A.1), it consists of number of clients are connected to server via
router. We are used the Blow fish algorithm for security purpose
for data communication from source to destination, in that
algorithm considered secrete key that key is a sharing only sender
and receiver for their data can be encryption and decryption
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process . The sender key and receiver key should be match then
the data will be successfully sent to their desired destination, so
this organization depends on secrete key system. As shown in the
figure (B.1),this also same algorithm are used for security
purposes of the data transmission form client to server. The
sender key and receiver key should be match the data will be
successfully sent to their desired destination, so this organization
depends on secrete key system. Figure.1, (A.1) and (B.1) both are
different organizations system to connected to Head of the
organization system. They are maintaining different Passwords
and IP address Port number of the their network for security
purposes ,because no one hackers their organization information
,50 we are using a Blow fish algorithm .The both organizations are
combined in to connected via router. That router is connected to
other of the main Head of the organization for data
communication between different organizations system. The
Head of the organizations are also maintaining a secrete key for
data communication of the different organizations .In the Head of
the organization is also maintaining secrete key ,that key must be
match between different kinds of the organization keys ,if head of
the organization key should not match with different
organizations ,then data will not be successfully send to
destination.

6. CONCLUSION

The main contribution of the paper is in proposing a security-
enhanced dynamic routing with security based on cryptographic
algorithm, such as Blow fish algorithm in the Multi-Organization
system. The main proposed of the paper a dynamic routing with
strong security algorithm, such as Blow fish algorithm, which is
provided a fast and strong security from source to destination
based on key length of algorithm. The dynamic routing could be
used to a randomization of delivery paths from client to sever in
the wire and wireless network. It avoids the path similarity and
two same packets on the same path among the different paths in
the network. This algorithm is a more performance than other
algorithms such as DES, 3DES and AES .In this paper main
objective is provide a fast data encryption and decryption and
strong security for data communication in the multiple-
organization system. The objective of the paper is a taking very
less time for data processing to other algorithm and cost also very
less to implement any kinds of the large networks ,we may use
this algorithm, so The dynamic routing with security for data
transmission in the multiple-organizations system.
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