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Abstract---Wireshark is a network protocol analyser. Wireshark is able to intercept packets transmitted over the network and compile 

statistics about network usage, allow the user to view content that is being accessed by other network users, and store usage information 

for offline access. This paper depicts the comparison of Wireshark, with one other similar tool, Network Miner, which is a Network 

Forensic Analysis Tool (NFAT), based on different parameters: graphical user interface (basic), packet information and traffic analysis. 

Network Miner can be used as a passive network sniffer/packet capturing tool and can parse PCAP files for off-line analysis.  

 

     Keywords---Packet Information, Passive Network Sniffer, 

PCAP file, Traffic Analysis. 

 

I.     INTRODUCTION 

S company intranets continue to grow it is increasingly 

important that network administrators are aware of and 

have a handle on the different types of traffic that is 

traversing their networks. Traffic monitoring and analysis is 

essential in order to more effectively troubleshoot and 

resolve issues when they occur, so as to not bring network 

services to a stand still for extended periods of time. 

 

1.1 Importance of Network Monitoring and Analysis: 

Network monitoring is a difficult and demanding task that is 

a vital part of a Network Administrators job. Network 

Administrators are constantly striving to maintain smooth 

operation of their networks. If a network were to be down 

even for a small period of time, productivity within a 

company would decline, and in the case of public service 

departments the ability to provide essential services would be 

compromised. In order to be proactive rather than reactive, 

administrators need to monitor traffic movement and 

performance throughout the network and verify that security 

breaches do not occur within the network. 

 

 

 

1.2 Packet analyser 

A packet analyser (also known as a network 

analyser, protocol analyser or packet sniffer or for particular 

types of networks, an Ethernet sniffer or wireless sniffer) is 

a computer program that can intercept and log traffic that 

passes over a  digital network or part of a network.
 
As data 

streams flow across the network, the sniffer captures 

each packet and, if needed, decodes the packet's raw data, 

showing the values of various fields in the packet, and 

analyses its content. 

1.3 Here are some examples  showing why these packet 

analysers are used for: 

i. Network administrators use it to troubleshoot network 

problems 

ii. Network security engineers use it to examine security 

problems 

iii. Developers use it to debug protocol implementations 

iv. People use it to learn network protocol internals 

 

1.4 Two network packet analyser softwares used here: 

(i) Wireshark 
 

 
 
(download from: https://www.wireshark.org/#download ) 

Wireshark is perhaps one of the best open source packet 

analyzers available today 

 
(ii) Netresec Network Miner Packet Tracer 

 

 

(available at 

http://www.netresec.com/?page=Networkminer ) 

1.5 The following are some of the many features Wireshark 

provides: 

i. Available for UNIX and Windows. 

ii. Capture live packet data from a network interface. 

iii. Open files containing packet data captured with 

tcpdump/WinDump, Wireshark, and a number of other 

packet capture programs. 

iv.  Import packets from text files containing hex dumps of 

packet data. 

v. Display packets with very detailed protocol information. 

vi. Save packet data captured. 

A 

http://www.ijecs.in/
mailto:ajay.cs@shivaji.du.ac.in
https://en.wikipedia.org/wiki/Telecommunications_network
https://en.wikipedia.org/wiki/Computer_program
https://en.wikipedia.org/wiki/Telecommunications_network
https://en.wikipedia.org/wiki/Data_stream
https://en.wikipedia.org/wiki/Data_stream
https://en.wikipedia.org/wiki/Packet_(information_technology)
https://www.wireshark.org/#download
http://www.netresec.com/?page=Networkminer


DOI: 10.18535/ijecs/v5i3.33 
 

Ajay Kumar, IJECS Volume 05 Issue 3 March 2016 Page No.16041-16046 Page 16042 

vii. Export some or all packets in a number of capture file 

formats. 

viii. Filter packets on many criteria. 

ix. Search for packets on many criteria. 

x. Colorize packet display based on filters. 

 

1.6 Features in Network Miner (A brief introduction): 

i. Available for Windows only. 

ii. Capture live packet data from a network interface but not 

able to save the packets in any format for later use, it can 

analyse any packets file which is saved by any other 

software, then it can analyse the file only. 

iii. Open files containing packet data captured. Wireshark, 

and a number of other packet capture programs. 

iv. Export results to CSV / Excel / XML only 

v. Display packets with protocol information. 

vi. Can’t filter packets on many criteria. 

vii. No search for packets on many criteria. 

viii. Colorize packet display based on filters but only on paid 

version. 

 

1.7 Requirements for the system: 

The amount of resources Wireshark needs depends on your 

environment and on the size of the capture file you are 

analysing. The values below should be fine for small to 

medium-sized capture files no more than a few hundred MB. 

Larger capture files will require more memory and disk 

space. Working with a busy network can easily produce huge 

capture files. A fast processor, lots of memory and disk space 

is always a good idea. If Wireshark runs out of memory it 

will crash. 

 
1.8 The .pcap file extension: 

Pcap stands for “packet capture”. Acapture file saved by 

Wireshark in this format, can be read by applications that 

understand that format, such as tcpdump. 

 

II.     ANALYSIS 

2.1 Analysis on the basis of graphical user interface (basic): 

(i) File/Edit: This menu contains  

items to find a packet, time reference or mark one or more 

packets, handle configuration profiles, and set the 

preferences.  

 

Not available on Network Miner 

 

(ii) Merge: This menu item lets you merge a capture file into 

the currently loaded one. 

 

Not available on Network Miner. 

(iii) Packet Comment: This will let you add a comment to a 

single packet. Note that the ability to save packet comments 

depends on your file format. 

Not available on Network Miner. 
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(iv) Expand Sub trees: This menu item expands the currently 

selected sub tree in the packet details tree. 

 
Also available on Network Miner. 

 

 

(v) Changing Preferences: 

(Shortcut key for Preferences: Shift+Ctrl+P) 

This menu item brings up a dialog box that allows you to set 

preferences for many parameters that control Wireshark. You 

can also save your preferences so Wireshark will use them 

the next time you start it. 

Network Miner doesn’t provides much user prefereces, to 

change. To make any changement, the user needs to change 

the source code himself. The source code for the Neteresc 

Network Miner is available on the site: 

 

Network Miner software is in C# and can be executed from 

the Miscrosoft Visual Studio.  

 

If Wireshark source code is also needed to be changed-

according-to-the-user it can also be changed. Wireshak 

source code is in C. It can also very well executes in Linux 

platforms. 

 

The source codes of both these softwares can be modified 

according to one’s own taste and use. 

III.     Experimental Setup 

3.1 Analysis: Packet information/Traffic: 

(i) Open a website on the web browser, while Wireshark and 

Network Miner running on the background, to analyse 

packets in both the softwares. 

 

 

(ii) Use of filter toolbar to filter packets: 

Open a website and login it with a wrong username and 

password. Now try to see it in Wireshark by using filter 

toolbar. In my case I goes to www.cplusplus.com and logged 

it in using the user name: “user” and password: “abcd”. 

Now stop wireshark from capturing more packets. Now, go 

to filter toolbar and type “frame contains cplusplus” and 

press enter. 

Now select the packet and then right click on it->Follow-

>TCP Stream. 

You can see the password there (below), in Wireshark: 

 

And in Network Miner click on Keywords tab and then type 

user in the search option->Add 

->Reload Case Files. 

You can see the password there (below), in Network Miner: 

 

 

http://www.cplusplus.com/


DOI: 10.18535/ijecs/v5i3.33 
 

Ajay Kumar, IJECS Volume 05 Issue 3 March 2016 Page No.16041-16046 Page 16044 

In Wireshark every detail of the packets can be studied. In 

this case, password can not be seen for those websites which 

uses a high encryption techniques. As whenever the password 

is filled, the password is sent in highly encrypted form, for 

eg.: Gmail, Facebook. 

(iii) In wireshark and Network Miner, different packets can 

be sorted out according to the network tcp/ip protocols, 

which shows the frame summary, tcp/ip layers related data. 

 

Information which can be retrieved from the picture 

(Wireshark), above: 

(i) Frame number: 516 

(ii) Frame length: 66 bytes 

(iii) Captured length of the frame: 66 bytes 

(iv) Arrival time: Feb 23, 2016 17:45:45 IST 

(v) Protocols in frame: eth:ethertype:ip:tcp 

 

On the Ethernet Layer, the information retrieved is (in 

Wireshark), above: 

(i) Destination address: 08:35:71:07:cf:10 

(ii) Source address: a4:5d:36:c9:b4:b3 

 

On Network Layer, the information retrieved (in Wireshark), 

above: 

(i) IP version: 4 

(ii) Header length: 20 bytes (0101 in binary) 

(iii)Total length: 52 

(iv) Time to live: 128 

 

 

 

On Transport Layer, the information retrieved (in 

Wireshark), above: 

(i) Source port: 64182 

(ii) Destination port: 80 
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(iii) TCP segment length: 2 

(iv) TCP header length: 32 bytes 

(v) MSS value: 1460 

In Wireshark, also the connection establishment by 3-Way 

Handshake and connection termination can be seen, but not 

in Network Miner. 

 

In Network Miner, there is an option to sort hosts  by IP 

address, MAC address, hostname, Operating System etc. 

 

 

On the Hosts tab, one can see a list of hosts connected to the 

network. To see detailed information, like its MAC address, 

hostname, Operating System, TTL, Open ports, packets sent, 

received etc., expand any host by clicking on it, as shown in 

the picture below (in Network Miner): 

 

There is a separate tab for images, as shown in the figure 

below (in Network Miner): 

 

Information like DNS Query, DNS Answer, TTL, Client and 

Server IP addresses can be seen by clicking on the DNS tab, 

as shown below (in Network Miner): 

Client port, source port can be seen by clicking on the 

Sessions tab, as shown below (in Network Miner): 

Active and Passive sniffing: 

Sniffing is a technique for gathering network information 

through capturing network packets. 

 

There are two types of sniffing: 

(i) active sniffing and 

(ii) passive sniffing 

 

In active sniffing, the packet sniffing software sends request 

over the network and then in response calculates the packets 

passing through the network. 

Passive sniffing does not rely on sending requests. This 

technique scans the network traffic without being detected on 

the network. Passive technique can be useful in places where 

networks are running critical systems like process control, 

radar systems, medical equipment or telecommunication, etc. 

 

IV.     CONCLUSION 

In this paper we analysed two network analysing tools: 

Wireshark and Network Miner, based on different 

parameters: graphical user interface (basic), packet 

information and traffic analysis. Both the tools discussed here 

are passive sniffers. Both the tools can be used to reconstruct 

the webpage from the captured data. Network Miner is also 

able to do O.S. fingerprinting. Also any active scanning 

should be avoided since it might affect the performance of 

the network or hosts on the network. These network sniffers 

can be utilised for: (i) Analysing network problems (ii) 

Detect network intrusion attempts. And a large memory 

space may be required to properly analyse the data. 
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