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1. Introduction

In a world where 95% of cybersecurity breaches are due to human error, and a rapidly evolving
cybersecurity landscape, the effectiveness of employee’s proper security awareness stands as a pivotal
concern [1]. Especially when the employees are the first line of defense for any organization. This highlights
the importance of having robust cybersecurity awareness that is dynamic to face the ever-changing threats in
the world. However, traditional employee security awareness training programs often fall short, perceived as
dull, ineffective, and unable to keep pace with the dynamic cybersecurity landscape [2]. These shortcomings
not only diminish engagement but also lead to decreased knowledge retention, rendering employees more
vulnerable to cyber threats.

2 Problem Domain

The current employee security awareness training programs are often perceived as boring, ineffective, and
fail to keep pace with the evolving landscape of phishing and social engineering threats. These conventional
methods are not only lacking engagement, but also resulting in decreased knowledge retention, rendering
employees more susceptible to cyber threats. The significance of this issue is underscored by the fact that the
human element still remains as a primary target for cyber attackers, making it imperative for organizations
to equip their workforce with the knowledge and skills necessary to thwart sophisticated cyber threats
effectively [3].

3. Threat Model
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DREAD

Rating  Rationale

Category

Damage Potential | _ . can lead to severe consequences, including data breaches and financial
High

(D) losses.

Reproducibility . the attacks are often replicable, but the success depends on factors like
Medium . .

(R) employee awareness and specific tactics.

Exploitability . although it doesn’t require high skills, but it still will require
Medium . .

Cost (E) planning/execution.

Affected  Users | ... it can affect huge number of employees, especially if the compromised
High . I, .

(A) credentials have access to critical systems or admin access.

Discoverability Low usually rely on human manipulation, making them less likely to be

D) detected until after the damage is done.

Total DREAD Score: 16 (High)

4. Hypothesis:

Implementing a gamified, dynamic cybersecurity awareness training program, inspired by successful models
like the design-science-based gamification approach [4], will significantly enhance employee engagement,
knowledge retention, and overall organizational resilience against evolving cyber threats measured through
the following metrics:

Knowledge retention: assess improvement in employees' understanding of cybersecurity concepts
through pre- and post-training evaluations [5].

Engagement levels: measure participation rates, completion times, and interactive elements
engagement [6].

Threat mitigation: track and analyze the frequency and success rates of simulated phishing attacks
post-training [7].

Key Factors:

Engagement & interactivity: the proposed approach fosters active participation. Gamified elements,
such as scenario-based challenges and rewards, ensure heightened engagement and sustained interest
[1].

Real-time adaptability: traditional training lacks the agility to adapt swiftly to emerging threats.
Dynamic gamification allows real-time updates, ensuring that training content remains relevant and
aligned with the ever-changing cybersecurity landscape [8].

5. Metric

In evaluating evidence for my research on enhancing cybersecurity awareness training effectiveness, | will
use four qualitative metrics to assess the impact and effectiveness of traditional training vs. proposed
training methodology in three key areas; knowledge, impact, & engagement [2].

Area Metric Historical Methods Proposed Method
Knowledge Retention Rate (%);

Knowledge measures the per'centage of 60% +70%
information retained by employees
after completing the training program
Phishing Susceptibility Rate; 20% of employees fall | <10% of employees fall
measures the frequency and success o L

Impact . for phishing attacks for phishing attacks
rate of phishing attacks on employees ost-trainin ost-trainin
before and after training P & p &
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Employee Engagement & Training
Completion Rate (%);
Engagement | measure the overall effectiveness and | Low High
engagement levels of the training
program

6. Related Research:

In recent years, there was a growing number of researches focusing on enhancing cybersecurity awareness
training to mitigate human-induced cybersecurity breaches. Several studies have explored various
methodologies, techniques, and technologies aimed at improving employee knowledge, response, and
engagement to cyber threats.

In the context of current traditional trainings, According to Alnajim et al. (2023), the ineffectiveness of
traditional training is a key driver in increasing the organization’s risk and exposing it to heavy losses such
as losing customers and harming business reputation [9]. Moreover, Alruwaili (2019) highlights the
importance of ensuring proper delivery method selection, design, and implementation process while
designing awareness programs [10].

In the context of gamification, Filippidis et al. (2022) proposed a design-science-based gamification
approach to improve organizational security training and compliance. Their research demonstrated the
effectiveness of gamified elements, such as quizzes and multimedia challenges, in enhancing employee
engagement and knowledge retention [11]. Additionally, Gjertsen et al. (2017) explored applying
gamification concepts to increase motivation and learning outcomes through running a prototype. It was
found to be overcoming current traditional training limitations in terms of influencing behavioral change.
Moreover, they highlighted the need for advanced studies to analyze the long-term application of
gamification. This emphasizes the role of interactive and immersive experiences in reinforcing security
behaviors [12]. Moreover, DeCarlo (2020) investigated the application of knowledge gained from gamified
cybersecurity training in healthcare settings. Their study provided insights into the effectiveness of
gamification in improving employees' understanding and application of cybersecurity concepts in real-world
scenarios [5]. Furthermore, Khan et al. (2022) proposed a game-based learning platform to enhance
cybersecurity education, emphasizing the importance of interactive and adaptive learning environments in
fostering security awareness [13].

While existing researches has made significant contributions to the field of cybersecurity training
methodologies, several limitations and gaps were found. Firstly, most of the studies have focused primarily
on one factor to measure the effectiveness of gamification in improving employee engagement and
knowledge retention, without adequately addressing the scalability and long-term sustainability of gamified
training programs [14]. Additionally, while some studies have highlighted the importance of proper delivery
method selection and program design, there is still a lack of comprehensive frameworks or guidelines for
organizations to follow in designing and implementing cybersecurity awareness programs [10]. Furthermore,
the current literature predominantly focuses on the immediate outcomes of cybersecurity awareness training,
such as knowledge acquisition and engagement levels, without sufficiently addressing the broader impact on
organizational resilience and cybersecurity posture.

By leveraging insights from related research, this study aims to contribute to the development of effective
training methodologies to mitigate human-induced cybersecurity breaches in two key ways. First, by
conducting a comprehensive analysis of existing methodologies in three areas’; knowledge, response, and
engagement to cyber threats. Second, the study will develop a practical framework or set of guidelines for
organizations to follow in designing and implementing cybersecurity awareness training programs.
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7. Empirical Evidence

This section outlines the empirical studies conducted to evaluate the impact of gamified training programs
on employee knowledge, engagement, and response against cyber threats.

7.1 Knowledge

e Improved Retention Rates: Several studies highlight gamification's positive impact on knowledge
retention. Filippidis et al. (2022) demonstrated that a gamified security training program led to a 70%
knowledge retention rate compared to a 60% rate observed in traditional training methods [11]. Their
findings suggest that gamification elements like quizzes and multimedia challenges can enhance
information recall by up to 10%.

e Real-World Application: DeCarlo (2020) investigated the application of knowledge gained from
gamified training in healthcare settings. The study found that employees who underwent gamified
training displayed a 20% improvement in applying cybersecurity concepts in real-world scenarios
compared to those who received traditional training [5]. This indicates that gamification not only
improves memorization but also fosters practical knowledge application.

7.2 Engagement

e Increased Participation: Filippidis et al. (2022) observed a 30% increase in participation rates in
their gamified training program compared to traditional methods [11]. This suggests that
gamification elements like points, badges, and leaderboards can create a more stimulating and
motivating learning environment, leading to a higher number of employees actively participating in
training.

e Improved Learning Outcomes: Gjertsen et al. (2017) explored the use of gamification concepts in
a prototype training program. Their findings demonstrated that gamification can lead to a 15%
improvement in learning outcomes compared to traditional methods [12]. This suggests that gamified
training fosters a more interactive and engaging learning experience, leading to better knowledge
acquisition.

7.3 Impact on Cyber Threats

e Reduced Phishing Susceptibility: While limited data exists on the direct impact of gamified
training on phishing susceptibility, Filippidis et al. (2022) suggest that improved knowledge retention
from gamification (as shown in their study) can lead to a reduction in employees falling victim to
phishing attacks [11]. This implies that by fostering a deeper understanding of cybersecurity threats,
gamified training can equip employees to better identify and avoid phishing attempts. Studies like
Alruwaili (2019) report that traditional training can leave employees with a susceptibility rate as high
as 20%, highlighting the potential for gamification to significantly reduce this risk [10].

These empirical studies provide valuable insights into the efficacy of gamified cybersecurity awareness
training in enhancing employee knowledge, engagement, and response against cyber threats. Through
quantitative analysis, behavioral observations, longitudinal studies, and comparative analyses, these studies
offer compelling evidence supporting the adoption of gamified training methodologies in modern
organizational contexts.
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