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Abstract:

Abstract—Signatures are commonly utilized for personal identification and verification. Numerous
documents, including bank cheques and legal transactions, require signature verification. This task becomes
particularly challenging and time-consuming when dealing with a large volume of documents. As a result,
there has been significant growth in biometric personal verification and authentication systems that rely on
quantifiable physical unique characteristics (such as fingerprints, hand geometry, face, ear, iris scan, or
DNA) or behavioural traits (such as gait and voice). Traditional identity verification methods, such as
tokens, passwords, and PINs, suffer from significant flaws and fail to meet security requirements. Therefore,
this paper focuses on a more reliable biometric feature: signature verification. We present a survey of
signature verification systems, classifying and describing the various approaches proposed for this purpose.
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1. Introduction:
Signature verification involves comparing a

cryptographic method used to ensure the integrity
of digital communication. Based on public-key

presented signature with a reference signature to
determine its validity. This technique is employed
by financial institutions, election monitors, and
other  organizations to detect forgeries.
Traditionally, this process was performed
manually by humans, and it remains so for many
applications. However, signature verification
software now exists to automate this task. Most
experts agree that the optimal approach combines
automated software with human oversight.
Additionally, signature verification also refers to
the process of authenticating a digital signature, a

cryptography, digital signatures involve a pair of
public and private keys—one for encrypting the
message and the other for decrypting it

2. Benefits Of Signature Verification:
¢ Authenticity: Signature verification ensures
that a document reaches the recipient without
any alterations, which is particularly crucial in
healthcare, legal, and financial sectors.
e Security: It provides an additional layer of
security, helping to prevent fraud, identity
theft, and other types of cybercrime.
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e Efficiency: It minimizes the need for
physical presence to securely exchange
information or resources.
e Trust: Signature verification creates a
verifiable record of document access, fostering
trust between involved parties.
e Compliance: It helps companies avoid fines
or legal actions by ensuring adherence to
privacy laws and regulations.
e Automation: Automating the signature
verification process significantly reduces the
time and effort required for manual
verification
3. Electronic Vs Digital Signatures:
Before signing any document, it's important to
understand the difference between an electronic
signature and a digital signature. Both can be used
to sign legally binding documents, which often
leads to their terms being used interchangeably.
However, the key distinction is that one can be
easily forged, while the other cannot.
e Electronic Signatures: These are any
electronic marks you make with the intent to
approve a document. This could include
typing your name in a different font, drawing
your signature with a mouse, or inserting an
image of your signature. However, electronic
signatures can be easily forged. For instance,
someone could simply take a screenshot of
your signature and paste it into a document.
e Digital Signatures: Digital signatures offer
a more secure alternative by using
cryptographic keys to verify your identity
online and attach it to a document. This allows
the recipient to confirm that the document was
indeed signed by you and that it hasn’t been
altered during transmission. Digital signatures
are considered as unique as handwritten ones
and are nearly impossible to forge.
Consequently, banks and corporations
frequently use them to authenticate financial
transactions and sign digital contracts.

4. Acceptable Variations In Signatures:

e People don't always sign their names in
exactly the same way. When manually
checking signatures, it's important to recognize
that some level of variation is inevitable.
Specifically, the following variations should
be considered acceptable.

o Shaky signatures: If other elements, such
as the size and position of pen lifts, remain
consistent, shakiness might indicate health
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issues, aging, or simply too much coffee
on a bad day.

e Name variations: Ideally, customers
should sign their checks with the same
legal name as noted on the account.
However, common variations, such as
nicknames (e.g., Don for Donald or Toby
for Tobias), initials, or using their middle
name as their first name, are not
necessarily signs of forgery. In fact, a
forger is less likely to make these types of
mistakes than the actual signer.

o Slight changes in style: People often
make slight changes to their signature over
time. In such cases, it is crucial to focus on
the fluidity of the signature.

e Aberrations from electronic signature
tools: When someone signs their name
with an electronic pen on a screen, the
signature may appear fuzzy or larger than
usual. However, the proportions and pen
lift spots should remain similar.

e Odd bumps: This can indicate that the
signature was made on an uneven or
bumpy surface.

When in doubt, verifiers should seek a second
opinion. If uncertainty persists, they should reach
out to the person whose signature they are
assessing.

How to Create Your Own Digital Signature:
Creating a digital signature is not a simple task. You
need technical expertise to generate cryptographic keys
and configure them on different platforms. However,
even with these steps, your signature will not be
considered secure until your public key is approved by
a Certificate Authority (CA) or a Trust Service
Provider (TSP). They will provide you with a digital
certificate used to authenticate documents. Without
this certificate, the recipient cannot verify that the
digital signature is truly yours, defeating its purpose.
Therefore, many organizations and individuals obtain
digital signatures and certificates from a CA or TSP.
Once you have these, you can start signing PDF and
Word documents—read on to learn how.

5. Application Of Signature Verification:
Biometric digital signature verification systems
are widely applicable in processes that require
signature verification, such as in banks and
financial services. In some cases, these systems
could potentially replace other user identification
and authentication methods, including other
biometric modalities.
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5.1 Banking Services And Financial Services:
Banks and financial institutions continue to rely
on signature  verification for  customer
identification, identity verification, and transaction
authorization. Many of these institutions use
customer signatures to approve high-value
transactions, often without leveraging advanced
technological verification methods, relying instead
on human expertise.

For instance, paper-based bank checks depend
entirely on signature verification to authorize
payments. Traditionally, banks rely on human
scrutiny to ensure that signatures match their
records. However, despite meticulous attention,
errors can occur, leading to situations where bank
employees may fail to detect discrepancies. In
such cases, fraudulent transactions can occur.

5.2 Government Services:

Banks and financial institutions continue to rely
on signature  verification  for  customer
identification, identity verification, and transaction
authorization. Many of these institutions use
customer signatures to approve high-value
transactions, often without leveraging advanced
technological verification methods, relying solely
on human expertise.

For instance, paper-based bank checks rely
entirely on signature verification to authorize
payments. Banks traditionally rely on human
scrutiny to ensure that signatures match their
records. However, despite careful attention, errors
can occur where bank employees may fail to
identify discrepancies. In such cases, fraudulent
transactions can occur.

5.4 Online And Mobile Banking:

Today, many banking and financial services
applications leverage behavioral biometrics to track
user behavior, creating profiles that maintain
authentication. In these applications, biometric
electronic signature verification serves as an initial
authentication method, typically complementing PINSs,
passwords, fingerprints, or facial recognition. Given
the existing emphasis on user signatures by banks and
financial institutions, transaction authorization via
mobile app can potentially replace methods like PINSs,
passwords, selfies, or fingerprint scans. Modern
smartphones, portable computers, and tablets are
equipped with capacitive touchscreen panels capable
of registering delicate touches, presenting an
opportunity to utilize signature verification for

identification, authentication, and authorization
purposes.

5.3 Voter Registration And Identification:
However, in countries with low literacy rates where
individuals cannot sign or write their names, there may
be challenges in achieving full population coverage
with biometric signature verification. Nevertheless,
countries that have not yet implemented such programs
can take advantage of the opportunity to do so with
biometric electronic signature verification. This system
can efficiently retrieve voter identities from an existing
database of identities. Implementing electronic
signature vsuch as ensuring broader population
coverage.

Working Process Of Signature Verification:
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Fig 1: Workflow of signature verification

6. Conclusion:

A signature is a handwritten name, nickname, a
draw, or just any text that is stylized to be unique
to an individual. The distinctiveness of
handwriting and styling render signatures as an
individual characteristic, which is hard to imitate
by others. Unless signed in front of a verifier,
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there is absolutely no way to verify the
authenticity of a signature, because paper cannot
measure physical features like rhythm, speed,
pressure, acceleration, etc. applied while signing.
But biometrics has made it possible to measure all
these traits which are unique to an individual. In a
world that is increasingly going digital, signatures
have preserved their significance very well.
Initially ~ rendered  unusable  for  digital
authentication, the ability of biometric verification
has made them a secure and efficient way to
authenticate digital transactions as well as
documents
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