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Abstract—A novel attack detection scheme is proposed to prevent web proxy based http attacks.Here the detection is carried
out at server.The scheme utilize locality behaviors such as temporal and spatial localities to obtain features of proxy-to-server
traffic. A Gaussian-mixture and Gamma distribution hidden semi markov model is used to describe the time-varying traffic
behavior of web proxies. Soft control scheme is used as the attack response it convert malicious traffic into relatively normal
one by behavior reshaping rather than rudely discarding so that legitimate users get service and prevent attacker from
receiving service.DDoS attack is a key threat to internet applications by comparing existing network security systems the
primary aim of the proposed system is to protect origin server from web proxy based http attacks.

Keywords-Http attack, Temporal and Spatial locality, DDoS,
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I. INTRODUCTION

Distributed Denial Of Service attacks are large scale DoS
attacks which employ a large number of attackers distributed
across the network. There are two classes of DoS attacks
which are infrastructure level and application level attacks.
Infrastructure level attacks directly attack the resources of the
service such as the networks and hosts of the application
services. Incontrast, application level attacks are through the
application interface for example, the attackers overload an
application by sending abusive workload malicious requests
which crash the application. There are two stages in such
attacks. First attackers build large zombie networks by
compromising many internet hosts and installing a zombie
program on each. Second, attacker activates this large zombie
network.  Incomputer  networks, aproxy  serveris
a server that may be a computer system or an application that
acts as an intermediary for requests from clients seeking
resources from other servers. A client connects to the proxy
server, requesting some service, such as a file, connection,
web page, or other resource available from a different server
and the proxy server evaluates the request as a way to
simplify and control its complexity. Today, most proxies
are web proxies, facilitating access to content on the World
Wide Web. A web proxy turn into attacker by two steps first
step, the attacker send request to web proxy and force it to
forward to the original server. In second step the attacker

disconnect the connection between itself and web proxy[1]. It
is very difficult to identify such kind of attack because the
origin server cannot directly observe and diagnose the
terminal hosts shielded by hierarchical proxy system also the
attack traffic is mixed with regular client to proxy traffic.
Thus the victim server is hard to accurately identified and
filter the attack requests. The scheme is based on network
behavior analysis[2]. Here a Hidden semi-markov Model is
used to obtain the access behavior of web proxy
[3].[4].HsMM s a double stochastic process. The upper layer
is a markov process whose states are not observable. The
lower layer is a normal markov process where

emitted outputs can be observed. HSMM is a powerful tool
for modeling and analyzing network behavior. Based on this
behavior model, detecting the abnormality of a Web proxy
can be achieved by measuring the deviation between an
observed behavior and the Web proxy’s historical behavior
profile. Long-term and short-term behavior assessment
methods are proposed. Long-term behavior assessment issues
warnings on a large scale, while short-term behavior
assessment locates abnormal request sequences embedded in
the proxy-to-server traffic. A new “soft-control” scheme is
proposed for attack A soft control scheme is used as an attack
response. This approach block the server for providing
service to the malicious sequences and allow server for
providing services to the normal users [1]. Compared with
most of the existing network security systems proposed
scheme is focused on:1) resisting Web proxy-based HTTP
attacks and early detection without any cooperation of mid
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web proxies; 2) the approach it is independent of traffic
intensity and frequently varying web contents. It has good
stability and need not frequently update model’s parameters;
3) long and short term behavior assessment methods enable
the multi granularity diagnosis, while the “soft-control”
scheme can improve the quality of services of normal
users[1].

The remainder of the paper is organized as follows. Section Il
reviews some related works.Proposed work is in Section IlI.
Finally, the paper is concluded in Section IV.

Il. RELATED WORK

Distributed Denial of Service attack became threat to internet
application. In[5],DDoS attack refers to the attempt to
prevent a server from offering services to the legitimate users
typically by sending requests to exhaust the server’s
resources .Application layer DDoS attack that sends out
requests following the communication protocol and these
requests are indistinguishable from legitimate requests. Here
Trust Management Helmet is introduced against application
layer DDoSattacks. Trust is used to evaluate the visiting
history of client. There are four types of trust evaluated short
term trust, long term trust, negative trust, misuse trust. Based
on these overall trust is calculated.

In [6],a sequence order independent scheme is introduced for
detecting application layer DDoS attacks. Here first extract
the sequence order independent informative attributes from
web page request sequences which are then represented in
matrix and use multiple PCS to model the browsing patterns
then uses reconstruction error of multiple PCA as a criterion
for distinguishing App-DDoS attacks from normal usage.

In [7], introduce a method for finding malicious web request
by using locality behavior of proxy. The existing scheme [1],
uses statistical methods. It uses temporal locality and spatial
locality [7], to extract the access behavior of web proxies.
Then a stochastic process based on Gaussian mixture hidden
markov model is used to describe the variety of normal
access behavior and implement anomaly detection for the
proxy to server web traffic. In [8],introduced a scheme to
capture the spatial-temporal patterns of a normal flash crowd
event and to implement App- DDoS attack detection. Flash
crowd refers to the situation when a very large number of
users simultaneously access a popular website which
produces a surge in traffic to the website and might causes
the site to be virtually unreachable. However the potential
assumption of all these schemes [5],[6],[7],[8].is that the
attacking hosts are directly connected to the victim server. So
the server can identify the attacking hosts. But in the proxy
based network the attacking and non attacking hosts are
shielded by hierarchical of web proxies the server cannot
identify the actual attacking hosts because it only knows the
information of proxy.

Hidden Markov Model is defined as double stochastic
process. The upper layer is a markov process whose states are
not observable. The lower layer is a normal markov process
where emitted outputs can be observed.HMM is a powerful
tool for modeling and analyzing proxy’s access behavior. An
extension of HMM is a Hidden semi Markov Model whose
underlying process is a semi markov chain and each state has
variable duration. In [9], state duration of the HSMM was
first parameterized by Gamma distribution. The important

difference between HMM and HsMM is that one observation
per state in HMM while in HsSMM each state can emit
sequence of observations. The existing system [1], uses
Gaussian distribution Gamma distribution HsSMM because it
requires fewer parameters to be estimated than the discrete
HsMM which reduce computational complexity

I11. GENERAL SYSTEM MODEL

The objective of proposed system is to protect the victim
server from web proxy based http attacks. In the existing
system the attack traffic is assumed to begin from web
proxies instead of its real sources and the victim server can
only observe the intermediate proxy .Web proxy access
behavior is depends on locality behavior such as temporal
locality and spatial locality. The access behavior can be
directly mapped into an HSMM. It is a double stochastic
process. The upper layer is a markov process whose states are
not observable. The lower layer is a normal markov process
where emitted outputs can be observed. The attack detection
is based on searching the abnormality in the requests and
blocks those attacking requests by receiving service from the
victim server and providing service to those requests which
are not attacking requests.

A. Temporal and Spatial Pattern Analysis

Web proxy’s access behavior is obtained using
locality principle such as temporal locality and spatial
locality principle. Temporal locality refers to the property
that referencing behavior in the recent past is a good
predictor of the referencing behavior in the near future [1].
Temporal locality is obtained using stack distance model.
According to [7],stack distance model is often utilized to
capture the temporal locality relationship. Here reference
stream Ri={rl,r2,....ri} where ri denotes the i th requested
document name.
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Index i indicate that i requests have already arrived at the
server. Here use least recently used stack Liwhich is an

ordering of all documents of a server by recent usage.
Whenever a reference is made to a document the stack must
be update. The reference symbol stream is transformed to a
numerical stream based on stack distance model. Spatial
locality refers to the property that objects neighboring an
object frequently accessed in the past are likely to be
accessed in the near future [1].Spatial locality is calculated by
counting the occurrence of a particular pattern within a time
window.Comparisons of above described papers are shown in
the tablel below.
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Existing Systems

Scheduling
Method

Advantage

Disadvantage

Measuring the

Stack distance

Preserve pattern of activity,

Time consuming

popular website

normality of web model Practical method.
proxies behavior
based on locality
principles
Light weight Trust Portable,Reduce processing Difficult to deal with
mechan_lsm_ to mitigate Management delay,light weight. some kind of attacks.
application layer Helmet
DDoS attacks
Monitoring Locality behavior Early attack detection Depends traffic
application layer intensit
DDosS attacks for y

Sequence order
independent network
profiling for detecting

Sequence order
independent
method

Practical,Efficient,Additional
information can easily inserted
into model

Sometimes make
incorrect decision

application layer
DDoS attacks

Table 1.Comparison table of existing system

FIG.2. STACK DISTANCE MODEL

B. TRAINING AND DETECTION

The training phase find different request pattern to develop a
training model. Here different possibilities are obtained using
Temporal and Spatial locality behavior. To overcome the short
comings of the Existing Algorithms a new iterative methods
based on the forward backward algorithm is used. In detection
Phase develop a System for detecting abnormal pattern.

C. SOFT CONTROL

Soft control Scheme is used as the attack response mechanism.
It identify Malicious requests out of all requests and block
attacking request by receiving service from the server and

allow normal users to getting service from the server this
improve the quality of service to the legitimate users.

IV. PERFORMANCE DIAGRAM

120
100 Falze
20 Positive
60
:E S ;’" False
g . Megative
o
@""{}a
&
é\
v‘}’a&

FIG.4.PERFORMANCE DIAGRAM

Above Performance diagram shows the False Positive and
False Negative Ratio According to the number of users. The
disadvantage with these system is that False Positive and False
Negative ratio increase with the number of users increase.
These can be reduced in the future by Providing client
information to the server

IV CONCLUSION

Web proxy based HTTP attacks are difficult to detect. These
kind of attacks introduce challenges to the existing network
security system. There are numerous techniques exist for
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detecting such kind of attack but all these schemes in which
attacking hosts are directly connected to the victim server. So
the server can identify attacks hosts. The proposed scheme
introduces a method that can detect and respond to such kind
of attacks. But the disadvantage with the scheme is that false
positive and false negative ratio increases when the number of
users increases. these can be solved in future work The main
advantage of this approach include:1) reduced false positive
and false negative rate; 2) it can realize early detection; 3)
reduced computational overhead.
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