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Abstract: Kali Linux is the operating system that is reverenced by almost every cyber security professional since 2013.While Kali is 

extensivelydeveloped for penetration testing and digital forensics, it is considered as quintessential operating system for tenderfoot 

hackers.Basically Kali is the renaissance of Backtrack which typically means that kali is the offspring of backtrack.When it comes to security 

Kali has the eminent set of exemplary tools. These tools are panacea for your own security practices before a real intruder does it.Among all such 

tools,there are tools which are highly enamored by security research professionals. This paper enumerates these top tensecurity tools of Kali 

Linux and is an epistle that will hanker the sinister powers for the use of good. 
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1.INTRODUCTION: 

Kali isthe new generation of the industry-leading Backtrack 

Linux penetration testing and security auditing Linux 

distribution. Kali Linux is a complete re-build of Backtrack 

from the ground up, adhering completely to Debian 

development standards. It was developed by Mati Aharoni and 

Devon Kearns. 

Security is something which is elusive and so everyone needs 

to be aware of and imminent to deal with. While you can go 

out and collect a number of tools and utilities to help you out, 

there is an easier path. There are several Linux distributions 

out there that provide an entire suite of tools to fit your 

security needs. One of the more popular ones is Kali Linux 

(originally Backtrack).This has a unique feature of segregating 

the top ten security tools such as air cracking, burp suite, 

hydra, john, malt ego, metasploit framework, nmap, owasp-

zap, sqlmap, Wireshark. 

2. CLASSIFICATION 

The rampant growth of  network penetrations  is due to 

increasing number of budding aggressors .As plumber opts his 

efficient tools so do the curious professionals go for Kali top 

security tools. They are: 

2.1. AIRCRACK-NG 

         Aircrack-ng is a suite of tools that allows you to monitor, 

gather packets, inject them and finally crack a network’s key 

in order to gain access. Nearly all wireless networks now use 

WPA2 (WIFI Protected AccessII) for security as you will see 

WEP (Wired Equivalent Privacy) security just won’t meet the 

requirements any more [1]. Most wireless networks will use 

either WEP or WPA, to be able to crack either of these you 

will need to have a wireless card that can both monitor and 

inject packets. 

http://www.ijecs.in/
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Fig: 1 

The above figure illustrates the terminal view of aircrack-ng 

where numerous options were displayed. 

2.2 BURPSUITE 

Burp Suite is an integrated platform for performing security 

testing of web applications. It is not a point-and-click tool, but 

is designed to be used by hands-on testers to support the 

testing process. With a little bit of effort, anyone can start 

using the core features of Burp to test the security of their 

applications [2]. Some of Burp's more advanced features will 

take further learning and experience to master. All of this 

investment is hugely worth it - Burp's user-driven workflow is 

by the far the most effective way to perform web security 

testing, and will take you way beyond the capabilities of any 

conventional point-and-click scanner. 

  

Fig: 2 

Burp is intuitive and user-friendly, and the best way to start 

learning is by doing. 

 

 

2.3 HYDRA: 

Hydra is a online password cracking tool which can be used to 

dictionary-attack various services by trying lists of user-names 

and passwords until a successful login is found. It is multi-

threaded, and can be very fast,tryingusername/password 

combinations at a rate of thousands per minute[3]. 

 

Fig:3 

 Hydra can be used to attack many different services including 

IMAP, SMB(Server Message Bloch), HTTP, VNC(Virtual 

Network Computing), MS-SQL MySQL, SMTP, SSH(Secure 

Shell), and many more 

2.4 JOHN 

John the ripper is a free and fast password cracker that can be 

effectively used to break weak UNIXpasswords, windowsLM, 

Hashes, DES, Kerbos, and many more cryptic methodologies. 

Cracking passwords with john can be done by brute force 

technique wherein the encrypted password can be provided 

inside a file.  

 

Fig:4 

Alternatively, we can also provide a word list of passwords 

against which we can apply the brute force technique to match 

the password. 

 

2.5 MALTEGO 

Maltego is an open source intelligence and forensics 

application. It will offer you timous mining and gathering of 

information as well as the representation of this information in 

a easy to understand format. Maltego is basically an 

information gathering tool that can search the internet for 

publicly available information about a site or organization [4]. 
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This helps in assessing the amount of information that has 

reached the public domain and if it poses a security threat [6]. 

For example it can search google, twitter and other similar 

sources for the email addresses, domain names related to a 

particular site, and even names and details of individuals.  

 

Fig:5 

The basic idea is to find as much information as possible about 

someone or some organisation, from free sources on the 

internet[5]. 

 2.6 METASPLOIT-FRAMEWORK 

Metasploit is one of the most popular open source penetration 

testing frameworks available today. It offers tons of tools that 

range from scanning utilities to easy to launch exploits that 

include encoders used to bypass common security defenses. 

I’ll walk you through an example by compromising a 

Windows based authentication server that is not properly 

patched. 

 

Fig:6 

To start using Metasploit in CLI, open up a terminal, go to 

/opt/metasploit and type “msfconsole”. This brings up the msf 

> command prompt. Metasploit works by selecting a function 

defined in various folders such as windows exploits found 

under the exploit/windows/* folder. You can search the 

existing catalog of functions using “search” followed by a 

keyword such as searching RDP with hopes of finding a RDP 

based exploit. It’s almost impossible to guess what exploit 

would work on a target so the typical use case is using a 

vulnerability scanner on a target to identify a weakness and 

matching that to an available exploit in Metasploit. For 

example, the next screenshots show running a NMAP scan 

followed running a Nessus vulnerability scan on a target to 

identify two critical vulnerabilities. 

2.7 OWSAP-ZAP 

The Zed Attack Proxy (ZAP) is an easy to use integrated 

penetration testing tool for finding vulnerabilities in web 

applications. It is designed to be used by people with a wide 

range of security experience and as such is ideal for 

developers and functional testers who are new to penetration 

testing. 

 

Fig: 7 

ZAP provides automated scanners as well as a set of tools that 

allow you to find security vulnerabilities manually [7]. 

2.8 NMAP 

Nmap ("Network Mapper") is a free and open source (license) 

utility for network discovery and security auditing. Many 

systems and network administrators also find it useful for 

tasks such as network inventory, managing service upgrade 

schedules, and monitoring host or service uptime. Nmap uses 

raw IP packets in novel ways to determine what hosts are 

available on the network, what services (application name and 

version) those hosts are offering, what operating systems (and 

OS versions) they are running, what type of packet 

filters/firewalls are in use, and dozens of other characteristics. 

It was designed to rapidly scan large networks, but works fine 

against single hosts. 
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Fig:8 

Now nmap has a new feature called nmap scripts which allows 

developers to code scripts that can be used with nmap to 

automate certain kinds of scanning tasks. Nmap has a gui 

called zenmap, that can be used to save scan settings as 

profiles and use them later. Nmap also includes a netcat type 

utility called ncat which is very featureful and is available for 

both windows and linux. 

2.9 SQLMAP 

Sqlmap is one of the most popular and powerful sql injection 

automation tool out there. Given a vulnerable http request url, 

sqlmap can exploit the remote database and do a lot of hacking 

like extracting database names, tables, columns, all the data in 

the tables etc. It can even read and write files on the remote 

file system under certain conditions. Written in python it is 

one of the most powerful hacking tools out there. Sqlmap is 

the metasploit of sql injections. 

 

Fig:9 

 Full support for MySQL, Oracle, PostgreSQL, 

Microsoft SQL Server, Microsoft Access, IBM 

DB2, SQLite, Firebird, Sybase and SAP MaxDB 

database management systems. 

 Full support for six SQL injection techniques: 

boolean-based blind, time-based blind, error-

based, UNION query, stacked queries and out-of-

band. 

 Support to directly connect to the database 

without passing via a SQL injection, by providing 

DBMS credentials, IP address, port and database 

name. 

 Support to enumerate users, password hashes, 

privileges, roles, databases, tables and columns. 

 Automatic recognition of password hash formats 

and support for cracking them using a dictionary-

based attack[5]. 

 

2.10 WIRESHARK: 

Wireshark is a very powerful and popular network analyzer 

for Windows, Mac and Linux. It’s a tool that is used to inspect 

data passing through a network interface which could be your 

ethernet, LAN and WiFi. 

 

Fig:10 

The series of data that Wireshark inspects are called ‘Frames’ 

which includes ‘Packets’. Wireshark has the ability to capture 

all of those packets that are sent and received over your 

network and it can decode them for analysis. When you do 

anything over the Internet, such as browse websites, use VoIP, 

IRC etc., the data is always converted into packets when it 

passes through your network interface or your LAN card[8]. 

Wireshark will hunt for those packets in your TCP/ IP layer 

during the transmission and it will keep, and present this data, 

on its’ very own GUI. 

3.CONCLUSION 

The efficacy of Kali Linux has always been proved from the 

time it was released. It is not mere flattery while it is the heart 

felt feeling of all security professionals that Kali is 

viable.Every tool associated with Kali nonchalantly performs 

its functions. The present trend and posterity should bear in 

mind that knowing the evil is only and only to fight against it 

and mitigate its effects. 

REFERENCES 

[1].http://www.hackwithkali.com/2013/10/the-aircrack-ng-

suite_29.html 



Talatam.Durga Rao
1 IJECS Volume 4 Issue 1 January, 2015 Page No.9906-9911 Page 9911 

 

[2].http://www.securityninja.co.uk/hacking/burp-suite-tutorial-

the-intruder-tool/ 

[3]. http://fe9.org/showthread.php?73411-Hydra-password-

cracking-tool-with-Kali-Linux 

[4].http://www.concisecourses.com/security/maltego-for-

complete-beginners/ 

[5].http://www.darkmoreops.com/2014/08/28/use-sqlmap-sql-

injection-hack-website-database/ 

[6]. http://www.binarytides.com/kali-linux-security 

[7].https://www.owasp.org/index.php/OWASP_Zed_Attack_P

roxy_Project 

[8].http://www.concisecourses.com/security/wireshark-basics/ 

 

 

 

 

 

 

 

 


