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Abstract: In visual secret sharing (VSS) secret image is encrypted in shares, with each participant involved in technique holding one or 

more shares, all the shares are required to reveal any information. The shares may appear as noise like pictures and will arouse suspicion 

and increase interception risk during transmission. Thus VSS scheme suffer from a transmission risk. With increasing number of shares, it 

becomes more difficult to manage the share. The proposed scheme shared secret image by generating only two noise-like color shares using 

natural image. These noise-like color shares are hided in two cover images to increase the security level.  
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1. Introduction 

In today’s world security is big issue and securing important 

data is very essential, so that the data cannot be intercepted or 

misused for any kind of unauthorized use. The hackers and 

intrudes are always ready to get personal data or important data 

of a person or an organization, and misuse them in various 

ways. For this reason, the field of cryptography is very 

important and the cryptographers are trying to introduce new 

cryptographic method to secure the data as much as possible 

i.e. encryption of data and hiding data from unauthentic usage 

is very important. 

The word Steganography, with origin in Greek, means 

“covered writing,” in contrast with cryptography, which means 

“secret writing”. Steganography means concealing the message 

itself by covering it with something else. The covering media 

can be text, image, audio and video [3] [5].  

The technique which is used to transmit or deliver the secret 

image over the network is known as visual secret sharing 

scheme. In visual secret sharing scheme an image is broken up 

into n shares so that only someone with all n shares can decrypt 

the image, while n-1 shares reveal no information about 

original image. Each share is printed on a separate transparency 

and decryption is performed by overlying the shares. When all 

shares are overlaid the original image will appear. 

This basic model can be extended into a visual variant of the k 

out of n secret sharing problem [2]. The k out of n visual 

cryptography scheme is a type of cryptographic technique where a 

digital image is divided into n number of shares by cryptographic 

computation. In the decryption process only k or more than k 

number of shares can reveal the original information. Less than k 

number of shares can not reveal the original information. But 

there is also a high transmission risk because holding noise like 

shares will cause attackers attention and the shares may be 

intercepted. 

The method for reducing transmission risk is an important issue 

in VSS scheme. Proposed scheme generate two noise-like color 

shares using secret image and natural image. The natural image 

can be photos or hand-painted pictures in digital form. Instead 

of altering the contents of the images, the proposed scheme 

extracts features from natural image. This unaltered natural 

share is totally innocuous, thus greatly reducing the 

interception probability of shares. The generated two noise-like 

color shares are concealed using data hiding techniques and 

converted to meaningful shares in order to increase the security 

level during the transmission phase. The main objective of the 

proposed scheme is to reduce the incepted risk during the 

transmission phase. 

2. Related Work  

Researchers used Steganography techniques so that the secret 

message is embedded into an image (or any media) called 

cover image and then sent to the receiver who extract the secret 

message from the cover image. After embedding the secret 

message, the cover image is called stego-image. This image 

should not be distinguishable from the cover image, so that the 

attackers can’t discover any embedded message. 

Visual cryptography is a technique that encrypts a secret image 

into n shares, with each participant holding one or more shares.  

Anyone who holds fewer than n shares cannot reveal any 

information about the secret image. Stacking n shares reveal 

the secret image and it can be recognized directly by the human 

visual system. Sharing and delivering secret image is also 

known as visual secret sharing. Drawback of VSS scheme is 

that it suffers from high transmission risk as the shares are like 

noise which cause attackers attention and the shares can be 

intercepted. As the number of shares increases, it becomes 

more difficult to manage the shares, which never provide any 

information for identifying the shares [1].  

Researchers extended k out of n secret sharing to apply on 

color images. They proposed an algorithm to divide a digital 

color image into n number of shares where minimum k number 

of shares is sufficient to reconstruct the image. If k number of 

shares is taken then the remaining shares are (n-k).  In an image 
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if certain position of a pixel is 1, then in (n-k)+1 number of 

shares in that position of that pixel there will be 1. In the 

remaining shares in that position of the pixel there will be 0. A 

random number generator is used to identify those (n-k)+1 

number of shares[8]. 

Blundo proposed Visual Cryptography schemes for gray level 

images[13].  

Savita Patil used the concept of visual information pixel 

synchronization and error diffusion to attain a color visual 

cryptography encryption method that produces color shares 

[14]. 

Researchers enhanced the friendliness of VSS scheme by 

adding a simple and meaningful cover images to noise like 

share but the problem with this enhancement is that the 

recovered images are have reduced display quality 

Several papers investigated meaningful halftone shares [9]-[11] 

and emphasized the quality of the shares more than the quality 

of the recovered images. These studies had serious side effects 

in terms of pixel expansion and poor display quality for the 

recovered images, although the display quality of the shares 

was enhanced. Hence, researchers make a tradeoff between the 

quality of the shares and the quality of the recovered images 

and the pixel expansion of the image. 

3. Proposed Work 

Compare to conventional VSS scheme all the noise like share 

must be delivered carefully in high security manner, while it is 

required only for two meaningful shares in proposed scheme.  

The One Time Pad invented by Gilbert Vernam. In OTP the 

key has same length as the plaintext and chosen completely in 

random. At sender side modular addition or logical XOR is 

perform between each bit of plaintext and each bit of key to 

generate ciphertext. This ciphertext is sent to the receiver, then 

the original plaintext can be obtain at the receiver side by 

applying the same operation and the same key used by the 

sender for encryption  

In proposed scheme the idea of OTP is used. In encryption 

process instead of generating a secret random key, we extract 

feature from natural image and perform XOR with secret image 

to produce two meaningful shares. In decryption process, the 

features again extracted from natural image using feature 

extraction and then the extracted feature as well as two 

meaningful shares recovers the secret image.  

3.1 Feature Extraction Process 

There are some existing methods which can be used to extract 

feature from image. One can use any of the feature or more 

than one feature of image. 

 
 

 

 

 
 

 

 

In proposed scheme we use edge detection algorithm as a 

feature extraction method. You can use any edge detection 

method such as Sobel, Prewitt etc, to extract feature from 

natural image. 

3.2 Encryption   

The Encryption transforms a plain text message into cipher 

text. To encrypt a plain text message, the sender performs 

encryption, i.e. applies the encryption algorithm [7]. 

In the encryption phase, the extracted feature and the individual 

plane of secret image execute XOR operation to generate two 

noise like color shares. These two noise like color shares are 

concealed in cover images using Steganography to increase 

security level. Input images include natural image and secret 

image. Output images are two meaningful shares. 

3.3 Steganography 

Steganography is the technique of hiding information and 

making the communication invisible. In this way, no one who is 

not involved in the transmission of the information suspects the 

existence of the information. Therefore, the hidden information 

and its carrier can be protected [4]. 

A Steganography technique is used to conceal the noise-like 

color shares and further reduce intercepted risk for the share 

during the transmission phase. 

 

3.4 Decryption 

Figure 1: Encryption 

Figure 2: Decryption 



Khemutai Tighare1 IJECS Volume 4 Issue 6 June, 2015 Page No.12788-12791 Page 12790 

Decryption is exactly opposite of encryption. It transforms a 

cipher text message back into plain text. To decrypt a received 

encrypted message, the recipient performs decryption i.e. 

applies the decryption algorithm [7]. 

In the decryption phase, data extraction is used to extract two 

noise-like color shares from meaningful shares. The features 

are again extracted from natural image using feature extraction 

and then from the two noise-like color shares the original secret 

image is recovered. Input images include natural image and 

two meaningful shares. The output image is secret image. 

To increase further security both meaningful shares can 

transmit through different media such as one transmits through 

network and another sent by post.  

4. Experimental Result 

 

 

 
 

 

 

 

 
 

 

 5. Conclusion 

In VSS an image is broken up into n shares so all the noise-like 

share requires to deliver carefully in high security manner. 

Noise shares are subjected to the transmission risk. In proposed  

Figure 4:  Receiver 

 

Figure 3:  Transmitter 
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scheme only two noise-like shares are generated, which further 

hided using Steganography, thus reducing the transmission risk 

compared to conventional VSS.    
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