ijecs
OPEMACCEE WWW.1]eCs.in
International Journal Of Engineering And Computer Science ISSN:2319-7242

Volume 4 Issue 6 June 2015, Page No. 12750-12753

Proposed Method for Securing Image Using Visual Cryptography
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Abstract: With the rapid growth of digital media, it is becoming more prevalent to find a method to protect the security of that media like
images. An effective method for securely transmitting images is Visual Cryptography. The first algorithm in the field of Visual Cryptography
was proposed in 1994 by Naor and Shamir. After this many method has develop in the field of Visual Cryptography Information. In this paper
we have proposed new method for securing image. For this we have use Net Beans IDE 7. This method provides good security for image by
using simple (2, 2) secret sharing scheme.
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1. Introduction AN

Cryptography is a concept to protect data transmission over Decryption

wireless network. Data Security is the main aspect of secure E
data transmission over unreliable network. Data Security is a Original
challenging issue of data communications today that touches Image
many areas including secure communication channel, strong Fig 1.2

data encryption technique and trusted third party to maintain
the database. The conventional methods of encryption can only 1.2 Visual Cryptography

maintain the data security. [1][2][3] Visual cryptography is a cryptographic technique where
visual information (Image, text, etc) gets encrypted in such a
way that the decryption can be performed by the human visual

1.1 Cryptography ) _ system without aid of computers [5]. Human visual system acts
Cryptography is a key technology in electronic key systems. 55 a0 OR function. If two transparent objects are stacked

It is used to keep data secret, digitally sign documents, access together, the final stack of objects will be transparent.
control and so forth.[2] In technical terms, the process of Changing any of them to non-transparent, the final stack of
encoding plain image message into cipher (encrypted image) objects will be non-transparent [6].

messages is called as Encryption. Fig 1.1 illustrates the idea.

The reverse process of transforming cipher (encrypted image) 1.2.1 EXISTING SHARING SCHEMES

message back to original image message is called as This idea of secret sharing was proposed by Adi Shamir [7]
Decryption. Fig 1.1 illustrates the idea. [4] and G. Blakley [8] in middle of 1979. In 1983 another method
for secret sharing was proposed by Asmuth and Bloom
[9].Shamir” scheme is based on Polynomial Interpolation;
Blakley scheme is based on hyper plane geometry where as

Encryption Asmuth-Bloom scheme is based on Chinese Remainder
theorem.
c"";‘g‘g’;:' (2, 2) secret sharing [3]
This scheme divides the secret information S into 2 shares
Fig1.1 Let us suppose that these parts are, S 1, S2 in such a way that
Knowledge of any all 2 shares can reveal the secret
information.

Ankush Sharma, 1JECS Volume 4 Issue 6 June, 2015 Page No.12750-12753 Page 12750


http://www.ijecs.in/

Knowledge of 1 share will not reveal the secret information.

(2, n) secret sharing [10]

This scheme divides the secret information S into n number
of shares

Let us suppose that these parts are, S 1, S2...... Sn  in such
a way that Knowledge of any 2 shares can reveal the secret
information.

Knowledge of 1 share will not reveal the secret information.

(k, n) secret sharing[11]

This scheme divides the secret information S into n number
of shares

Let us suppose that these parts are, S 1, S2...... Sn
a way that

Knowledge of k or more shares among Si (i n) can reveal the
secret information.

Knowledge of less than k shares reveals no information
about the secret share.

This technique is called (k, n) secret sharing [10].

in such

(n, n) Secret sharing [12]

This scheme divides the secret information S into n number
of shares

Let us suppose that these parts are, S 1, S2...... Sn  insuch
a way that Knowledge of n shares can reveal the secret
information.
Knowledge of n-1 shares will not reveal the secret information.

2. Proposed Work

Quadrant Based (2, 2) Secret Sharing Visual Cryptography
Scheme

In this proposed technique we use (2, 2) secret sharing method
for encryption and decryption. In this technique we divide the
original Image in to 4 quadrants say Iq1, 192, 1g3, and lg4
Encryption:

This technique has the following steps:-

Step 1: Divide original Image into 4 different quadrants
i.e. 1q1, 1g2, 193 and 1g4.

ig2

iq1
Original | £
Image
g3 I1q4
Step 1
Fig2.1
Step 2:  Take the first quadrant of the original image i.e.

Iqgl and encrypt the 1st quadrant with (2, 2) cryptography
technique. When we apply (2, 2) secret sharing technique we
get sharel and share2 of the 1st quadrant.

Step 3:  Take the second quadrant of the original image i.e.
Ig2 and encrypt this 2nd quadrant with (2, 2) secret sharing
technique.  When we apply (2, 2) visual cryptography
technique we get share3 and share4 of the 2nd quadrant.

Step 4: Take the third quadrant of the original image i.e.
Ig3 and encrypt the 3rd quadrant with (2, 2) cryptography
technique. When we apply (2, 2) secret sharing technique we
get share5 and share6 of the 3rdquadrant.

Step 5:  Take the fourth quadrant of the original image i.e.
Ig4 and encrypt the 4th quadrant with (2, 2) cryptography
technique. When we apply (2, 2) secret sharing technique we
get share7 and share8 of the 4thquadrant.

After applying these steps we get the original image in the
encrypted form. If we divide the original image in 4 quadrants
then we get the 8 number of shares.

In general we can say that if an image is divided into AN
number quadrants then after apply (2, 2) visual cryptography
technique we get 2AN number of shares

Mathematically we can say:-

By using “Quadrant Based (2,2) Secret Sharing Visual
Cryptography Scheme”

If we divide Original image in AN quadrants.

Number of shares = 2AN.

Decryption:

In this process of decryption we retrieve the original image
by stacking the shares of the relevant quarter. After applying
encryption we got 8 shares and original image is retrieve only
by superimposing the share that are related to that quarter.

We have shares as follow sharel, share2, share3, share4,
Shareb, share6, share 7 and share8.

Stepl:  We take share 1 and share 2. If we have divide the
image in 4 quadrants that means we have 2*4 numbers of
shares. And each quadrant must have two shares. So share 1
and share 2 are related to the 1st quadrant. By stacking share 1
and share2 we get the 1st quadrant of the original image.

Step2:  We superimpose share 3 and share 4, after
superimposing these shares we get the 2nd quadrant of original
image.

Step3:  We superimpose share 5 and share 6, after
superimposing these shares we get the3rdquadrant of original
image.

Stepd:  We superimpose share 7 and share 8, after
superimposing these shares we get the 4thquadrant of original
image.

Step5:  after stacking the entire relevant share with each
other we retrieve the original image that we have divided into 4
quadrants.

' Stacking shares

\ a2 | 1g1 ]
= = \
SINnaraa + v
Fig 2.2

Purposed technique pictorial overview:-
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Purposed Technique Overview

Fig2.3

3. Practical Implementation of Proposed
Technique.

Steps1  We have an original Image | as shown Fig 2.1

OQusvew i Samirent ¥

AN AN

/V

/

Coavem )

Divide Image into Quadrants
Fig 2.1 Fig 2.2

Step:2  Divide the original image into 4 quadrants as
shown Fig 2.2.

Step3  Apply (2, 2) secret sharing Encryption to quadrant
1 shown in Fig 2.3

Ghaie 1 - Share 3 -
‘ - | -
Share 2 Anmre 4
Apply Visusl Encryplion Apply Visusl Encryption

Bhare 9 - Gharm 7
5\

Bl 0 - Sharm 0
Apply Viswal Enoryjien Apply Visual Enaryption

Fig 2.3

Step 4 Apply (2, 2) secret sharing Encryption to quadrant
2 shown in Fig 2.3

Step5  Apply (2.2) secret sharing Encryption to quadrant
4 shown in Fig 2.3

Step6  After applying Visual Encryption to the quadrants
the resultant shares we get are shown in Fig 2.4

Decryption

Step 1:  Stack the shares of 1st quadrant (i.e. Share 1&
Share 2) and we get image of 1st quadrant

Share 3 & Sham 4 _ Sharo 1 & Share 7

Share 5 & Share 6 Share 7 & Sharn 0

Quadrant 3 | Quadrant 2
(Uadrant 4 Quadrant 1

Fig 2.4

Step 2:  Stack the shares of 2nd quadrant (i.e. Share 3&
Share 4) and we get image of 2nd quadrant as
shown in Fig 2.5.

Step 3:  Stack the shares of 3rd quadrant (i.e. Share 5&
Share 6) and we get image of 3rd quadrant as
shown in Fig 2.5.

Step 4:  Stack the shares of 4th quadrant (i.e. Share 7&
Share 8) and we get image of 4th quadrant as
shown in Fig 2.5.

Step5:  Now manually combining all resulting images of
the quadrants which we have get form stacking the
shares.

Share 1

Share 2

Atfor Stashing Sharo 1 & Share 2

- S

‘- ——

After Stackiog Share § & Share §

Fig 2.5

Step6:  In this final step we get the original image as
shown in fig 2.6
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Fig 2.6

4. Conclusion

By using the proposed method we can encrypt the image
with high level of security even by using simple (2, 2) secret
sharing scheme. The proposed method is faster than other
schemes because it follow simple (2, 2) secret sharing scheme
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which generate only two share for encryption and required only
these two shares for decryption.

All shares are required to regenerate the original image,
missing of any share will not result in the reveling the original
image. We can also increase the security just by increasing the
number quadrants of image.

5. Future Work
The present work is concern to code a program in which
division, encryption and decryption are performed in different
modules, which increase the complexity of the proposed
technique. Further research in this technique allied to the
present study is suggested below:
1)To code a program which division, encryption and
decryption are performed in a single program.
2)To study the impact of image size in the proposed
technique
3)We will also implement the following method for the
audio encryption.
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