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Abstract - Cloud Computing is a model that focuses on sharing data and computation over a scalable 

network. This technology has grown as promising business concept to one of the fastest growing segment of 

the IT industry. However, the fact that Cloud Computing offers huge opportunity to IT industry. Despite the 

potential gains achieved from the Cloud Computing in the organizations which are slow in accepting it due 

to security and privacy issues associated with it. The other aspect of Cloud Computing is that, the cost 

oriented IT companies are now realizing that simply by processing into the cloud they can gain fast access 

business applications and share their infrastructure resources at negligible cost. Regardless of the fact that 

cloud computing offers great advantages to the end users in which several issues that are mandatory to be 

addressed. It is one of the major issues which hinder the growth of cloud technology.  

 

This paper introduces a full analysis of the Cloud Computing security issues focusing on the Cloud 

Computing types and the service delivery types 

. 
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1. Introduction 

The advancement in Information Technology (IT) 

industry demand a new computing paradigm that 

supports delivery of computing services on 

minimal charges without installing them at local 

computers. Cloud Computing technology is a 

flexible on demand network provide services to 

users on pay as per use basis. Currently this 

technology has grown from being a promising 

business concept to one of the fast rising segments 

of the IT industry. Cloud models may be 

distributed in terms of Software-as-a-service 

(SaaS), Platform as-a-Service (PaaS) and 

Infrastructure-as a-Service (IaaS). These models 

may be further divided into public, private and 

hybrid clouds. On the basis of cloud requirement 

of users, the vendor can isolate the cloud 

infrastructure from rest of the platform using its 

models. This paper presents various issues related 

to the cloud and section 2 gives the related work. 

Section 3 describes the security issues. Section 4 

raises about privacy and the last section 5 gives 

the conclusion of this paper 

 

2. Related Works 

Development in the field of network base 

computing and applications on demand have lead 

to an explosive growth of application models such 

as Cloud Computing. This technology has 

generated a lot of attention and competition in the 

IT industry and it is recognized as one of and the 

top ten technologies [1]. In the year 2008 Gartner 

recognized seven security issues that need to be 

addressed before endeavor consider switching to 

the Cloud Computing model [2]. The paper 

presents various security issues in adopting Cloud 

Computing technology environment [3]. Gartner 

identified seven security issues that need to be 

addressed before enterprises consider switching to 

the Cloud Computing model [5]. In addition, the 

multi-tenancy model and the pooled computing 

resources in Cloud Computing have introduced 

new security challenges [6] that require novel 

techniques to tackle with.  
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Figure 1. Cloud Providers. Top 500k sites by Cloud Provider. 

 

According to [9] major cloud provider provide 

500K site in the market because the IT industries 

are looking to move their internal company 

system to external cloud system because it reduces 

capital resources, IT maintenance costs and direct 

labor costs. The author pointed out the security 

vulnerabilities existing in the Cloud Computing 

model. They grouped the possible vulnerabilities 

into technology, cloud characteristics, security and 

control related [10]. The paper highlights high 

level security concerns in the Cloud Computing 

model such as payment, data reliability and 

privacy of important information [11]. The 

security challenges of the cloud service delivery 

model focusing on the software as a service model 

(SaaS) model [12]. The management of security in 

Cloud Computing focusing on Gartner’s list on 

cloud security issues and the findings from the 

International Data Corporation enterprise [13]. 

Solution to various cloud security issues differ 

through cryptography, particularly public key 

infrastructure (PKI), use of multiple cloud 

providers, consistency of application program 

interface, improving virtual machines support and 

legal support[14]. The major issues exist in the 

technology mainly related to security, privacy and 

power efficiency [15]. 

 

The above literature review exposed that there are 

several papers discussing issues and challenges in 

Cloud Computing, but this paper addressing 

mainly security and privacy issues with IT 

industries focusing on cloud services. 

 

3. Security Issues  

According to the survey of International Data 

Corporation (IDC), security is the biggest issue of 

cloud adoption in IT industries. The security 

issues can be of two types internal and external. 

The exterior risk is posed by different persons and 

organizations that do not have direct access to the 

cloud. On the other side internal security risk is a 

well-known issue which can be posed by 

organizational affiliates, current or previous 

workers and other parties that have received 

access to an organization’s servers, networks and 

data operations. 

 

As per the IDC (International Data Corporation) 

survey on clouds in 2008 to rate the challenges 

and issues for the on-demand model of cloud, the 

surprising figures come as seen below figure 

1.The graph simply states that security in cloud is 

the major challenge which causes both the 

architecture builder of cloud and its users to think 

over it before they go for real implementation. 

 
Figure2.  Rating the issues for the on-demand 

model of cloud. 

 

Confidentiality: 

It refers to the prevention of unauthorized 

disclosure of information. In the cloud system it is 

related to the different areas like traffic analysis 

with some intellectual property rights and an 

encryption.  

 

Integrity: 

This required that data should not be modified by 

unauthorized modification of data should not be 

made by authorized persons. The integrity is 

provided by two techniques are RAID (redundant 

array of independent disks) and the other is digital 

signature. 

Reliability and Availability 

Any technology’s strength is measured by its 

degree of reliability and availability. In this 

reliability denotes how often resources are 

available without disruption of data, and how 

often they fail. Availability can be understood as 

the possibility of obtaining the resources 

whenever they are needed with the consideration 

to the time it takes for these resources to be 

provisioned. 
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4. Privacy Issue 

Cloud Computing poses privacy concerns because 

the service providers may access the data that is 

on the cloud that could accidentally be changed or 

even removed posing serious business trust and 

legal consequences [16]. Privacy is a core issue in 

many challenges in cloud computing including the 

need to protect identity in order, strategy 

components during integration and transaction 

history. A successful identity theft exploit can 

result in privacy loss that affects a company due to 

loss of credibility with confidence and negative 

publicity. Privacy protection mechanisms must be 

embedded in all cloud security solutions. 

 

5. Conclusion 

Cloud Computing can be considered as an integral 

component of almost all businesses in near future 

and it is expected to change the landscape of IT 

industry. There are some down sides as well to 

Cloud Computing. Out of those down falls one of 

the major factors is security issues. This paper 

present a better understanding of security and privacy 

issues of Cloud Computing in IT industries. This 

technology has the potential to become a leader in 

promoting a secure, effective and economically 

viable IT solution in the future.  
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