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Abstract: Network level privacy can be categorized into four sub categories: Identity, route,  location and data pivacy.It is so challenging to 

achieve complete network level privacy due to the constraints like energy, memory and computation power imposed by the sensor nodes and 

constraints like mobility and topology imposed by the sensor networks and QOS issues like packet reachability and timeliness. In this paper 

we proposed a new identity routing and location algorithm that provides additional reliability and data privacy.This proposed solution 

protects the data from various privacy attacks such as eavesdropping and hop-by-hop trace back attacks. 
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1. Introduction 

 Wireless Sensor Networks (WSNs) can be defined 

as a self-configured and infrastructure-less wireless 

networks to monitor physical or environmental 

conditions, such as temperature, sound, vibration, 

pressure, motion or pollutants and to cooperatively 

pass their data through the network to a main 

location or sink where the data can be observed and 

analyzed. A sink or base station acts like an interface 

between users and the network. One can retrieve 

required information from the network by injecting 

queries and gathering results from the sink. 

Typically a wireless sensor network contains 

hundreds of thousands of sensor nodes. The sensor 

nodes can communicate among themselves using 

radio signals. A wireless sensor node is equipped 

with sensing and computing devices, radio 

transceivers and power components. The individual 

nodes in a wireless sensor network (WSN) are 

inherently resource constrained: they have limited 

processing speed, storage capacity, and 

communication bandwidth. After the sensor nodes 

are deployed, they are responsible for self-

organizing an appropriate network infrastructure 

often with multi-hop communication with them. 

Then the on-board sensors start collecting 

information of interest.  

 

Wireless sensor devices also respond to queries sent 

from a “control site” to perform specific instructions 

or provide sensing samples. The working mode of 

the sensor nodes may be either continuous or event 

driven. Global Positioning System (GPS) and local 

positioning algorithms can be used to obtain location 

and positioning information. Wireless sensor devices 

can be equipped with actuators to “act” upon certain 

conditions.  

 

 
  

 

 WSNs were initially designed to facilitate 

military operations but its application has since 

been extended to health, traffic, and many other 

consumer and industrial areas. A WSN consists 

of anywhere from a few hundreds to thousands 

of sensor nodes. The sensor node equipment 

includes a radio transceiver along with an 

antenna, a microcontroller, an interfacing 

electronic circuit, and an energy source, usually 

a battery. The size of the sensor nodes can also 

range from the size of a shoe box to as small as 

the size of a grain of dust. As such, their prices 

also vary from a few pennies to hundreds of 

dollars depending on the functionality 

parameters of a sensor like energy consumption, 
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computational speed rate, bandwidth, and 

memory. 

 

 

2. Literature survey 

Wireless Sensor Network basically consist of 

numerous sensors nodes and the wireless 

channel to connect the nodes and each node 

mainly consists of trans receiver section, ultra-

low power digital signal processor or 

microcontroller/microprocessor, external 

memory , various interfaces for data collection 

and power section. Number of nodes in any 

network varies from hundreds to thousands 

which makes it different than other wireless 

networks and therefore WSN is complex and 

challenging to control and maintain on 

continuous basis. As data is moving from 

various sensor nodes in the network the issues 

related to sensor data collection, data formatting, 

data transfer, data speed, data security and 

privacy, power optimization and power 

management, memory space and computational 

limitations, time delay and synchronization of 

the complete process and other related aspects 

opens new fields of research. Wireless Sensor 

Network works in environment conditions 

especially where wired connections are not 

possible. Wireless sensor nodes consists of 

different types of sensors such as magnetic, 

thermal, visual, seismic, infrared and radar, 

which are able to monitor a wide variety of 

physical and environmental conditions. 

The privacy schemes that have been proposed 

for wireless sensor networks are 

 Phantom routing scheme which prevents 

the attacker from knowing the location of 

the source[1].The major advantage of this 

scheme is source location privacy 

protection. 

 Phantom single-path routing scheme in 

which a packet will be forwarded to the 

destination using a single path routing 

strategy such as shortest path routing[2]. 

 Simple anonymity scheme which uses 

dynamic pseudonyms instead  of true 

identity  during communications but it is 

not memory efficient[3]. 

 Cryptographic Anonymity scheme which 

uses keyed hash functions to generate 

pseudonyms. It is memory efficient but it 

needs high computation power[3]. 

 Cyclic Entrapment method which 

minimizes the chance of finding out the 

source node location[4]. 

 Geographic random forwarding scheme is 

based on broadcast transmission. The 

sender only requires the position of 

source and the destination[5,6]. 

 Simple forwarding over trajectory scheme 

is based on broadcast transmission and 

doesn’t maintain neighborhood position 

and states[7]. 

 Secure implicit geographic forwarding 

scheme is based on implicit geographic 

forwarding protocol. This protocol 

provides data, route and location 

privacy[8]. 

 

 
 

 

 

 

3. Proposed work 
 

A new Identity, Route and Location (IRL) privacy 

algorithm is proposed that ensures the anonymity of 

source node’s identity and location. It also assures 

that the packets will reach their destination by 

passing through only trusted intermediate nodes. 

  

A wireless sensor network (WSN) is composed of 

large number of small sensor nodes that are of 

limited resource and densely deployed in an 

environment. Whenever end users require 

information about any event related to some 

object(s), they send a query to the sensor network 
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via the base station. And the base station propagates 

that query to the entire network or to a specific 

region of the network. In response to that query, 

sensor nodes send back required information to the 

base station. Links are bidirectional. Also, sensor 

nodes use IEEE 802.11 standard link layer protocol, 

which keeps packets in its cache until the sender 

receives an acknowledgment (ACK). Whenever a 

receiver (next hop) node successfully receives the 

packet it will send back an ACK packet to the 

sender. If the sender node does not receive an ACK 

packet during predefined threshold time, then the 

sender node will retransmit that packet. 

 

4. Implementation 

 
A wireless sensor network is quite simply a 

handsome number of wireless sensor nodes set in 

one or the other network format (for example mesh 

or star). 

 These wireless sensors can be used to 

monitor either physical or environmental  

 

 

conditions like temperature, sound pressure, 

etc. 

 They are capable of taking the reading and 

passing their data through the network to a 

main or center location. 

 Such networks initially came into existence 

as a military application for battlefield 

surveillance and is today being used in many 

industrial and consumer applications. 

 It is important to note the several design 

factors that have been laid out by many 

researchers. 

 The ability or a sensor node to maintain the 

sensor network functionalities without any 

interruption caused due to sensor node 

failures can be considered as a measure of its 

reliability. 

 There are many reasons why sensor nodes 

fail. For example they may fail due to the 

lack of energy, due to physical damage, 

inactivity, a communication problem and 

even environmental interference. 

 

Algorithm 

 
 

DATA FLOW Diagram 

 

5. Result and Analysis 
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Build the process element(proc) and other sensors 

where proc is the main module  which sends or 

receives the data from the sensors 

 
 

 

 

 
 

All the three sensors are synchronized with the proc 

element and hence a safe data transmission takes 

place 
 

 
 

 

6. Conclusion 
Existing privacy schemes of WSNs only provides partial 

network level privacy. Providing full network level privacy is a 

critical and challenging issue due to the constraints imposed by 

the sensor nodes (e.g.,energy, memory and computation 

power), sensor network (e.g., mobility and topology) and QoS 

issues (e.g., packet reach-ability and timeliness).  

Therefore, in this paper we proposed a new identity, route and 

location based algorithm and how to integrate data successfully 

among the sensor nodes from a base or link node using wireless 

toolkit.  
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