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Abstract: Mobile devices makes the mobile crowd sourcing is possible, since the mobile devices are everywhere in a
tourism(theme)/network if a requester(travel agency) crowd, sources the data from worker(tourist). However data collection aggregation and
data analysis have become challenging problems for requester when the volume of data is huge which is categorized as Bigdata. The data
analysis includes set operations like intersection, union, and complementation for filtering redundant data and pre-processing raw data.
theme is a necessity of data exchange between the worker, requester for better analysis of the interested worker. But workers may not be
willing to participate if the privacy of their sensing data and identity are not well preserved in the untrusted cloud. Hence, the proposed
work, establishes the usage of cloud to compute the intersect operation between the requester and the workers data. Also preserves the
workers identity and accessible data. This paper says that use of cloud to compute set operation for the requester, at the same time workers
data privacy and identity privacy are well preserved. And also, the requester can verify the correctness of set operation results on the dataset
sourced by workers and send to the cloud. With this batch verification and data update are comparatively increased and reduce
computational costs of the system.
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1. Introduction

Crowdsourcing is defined as the practice of obtaining needed
services or content by soliciting contributions from a large
group of workers. Recently, with the rapid development of
mobile Internet and mobile social networking techniques, the
scope of crowd problem-solving system using mobile devices
has been broadened and the traditional Internet Crowdsourcing
is evolving into a new paradigm, i.e., Mobile crowd sourcing
(MCS), Which facilitates the increasing number of mobile
device users to participate crowdsourcing tasks.

Mobile crowdsourcing enables a task owner to obtain data
from a large number of smartphone users, and further perform
data analysis on the aggregated data. The task owner is also
known as the requester, while the participating smartphone
users are mobile workers who will collect and/or sense the data
for the requester. With the development of the low cost sensing
devices, many sensors have been embedded on mobile devices,
such as GPS, accelerator, gyroscope, digital compass,
temperature sensors, etc. More sensors measuring humidity, air
quality, chemical, barometer, and biomedical information can
be Equipped into smart phones or connected via wireless
technologies. These affordable sensor-rich smart phones make
them capable of sensing the

environment around people and people’s physiological data as
well. In mobile crowd sourcing, requester can make use of the
data crowd sourced from mobile worker’s to achieve certain
tasks. For example, transportation management bureau can
utilize the speed data reported from the commuters to analysis
the traffic condition. Obviously, mobile crowd sourcing as
many advantages : first, the ubiquitous smart phone users cover
a large geographic area, which makes data and information
divers and rich; second, the requester does ‘not need to deploy
specific sensor networks or employees to collect the targeted

data; third, workers can receive rewards such as reputation and
revenue from the crowd sourcing participation.

Set operations or often used in data processing. For example,
travel agencies want to know the most popular places that the
tourists have visited during holidays. Here, the data from
worker (tourist) will be a set, and thus the requester (travel
agency) needs to find the intersection of all set. Set union may
be used to merge different data bases collected from different
database owners. Set difference is use full one requester wants
to find the unique feature of one database compare to another.
When the number of workers is very large, the requester
requires huge amount of storage space for storing the crowd
sourcing Bigdata even if each worker’s data is relatively
small.as a result, a storage limited requester is not able to
handle the above. Taking step for that, even if the requester can
store all collected” Bigdata” , the data processing and analysis
maybe another stumbling block when he /she lacks
computations capability.

An untrusted cloud may return a wrong set operation result
to the requester. When computing set operations, the cloud may
discard some data sets to reduce expense. Facing these
challenges, we propose a verifiable set operation in Bigdata for
could assist mobile crowd sourcing. Our solution leverages the
cloud to release computation burden of the requester while
preventing all the above security and privacy issues. With our
scheme worker’s data and identity privacy are well preserved.
Meanwhile, the requester can verify the correctness of the
result retrieved from the cloud. We also extend our scheme to
support data preprocessing, batch verification, and
efficient data update.

1. Related work

2.1. Private Set Intersection:
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Many workers have been done to achieve private set
intersection(PSI). PSI enables two parties to compute the
intersection with private input and only the intersection is
known to each party. The first protocol for PSI is proposed in
Kissner et al. use polynomial representations to solve set
operations between two parties, and utilize paillier Crypto
system to protect the privacy of polynomial when trusted third
party is not available. Private set intersection with linear
complexity is proposed. Dong et al. make use of new variant of
bloom filter to achieve efficient PSI. bloom filter and
homomorphic encryption are used to achieved outsourced
private set intersection. All of these works can achieve private
set intersection, however, none of them offers verifiability of
the result. Thus,none of them can be applied in our work
directly.

2.2 Verifiable Computation:

Verifiable computation was introduced and formalized by
Gennaro et al. which enables a resource-limited client to
outsource the computation of a function to one or more
workers. The workers return the result of function evaluation.
The client should be able to efficiently verify the correctness of
the results. After that, many workers have been done to
achieve verifiable computation. In they propose the first
practical verifiable computation scheme for high degree
polynomial function. Fiore et al. propose a solution for publicly
verifiable computation of large polynomials and matrix
computations, where anyone can verify the correctness of the
results. Popamanthou et al. study the problem of
cryptographically checking the correctness of outsourced set
operations performed by an untrusted server, and the sets are
dynamic. However, all of them are designed for verifiable
computation over plaintexts where data privacy is not
considered. Verifiable computation for encrypted data is
provided. This protocol allows multiple clients to upload their
datasets and obtain the intersection from the cloud. Guo et al.
propose a verifiable computation over encrypted data for
mHealth systems, where a paitent can ask the cloud to evaluate
a polynomial over his encrypted personal health record, and
verify the correctness of the evaluation result. Although can
achieve verifiable computation over encrypted data, they are all
two party architecture, which is not suitable for our scenario.
scenario.

3. Frame work

System Architecture:

Thmsd koot

Fig.1 System Architecture
3.3 System initialization

The system consists of Trust Authority (TA), Cloud, Requester,
Workers. TA is responsible for initializing the whole system
which includes registering workers, requesters and the cloud,
generating public parameters, and distributing keys, and
maintaining the system. TA may be offline unless a dispute
arises. The requester wants to obtain the intersection set of the
workers’ data sets. However, due to his/her limitation on the
storage and computation capability, the requester will delegate
storage and most of the computation tasks to the cloud. The
cloud receives the delegation requests from the requester and
the encrypted data sets from mobile workers, then it computes
the intersection set for the requester. The cloud also needs to
provide some proof information to prove the correctness of the
result.

3.2 Crowd sourcing

Under Crowdsourcing, users cover a large geographic area,
which makes the data and information diverse and rich; second,
the requester does not need to deploy specific sensor networks
or employees to collect the targeted data. User uploaded data
are stored in the cloud after encryption.

3.3 Data Encryption

The data privacy is preserved through encryption. The
requester will get the computation result from the cloud
together with a proof information. Every worker W generates
his data set D, and encrypts it with kp. The data will be signed
with ring signature before sending to the cloud. After receiving
encrypted data sets from all workers, the cloud verifies the
authenticity of each of them, and computes the intersection set
based on the encrypted data sets. Then the cloud sends the
result together with its corresponding proof information to the
requester. Finally, the requester decrypts the result and checks
its correctness.

3.4 Set operation and verification

Set operation is performed when the workers are uploading
data to cloud. Supposing the range limit set defined by the
requester is SR, which means all valid data should be within
SR. Worker Wx has data set Dx. There are four possible
relationships between SR and Si. When the requester delegates
the set intersection computation to the cloud, the cloud needs to
excludes set Dx if the relationship between Si and SR, which
means Dx contains at least an element that’s not in SR

3.5 Data Dynamic and verification

To reduce the cost on processing the operation on collected
data, we need to carefully exam the reported data. Normally,
the requester has a specific range requirements on the data set.
The requester may determine that only sets of a specific range
of tourist sites are eligible for the computation of intersection.
This is especially useful for improving efficiency and accuracy
in big data analysis, because it will greatly reduce the
unnecessary raw data for data processing. The requester needs
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to compute a hashing set, based on relationships the cloud finds
out all sets Si which satisfies requester conditions.

4. Implementation

4.1 Design

As shown in Fig. 2, our Design mainly consists of four entities,
the mobile workers (W), the requester (R), the cloud (C), and
the trusted authority (TA).

» Trust Authority (TA): TA is in authority for make ready
the complete system which contains registering
workers, requesters and the cloud producing public
parameters, and allocating keys, and preserving the
system. TA may be disconnected without a dispute
arises.

» Cloud: The cloud receives the assignment requests from
the requester and the encrypted data sets from mobile
workers, then it calculates the intersection set for the
requester. The cloud also wants to provide some proof
information to verify the rightness of the result.

» Requester: The requester needs to get the intersection
set of the workers’ data sets. However, due to his/her
control on the storage and computation capability, the
requester will representative storage and most of the
computation tasks to the cloud

» Mobile Workers: Mobile workers refer to those who
have smartphones and are willing to contribute data to
the requester’s tasks. Each worker generates her own
data set, and encrypts it before sending it to the cloud.

Trused Auhaoty

Fig.2 : Design

» Security Model
In our security model, the TA is fully trusted and will not be
breached by any adversary. The security requirements for other
entities are given below.

e Mobile Workers: In our scheme, a worker’s data set
should be kept confidential from other workers and
the cloud.

e Requester: The security requirement for the requester is
that he should be able to verify the correctness of the
computation result received from the cloud.

e Cloud: In our model, the cloud is curious but honest. It
should not be able to know workers’ data sets or the
intersection set.

We have three main objectives for our privacy-preserving
verifiable computation of set intersection for mobile
crowdsourcing. First, the cloud can compute the intersection set
of the workers’ data sets without knowing the content and
source of the data sets, thus workers’ data privacy and identity
privacy are well preserved. Second, the requester can verify the
correctness of the intersection set retrieved from the cloud.

Third, to better adapt the privacy requirements for the collected
big data, the proposed scheme should be scalable and efficient
for processing huge volume of reported data

Notation used in our implementation

Notation Description

M Total number of mobile workers

W, Worker

P Prime order of group G,°r and Z»

g Generator of group G

(kp,. kpriv,) Public/private key pair of worker

(kp. kpriv) Public/private key pair of requester

shk Keyed hash function

D, Data set of worker Wz

Ly Ciphertext set of Px

H, Hashing set of P

u Upper limit of |2z

Np Intersection set of all data sets

Ny Intersection set of all hashing sets

N Set of ciphertexts whose plaintexts
are elements in Vo

Table 1

4.2 System Initialization

TA first generates necessary parameters and keys for the
system. Then, TA registers all workers, requester and cloud
into the system. We present the two steps as follows. Main
notations are listed in Table.l.

e General Setup: Given the security parameter k, TA

generates the bilinear parameter (p, G579 ). Also, a hash
function He0:[10I" = 2, is gefined. TA chooses a random
value d < Zp, and computes 8%8%. . 8% Then TA

publishes

{p.G e85 8% u.g® Holy

o Entities Registration: Assume there are m mobile workers
in the system{®i-Wz: Wil For each workert | TA

assigns him a public/private key pair (¥Px:¥PTivx) where
kprivy —a, € R R zp and *Px = 8 . TA registers the cloud
and the requester by sending the private/public key pairs

(kprive, kpe) = (@.9% ) and (kpriv, kp) = (A" ) to the cloud
and the requester respectively, where ®: and x are random
number from Zp. Besides, both requester and workers obtain

the encryption key for a private hash function H(H:c ): G
Zp..

In our scheme, the plaintext space is group G, while the data
space could be of any type. Therefore, the requester needs to
build a mapping table between the data space and the plaintext
space for every task T. The mapping table can be built as
follows. The requester first defines a data space for the
collected data. Then for every element in data space, a new
random element in plaintext space G is chosen. The mapping
table for the task is public to all. Then he sends T and kp as a
task to the cloud. After receiving T and kp from the requester,
the cloud broadcast the task to all the workers. When a worker
receives the task from the cloud, she generates a data set based
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on task tag T , and maps every element in data set to element
in plaintext space according to the mapping table provided by
the requester to get her plaintext set , where ni is the
cardinality of , and , y = 1, 2, .... In the following, we assume
every worker will map her collected data set to plaintext set
automatically, and wuse data set and plaintext set
interchangeably. Then, a worker needs to perform the
following steps.

» Data Encryption :
Given Data set Dy = IS0 Sx20 "’51-”1'}
And Requester public key is *? = g
Worker Wi chooses " random values % ¥
Where y=1,2,3....M
Computes ciphertext set Cx
':r__r = {ﬂx_lJ Cxgenen

eERIp

i Cym;

Where Cxy is computes as follows:
Cr__].‘ = {grx-l',mx_}., kprx}'}
e Data Hashing :

Given data set 0x = 1S2,00 Sxa """sx.r!i}

And the shared secret hash key shi,
Worker Wi computes the
Hx = {h'x_i* h‘x_:* waewrns h‘x_r!x}
Where "=y is computed as follows,
hyey = H(shky.5,5)

4.3 Batch Verification

e Signature Generation:
When finishing the above three steps, worker Wi will

compute her signature on acc(Hy) The original ring signature
scheme is described Given all

worker’spublickeys(¥P1: kP2 - woos ki), ““""’{Hr], and her
byyERz,

hashing set

private key kpriv, worker W' randomly chooses “x.y

for all the other workers " | where y=1,2,..,my¥x and
computes
Sigyy =g

1

) ( M, )Fﬁp Tty
5i =|=—
e H_}':r '[‘:VJ'-".EI'J'

The ring signature for
S, = SiGx 151G, 20 -+ 51 m) . However, in real life,
when the number of workers t is large and workers are
distributed over a wide area, it’s very time-consuming or
impossible for a worker to communicate with all the other
workers to get their public keys. Therefore, we cannot directly
apply the above ring signature. Instead, we assume every
worker belongs to a ring signature group, and all workers in the
same group are in proximity with each other. We use Kito
denote the index set of workers who are in the same signature
group as Wi, and Mmin| Kl = Mimax where Mminand Mmax are
the minimum and maximum number of workers in any
= {5:-31__1.'}

acc(H,) is

signature group. Then, We’s ring signature is **9vm
,¥ € Ky where
i _ ( M, Ji:p:rrl?l;Jr
SL.EI.I - ]-[_1.'3-7( R_ﬂ_i'l’..}'

4.4  Intersection Computation:

After successful verification of the ring signatures, the cloud

computes the intersection set for the requester. Define Np as
the intersection set of the original data sets

{D1,D2, e ""D?‘J‘l}, i.e.,
Ny-{D;nD,N ....n D}

. Because all data sets {Di!ﬂz’ e JDm} are encrypted by
workers before being sent to the cloud, the cloud is unable to

find Vo for the requester based on the ciphertexts. Instead, the
cloud needs to find all the ciphertexts whose plaintexts

correspond to the intersection set Np, Assuming Sxy £ No, for
some x’s and y’s, then we define V= as the set of ciphertexts
Cxy of all elements =y € Vo
Ne={Ceylsey €N,

The cloud derives Mo
{Hy, Hy, oo H m} because Sxy and ™=y are one-to-one

mapping, Yz is equivalent to VZ  where
NH=H,OHy 0 .N Hy,

1. Take #1 and 2 as an example,

based on hashing sets

where H1= {hm Ry g hl_ﬂi}and

Halhysi by i by i

h.j___ﬂ = h:_q, 1=p=m.l=rn then

S1p = 529 S1p € D1 gnd 524 € D2 This means that
Sip (or S2q)E DiN Dy 1§51 € D1 N Ds for g x =1,
2, ..., m, then the cloud knows that €= € Ve, After
comparing every pair of elements hep € Hx and

Hyz € Hy the cloud finally obtain V=andVe.

5. Result and Discussion

Parameters setup

Parameters values
Group order 128 bits
Number of workers M 10000 to 50000
Size of data set D 1000 to 5000
Size of intersection set 50 to 250

Table 2
Batch Verification:

To make verification more efficient, we propose batch
verification. When there are 104 workers and each worker has
1000 elements in the data set, the data volume is at least 108
Bytes. The computational cost is high even for the cloud. We
show the cost reduction at the cloud when batch verification is
used in Fig. 5(a). The cost reduction at cloud is 34.1s when
there are 104 workers, and 155.8s when there are 5 times 104
workers. The cost reduction at the requester is also very
obvious, as shown in Fig. 5(b). When there are 5 time
104workers, the cost reduction for verification can be 840s,
which is a great improvement compared with original cost of
912s.
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Fig.5(b) cost of verification

6. Conclusion:

In this paper we proposed a scheme to enable the requester to
delegate set operations over crowd sourced Bigdata to the
cloud.so that it can achieve worker’s data and identity privacy
are preserved,data pre-processing, batch verification, and data
updates.
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