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Abstract:  Wireless Sensor networks (WSNs) have become the most interesting regions of exploring in the 21st century. WSNs include a 

large number of sensor nodes, actuator nodes, gateways, and clients. Recent progress in wireless technologies has facilitated the vast variety 

of uses of WSNs in the military, traffic observation, target tracking, environment monitoring, healthcare monitoring, and so on. The 

designers of WSNs have been faced many new challenges, like sensed quantities, the size of nodes, and nodes’ autonomy. As a result, 

improved solutions to these confront and perfections in the modern technologies are required. The prospect expansions in sensor nodes must 

construct very influential and expenditure effective devices so that they may be used in applications. This paper also describes the modern 

research challenges for WSNs. And finally it reviews a number of security methods presently planned or implemented in WSNs. 
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1. Introduction 

Currently, WSNs have been analyzed as one of the most 

significant technologies for the 21st century [1]. For Example, 

China has integrated WSNs in their national tactical research 

agendas [2]. WSNs can, in general, be described as a network 

of nodes that considerately sense and may direct the 

environment, enabling dealings between users or computers 

and the adjoining environment [3]. As a result, the 

commercialization of WSNs is increasing up and many latest 

technology companies are rising such as Crossbow 

Technology (connecting the physical world to the digital 

world) and Dust networks. Today, industrial computerization 

is one of the most imperative areas of WSN applications. WSN 

are being used in many engineering and civilian application 

areas, including industrial process monitoring and control 

described by Gang Zhao (2011), machine health monitoring 

described by Pooja Rai, Sourav Dhar, Depanjan Bhattacharjee 

(2015), environment and habitat monitoring, healthcare 

applications, home automation, and traffic control presented 

well by Dr. Deepti Gupta (2015) and Hadim (2006) [4]-[7]. 

 

2. Latest Trends in WSNs 

 
Latest trends in wireless sensor technologies have facilitated a 

wide choice of applications of WSNs in military sensing, 

target tracking, environment monitoring, traffic observation 

(Management and Monitoring), healthcare monitoring, 

security and privacy concern and so on. At this point, such 

type of Latest Trends in WSNs and their applications in 

different grounds are presented by I.F. Akyildiz et al. (2002). 

Some of the latest trends are discussed in Table-1. 

 

 

Table 1: Latest Trends in WSNs 

Current Trends  Description 

Smart Electricity 

Consumption 

Services 

Smart electricity consumption services depend on a physically powerful power network and the concept of 

present organization, based on highly developed metering, high-efficiency control, high-speed 

communication, and fast power storage tools, real-time communication between power networks. Presently, 

some regional power companies of SGCC have begun to use the automatic meter reading system based on 

WSN technology. For example, Liaoning Province Electric Power Limited Company has approved WSN-

based electric energy data acquirement system for more than 25000 households. WSNs can join the 

workstation tools of the sender side and the receiver side with sensors to build a complete interactive 

network for electric energy consumption information and understand electricity information acquirement in a 

difficult environment [8]. 

Smart Water 

Networks 

Conventional technology systems are not typically created to monitor possible pollutants, as a result to track 

and manage the most difficult pollutants and also to monitor air born pollutants new sensors system need to 

be used. The information collected can not only be used as a key performance indicator (KPI) dashboard but 
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also be used to forecast water superiority based on instant monitoring of associated events, such as artificial 

(manmade pollution) or environmental (climate) events [9]. 

Sensing of Traffic 

Flows 

Wireless technology can be valuable in reducing consumption costs of traditional wired sensors; it does not 

have a direct effect on the accuracy or usefulness of the measurement results [10].  

Environmental 

Monitoring 

Environment pollution, sudden natural and ecological disasters and man-made damages are still the major 

environmental problems that need to be resolved at present. Early detection, alarming and initiation of 

emergency measures are key steps to avoid great environment disasters. Great sensing skill and large 

exposure of detecting area can make an instant and on all sides monitoring the environment. In WSNs, a data 

fusion and intelligent detection technology can increase the alarming efficiency. As a result, it is reasonable 

to predict that WSNs will play a vital role in the warning and forecast of the flood, forest fire and water 

pollution, etc.[11] 

Defense The quick use of, self-organization and fault tolerance characteristics of sensor networks construct it a very 

hopeful sensing technique for military C4ISRT. Critical territories, approach routes, paths and channels can 

be quickly sheltered with sensor networks and strongly observed for the activities of the divergent military 

[12]. 

 

 

3. Current Issues on WSNs 

 
The key issues that change the blueprint and action of a 

wireless sensor network discussed in Table 2:  
 

Table 2:  Current Issues on WSNs 

 

 
Current Issues Description 

Hardware and 

Operating System 

A Sensor is a device which senses the information and transmits the same on to a mote. Sensors are used 

to measure the changes to pressure; humidity, sound, vibration, blood pressure, stress and heartbeat [13]. 

A Mote is a collection of processor, battery, Audio Digital converter, memory for connecting to a sensor 

and a radio transmitter for forming an ad hoc network.  A Sensor and Mote collectively form a Sensor 

Node. 

Wireless Radio 

Communication 

Features 

Working of wireless sensor networks depends on the quality of wireless communication and the wireless 

communication in sensor networks is known for its irregular temperament. Main challenges for 

communication in WSNs are Low power consumption, Multi-hop networking, and Error control 

subsystems to detect errors [14]. 

Deployment Setting up an operational sensor network in an actual world environment [14]. Sensor nodes can be 

deployed through placing one after another in a sensor field or through dropping it from a flat surface. 

Localization Sensor localization is a primary and critical matter for network management and process. Setting the 

physical location of the sensors after deployment is known as the problem of localization. 

Synchronization Time synchronization is an important service in sensor networks. In a sensor system it will help to process 

and analyze the data correctly and predict future system behavior [15].  

Network Layer 

Issues 

At the network layer, different techniques are founded for discovering energy efficient routes and for 

relaying the data from the sensor nodes to the BS so that the lifetime of a network can be optimized [16]. 

Security In WSN, security is not only being positioned in front line purposes but also for inspection, building 

monitoring, and intruder alarms and in grim systems (airports and hospitals). 

 

4. Security Attacks on WSNs  
Many types of security attacks cause to be broadcast in 

Wireless sensor networks due to its very weak and susceptible  

 

signals. The security threats and attacks in wireless sensor 

networks are discussed in Table-3. 

 

Table 3: Main Security Attacks on WSNs 
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Name Description 

Traffic analysis Traffic analysis is the process of catching and investigating communication posts in order to presume 

information from patterns in communication [17]. 

Denial-of-service 

attack (DoS attack) 

It is an effort to make a computer sources unavailable to its anticipated users [18]. Builders of DoS attacks 

normally corrupt sites or high-profile web servers such as banks, credit card payment gateways, and 

domain name. 

Replay attack A replay attack is a violation of protection system in which relevant data is stored without approval and 

then present to scam the recipient into illegal procedures such as false recognition or authentication or a 

replicate operations [19]. 

Interference and 

Jamming 

Radio signals can be jammed or interfered with, which causes the message to be corrupted or lost. If the 

intruder has an influential transmitter, then it will be generated a strong signal to overpower the targeted 

signals and disturb communications [20]. These types of signal jamming are known as random noise and 

pulse. 

Data forwarding 

phase 

In the network layer, some attacks hit data packet forwarding phase. In this phase, malicious nodes do not 

send the data packets constantly according to the routing table. Malicious nodes simply drop data packets 

without any acknowledgment, change data material, hold-up forwarding real-time data packets selectively 

or insert garbage packets [21]. 

Rushing attack Two schemed attackers use the tunnel process to make a wormhole. The tunneled packets can propagate 

faster if a fast transmission path and dedicated channel shared by attackers, exists between the two finishes 

of the wormhole, rather than a normal multi-hop route. This causes the rushing attack. These attacks can 

act as a valuable denial of service attack beside all currently proposed on-demand WSN routing protocols 

[22]. 

Resource 

Consumption Attack 

In Resource consumption attack a compromised node can try to use battery life by forwarding needless 

packets to the fatality node [23]. 

Session hijacking In the TCP session hijacking attack, the attacker take-offs the sufferer’s IP address determines the correct 

sequence number (expected by the target) and then performs a DoS attack on the sufferer. A session 

hijacking over UDP is the same as over TCP, apart from that UDP attackers do not have to worry about the 

transparency of managing sequence numbers because it is a connectionless protocol [24]. 

Malicious code 

attacks 

Malicious code (viruses, worms, spyware, and Trojan Horses) can attack both operating systems and user 

applications. Typically these malicious programs can spread itself through the network and cause to slow 

down or even damage the computer system and networks [25]. 

Location disclosure 

attack 

An attacker discloses information about the position of nodes or the composition of the network such as a 

route map and then plans further attack scenarios [26]. 

 

 

5. Security Methods for the Wireless Sensor 

Networks 

 
In the current era, WSN security has concerned with the 

interest of a number of researchers all over the world. In the 

matter of security, the main idea followed by the Wireless 

Sensor Networks is to have a fundamental approach, so as to 

expand the performance of the networks with respect to 

protection, durability, and interconnectivity under the varying 

ecological circumstances. Table 4 shows an amendment of 

various projected or implemented security methods based on 

the type of WSN attack [27], and their key features. 

 

 

 

 

Table 4: Different Security Methods applied to Wireless Sensor Networks 

Security methods Attacks Main features 

JAM [28] DoS attack Point to point nodes used to stop avoidance of the jammed region. 

Based on Wormhole [29] DoS attack Utilizes Wormholes to avoid jamming. 

Random key pre-distribution, radio 

resource testing, etc. [30] 

Sybil attack By using radio resources, random key pre-distribution, registration 

procedure, verification of position, and code testing Sybil entity attacks 

are detecting. 

Two-directional verification, Hello flood Two-directional verification and multiple base station routing and multi-
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multi-base station routing, 

Multi-routing [31] 

attack routing are used. And also adopts a secret, probabilistic, sharing 

compartment.   

Based on communication security 

[32] 

Information or 

data spoofing. 

Efficient use of the resources. Protects the network even if part of the 

network is compromised. 

Pre-distribution of random key 

[33] 

Data and 

Information 

spoofing. 

Attacks 

Information in 

transit. 

Provides flexibility in the network protects the network, even if part of 

the network is compromised, provides authentication measures for 

sensor nodes. 

REWARD [34] Black-hole 

attacks 

Uses geographic routing and takes advantage of being the sender to see 

the nearer transmission and detects black-hole attacks. 

TinySec [35] Data and 

Information 

spoofing, the 

messages repeat 

the attacks. 

Centered on providing message authenticity, integrity and 

confidentiality messages works in the link layer. 

SNEP y μTESLA 

[36] 

Data and 

Information 

spoofing, the 

messages repeat 

the attacks. 

Semantic security, Replay protection, data authentication, low 

communication overhead. 

 

5. Conclusion 

 
Wireless Sensor Network is the major field in recent trends. 

Major issues of WSNs are discussed in this paper, and various 

types of attacks are also discussed. Major attacks in network 

layer are Wormhole attack, Denial of Service. The attack which 

interrupts the routing, communication facility, and network’s 

functioning. The choices of eligible sensor nodes are depending 

on their power levels and association with a number of nodes in 

the transmission area. Most security attacks in WSNs are caused 

by the insertion of false data by the compromised nodes within 

the network. This paper presents the requirements, the different 

types of security attacks. 
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