
www.ijecs.in  

International Journal Of Engineering And Computer Science ISSN: 2319-7242     

Volume 4 Issue 8 Aug 2015, Page No. 14015-14018                                      

 

 

Deepa Malviya, IJECS Volume 4 Issue 8 Aug, 2015 Page No.14015-14018  Page 14015 

Handful Trends in the Banking Security 
 

Deepa Malviya 

 M.Tech (Software Engineering), Department of Information Technology,  

Suresh Gyan Vihar University, Jaipur (Raj.) 
 

ABSTRACT- The paper presents the current trends which are being faced on in the field of the security in 

the banking. Online banking has become progressively necessary to the profit of economic establishments 

because the range of consumer’s victimization on-line banking will increase, and on-line banking systems 

have become additional fascinating targets for criminals to attack.  To  maintain  the  customers’  trust  and 

confidence  in  the  security  of  any on-line  bank  accounts, money establishments should establish. 

However, attackers compromise accounts and develop ways to safeguard them. The distinctive facet 

regarding security in industry is that the protection posture of bank doesn't rely entirely on the safeguards 

and practices enforced by the bank’s, it's equally addicted to the attention of the users, victimization of the 

banking channel and also the quality of finish of user terminals. This makes the task for safeguarding data 

confidentiality and integrity, a larger challenge for the industry [1]. 

 

I.  INTRODUCTION 

 

Most industries have deployed net technologies as 

a necessary part of their business operations. The 

industry is one among the industries that has 

adopted net technologies for his or her business 

operations and in their plans, policies and 

techniques to be additional accessible, convenient, 

competitive associate in nursing economical as a 

trade. The aim of those methods was to supply net 

banking for the customers use as facilities to 

access and manage their bank accounts simply and 

globally. 

 Nevertheless, there are a unit inherent 

data   security threats and risks related to the 

employment of net banking systems which will be 

diversely classified as low, medium   and high. In 

specific the confidentiality, privacy and security 

of net banking transactions and private data are 

the most important considerations for each the 

industry and net banking customers. For instance, 

adware, key loggers, malware, phishing, spyware, 

Trojan horse and virus’s are a unit presently the 

foremost common net banking security threats and 

risks. 

 At the essential level, net banking means 

putting links in place of an online page by a bank 

to provide data concerning its products and 

services. At a sophisticated level, it involves 

provision of facilities like accessing accounts, 

transferring funds, and shopping for monetary 

product or services on-line as well as new banking 

services, such as electronic bill (e-bill) 

presentment and payment, which permit the 

purchasers to pay and receive the bills on a banks 

web site which is often referred to as 

“transactional” on-line banking. On-line banking 

could be a series of processes within which a bank 

shopper logs on to the web site of the bank 

through the Web-browser that's put in on client’s 

pc and carries out varied transactions like account 

transfers, bill submissions, account inquiries etc. 

On-line banking is applied in four major stages [1] 
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Fig. 1 Online Banking Transaction 

 

For any OLT (Online Transaction), the user first 

activates the laptop to open web-browser, accesses 

the net banking web site of the bank and enters the 

ID or Personal distinctive range (PIN) and 

therefore the word by victimization of the 

keyboard or virtual keyboard. SSL (Secure Socket 

Layer) now encode the information being 

transmitted between client’s laptop and bank’s 

server. Further, the bank’s server decrypts the 

transmitted data and processes the user’s 

authentication, account inquiry, account transfer, 

etc. However, throughout this whole process, 

prevalence of malicious applications that steal 

money account data has raised dramatically over 

the previous couple of years, usually leading to 

victims losing hard cash. The attackers tend to 

focus on the weakest link whether or not it's host 

pc or bank’s server or bank’s web site. Once the 

aggressor has management over a user’s pc 

anyway, he or she will be able to make the most 

by Interruption, Interception, and Modification 

Fabrication of knowledge. 

 So, Security of on-line banking 

transactions is one among the premier necessary 

areas of issues to the banking sector. Security 

problems embrace adoption of internationally 

accepted state-of the art minimum technology 

standards for access management involving 

coding/secret writing (minimum key length etc.), 

firewalls, verification of digital signature, Public 

Key infrastructure (PKI) etc. by the banks for 

security. Together with, it’s the safety policy for 

the industry; security awareness and education are 

the safety problems that are given same 

importance [1]. 

 

II. IMPORTANCE AND RELEVANCE OF 

THE STUDY 

 

According to paper “An Analysis of Internet 

Banking Security of Foreign Subsidiary Banks in 

Australia: A Customer Perspective” by Panida 

Subsorn1 and Sunsern Limwiriyakul, Department 

of Information Technology, Suan Dusit Rajabhat 

University. As a follow up to the previous 

investigation of sixteen hand-picked Australian 

banks, 9 numbers of foreign subsidiary banks in 

Australia were scrutinized on the protection of 

their net banking systems. The prime objective of 

this research paper was to appraise their security 

weaknesses through a list supported with the 

knowledge provided on the bank’s websites. The 

aim of the list was to produce a concept of net 

banking security background and knowledge for 

the bank’s net banking customers and conjointly 

for prospective new customers. The inclusion of a 

weight rating in every main class of the list for the 

9 foreign subsidiary banks was aimed toward 

providing a lot of sensible & comprehensive 

guideline. 

In addition, this analysis conjointly 

provided a comparative analysis between the 9 

foreign subsidiary banks and therefore the 

antecedently investigated sixteen Australian 

closely-held banks. The creation of the protection 

weight was conjointly enclosed for the sixteen 

Australian closely-held banks for the needs of the 

comparative analysis. Nine foreign subsidiary 

banks were hand-picked to meet the aim of this 

paper of making a web banking security list as 

they   provided a smart basis for the comparative 

analysis.  

In order to look at the web banking 

security measures in every of the foreign 

subsidiary banks, this paper used a secondary 

knowledge supply that was in public on the 

market via the chosen bank’s websites. 

The list of net banking security consists of 
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six main security feature classes that these hand-

picked foreign subsidiary banks provided to their 

net banking customers. 

Each of the sub class was allotted a most 

potential score of ten points. The sub-points in 

every of the sub classes were allotted a price 

supported item’s importance in keeping with gift 

information [2]. 

Another Paper is “Online Banking 

Security Flaws: A Study by Rajpreet Kaur Jassal 

and Ravinder Kumar Sehgal”. Internet banking 

has gained wide acceptance internationally and 

looks to be quick catching up in India with a lot of 

and more banks getting into the fray. On-line 

banking permits customers and users to conduct 

money transactions on a secure web site operated 

by their banks, credit unions or building societies. 

It is often accessed from anyplace required that 

there's a laptop with the net, and in fact in contrast 

to bank branches cyber web is open twenty four 

hours on a daily basis seven days per week. In 

spite of the good advantages, the number of 

malicious applications security issues (targeting) 

of on-line banking transactions has inflated 

dramatically in recent years. This represents a 

challenge not solely to the purchasers who use 

such facilities, however conjointly to the 

establishments who supply them, as proven by the 

associate degree in progress path within the 

America. As an example, in 2008, England 

suffered with on-line banking fraud losses that 

amounted to £53 million2, and U.S. had many 

numerous bucks in fraud losses ensuing from on-

line attacks in 2009. In step with the information 

compiled by the depository financial institution of 

Bharat (RBI), the cash lost to such scams has 

doubled within the past four years. Within the 

year 2009, banks had lost Rs.2289 large integer 

(till December), whereas the loss was Rs.1057 

large integer in 2007-08. 

So the safe and secure setting of 

engineering is that the most vital concern for all 

the money service organizations. The 

responsibility of secure on-line banking isn't 

solely on the banks however conjointly on the 

purchasers, as a result of the customers, to operate 

the on-line banking, need to have a bound level of 

information and technical competency and 

awareness. This paper aimed to explain regarding 

the explanation behind the safety breaches and 

also the participation of each customers and also 

the banks to change the hackers or loony to access 

others network. In spite of these, the employment 

of on-line banking is increasing and can be 

increasing within the future. The current study 

aims to search out various kinds of flaws within 

the security of on-line banking that ends up in loss 

of cash of an account in conjunction with leakage 

of their personal data to any unauthorized person. 

Security breaches aren't solely responsible to 

banks faults and banks inadequate policies; 

however customers are equally chargeable for it, 

as a result of customers awareness related to the 

security is equally vital & apt. Information 

discharge was the second most prevailing 

vulnerability. The flaw was found in 53 % of the 

sites, down from 64% in 2010, once the 

vulnerability was most wanted. In general, 

WhiteHat found that the internet application 

firewalls would have helped mitigate slightly over 

70% of custom internet application vulnerabilities. 

SQL injection vulnerabilities, a favorite hacker 

target, were the eighth most prevailing flaw. 

Absolutely 5% of web sites had at least one such 

vulnerability that would be exploited while not 

works into the positioning. SQL statements are 

entered into a field on an internet kind in an 

endeavor to urge the web site to pass the 

command to the info. A typical request is for the 

information to deliver its content to the 

wrongdoer. One such example is HDFC bank web 

site https://leads.hdfcbank.com which leaks data 

regarding individual Customers. This will be done 

by ever-changing the client Id once gap up a 

revenant time deposit account. It had been seen on 

4 Feb, 2010 and stuck on 17 Feb, 2010. The SQL 

vulnerability on HDFC Bank’s web site was 

discovered on 15-July-2011 and was reported on 

17-July-2011. But even after conducting the 

vulnerability assessment from a 3rd party they 

https://leads.hdfcbank.com/
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weren't ready to discover this vital flaw that 

existed in their internet portal since a protracted 

time, till complete inputs regarding the 

vulnerability is distributed to their security team in 

line with a study discharged earlier this year by 

WhiteHat. Security, the highest banking 

computing machine vulnerability in 2010 was data 

discharge. The term was used as a catch-all 

description of a vulnerability during which an 

internet web site reveals sensitive knowledge like 

technical details of the online application, 

atmosphere or user-specific knowledge. WhiteHat 

disclosed that common causes of this vulnerability 

were web site operator’s failure to "scrub out" 

markup language or script comments containing 

sensitive data, like information of  passwords and 

some improper application or  wrong server 

configurations. In its WhiteHat Security web site 

Statistics Report, discharged on Wednesday 

6/29/2012, the corporate found that the common 

web site had seventy nine serious vulnerabilities 

in 2011, compared with 230 in 2010 however 

Banking Websites possessed the fewest range of 

significant vulnerabilities (17) of any business [1]. 

 

III. CONCLUSION 

 

The Security posture of a bank doesn't rely 

exclusively on the safeguards and practices 

enforced by the bank, it's equally captivated with 

the notice of the users mistreatment of the banking 

channel and therefore the quality of end-user 

terminals as a result of the hackers continuously 

select the simplest thanks to attack. Generally the 

simplest appears to be assaultive like through the 

user or his/her laptop, thus awareness and 

usefulness of users is additionally equally vital to 

form on-line banking 100 percent secure. Thus, 

100 percent security guarantee that's offered by 

banks for users transactions is feasible if each 

banks and users along give unflawed security 

posture to on-line banking by removing all the 

given security flaws. 
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