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Abstract:- Cloud computing multi-tenancy feature, which provides privacy, security and access control challenges, because of sharing of 

physical resources among untrusted tenants. In order to achieve safe storage, policy based file access control, policy based file assured 

deletion and policy based renewal of a file stored in a cloud environment, a suitable encryption technique with key management should be 

applied before outsourcing the data. This  paper  implements secure cloud storage by providing access to the files with the policy based file 

access using Attribute Based Encryption (ABE) scheme with RSA key public-private key combination. Private Key is the combination of the 

user’s credentials. So that high security will be achieved. Time based file Revocation scheme is used for file assured deletion. When the time 

limit of the file expired, the file will be automatically revoked and cannot be accessible to anyone in future. Manual Revocation also 

supported. Policy based file renewal is proposed. The Renewal can be done by providing the new key to the existing file. 
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1.Introduction 

Cloud computing has become the new buzz word driven 

largely by marketing and service offerings from big 

corporate players like Google, IBM and Amazon. Could 

computing is the next stage in evolution of the Internet. 

Computing provides the means through which everything 

from computing delivered to us as a service wherever and 

whenever we need. 

 “Could compute has the potential to create irreversible 

changes in how computers are used around the world”. 

Could computing technology’s objective is to move any 

application stored on a computer to a remote location, 

eliminating all the standard components, including operating 

systems and hard drives, which are necessary in today’s 

computers and make them accessible online through a 

standard browser.  

Cloud computing Security, or more simply, could security is 

an evolving sub-domain of computer security, network 

security and more broadly, information Security. It refers to 

a broad set of policies, technologies, and controls deployed 

to protect data, applications, and the associated 

infrastructure of cloud computing. 

Even though cloud computing has more benefits. It also has 

some disadvantage or drawbacks namely High Speed 

Internet Required, constant Internet connection, limited 

features, Downtimes, Vulnerability to attack, costs, limited 

control, Vendor lock – in, connecting peripherals, N/w 

connections Dependency, No hard drive, Data Security and 

privacy. 

Taking In account of Data Security and privacy we have 

problems such as Data Breaches, Data Loss, Insecure APIS, 

Denial of Services, Malicious Insiders, Abuse of cloud 

services, Insufficient Due Diligence, Shared Technology. 

Although the cloud computing infrastructure is generally 

very secure, it is also a very tempting target for the criminal 

underground. All public clouds have been engineered with 

could compute security as one of the top concerns. Any such 

vulnerability reported or not, in our chosen cloud, might put 

our entire data at risk. 

To eradicate the data security problems Research Process 

takes place all over the world. This work also focuses on 

data security using some algorithms. The algorithm has the 

main objective to increase user’s data confidentiality, 

Integrity and Availability. 

The security is maintained from the beginning and do not 

pave way to the intruders to breach in to the users data. At 

the first stage, the user has to select his/her on security 

questions which will be known only to the user. 

The second stage involves with generation of the key which 

is not immediately shown to the accessing user until the user 

is identified as the loyal user. The keys generated to the user 

are pubalic key, Private Key, Access key, Renew key. 

 

2.Related work 

Cloud Computing, the long – held dream of computing as a 

utility, has the potential to transform a large part of the IT 

industry, making software even more attractive as a service 

and shaping the way IT hardware is designed and purchased. 

Developers with innovative ideas for new Internet services 

no longer require the large capital outlays in hardware to 

deploy their services or the human expense to operate it. The 

authors gives us the quick review of the obstacles to and 

opportunities for growth of cloud computing. The top 10 
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obstacles prescribed by the authors are: Availability of 

Service, Data Lock – In, Data Confidentiality and 

Auditability, Data Transfer Bottlenecks, Performance 

Unpredictability, Scalable Storage, Bugs in Large 

Distributed Systems, Scaling Quickly, Reputation Fate 

Sharing, and Software Licensing.[1] 

The paper [2] proposes a new decentralized access control 

scheme for secure data storage in clouds that supports 

anonymous authentication. In the proposed scheme, the 

cloud verifies the authenticity of the server without knowing 

the user’s identity before storing data. The scheme also has 

the added feature of access control in which only valid users 

are able to decrypt the stored information. The scheme 

prevents replay attacks and supports creation, modification, 

and reading data stored in the cloud and addresses user 

revocation. Moreover, the authentication and access control 

scheme is decentralized and robust, unlike other access 

control schemes designed for clouds which are centralized. 

Cloud storage enables users to remotely store their data and 

enjoy the on-demand high quality cloud applications without 

the burden of local hardware and software management. 

Though the benefits are clear, such a service is also 

relinquishing users’ physical possession of their outsourced 

data, which inevitably poses new security risks towards the 

correctness of the data in cloud. In order to address this new 

problem and further achieve a secure and dependable cloud 

storage service, the paper [3] proposes a flexible distributed 

storage integrity auditing mechanism, utilizing the 

homomorphic token and distributed erasure-coded data. The 

auditing result not only ensures strong cloud storage 

correctness guarantee, but also simultaneously achieves fast 

data error localization, i.e., the identification of misbehaving 

server. Considering the cloud data are dynamic in nature, the 

proposed design further supports secure and efficient 

dynamic operations on outsourced data, including block 

modification, deletion, and append. 

  Paper [4] proposes a solution to the old open problem of 

constructing a fully Homomorphic scheme. This notion, 

originally called a privacy homomorphism, was introduced 

by Rivest, Adleman and Dertouzous shortly after the 

invention of RSA by Rivest, Shamir and Adleman. Basic 

RSA is a multiplicatively Homomorphic encryption scheme 

i.e. given RSA public key pk = (N,e) and ciphertexts {ѱi ← 

πi
e mod N}, one can efficiently compute Пi ѱi = (Пi πi)e mod 

N, a ciphertext that encrypts the product of the origin plain 

text. 

  Attribute based Encryption with key – policy based 

Encryption scheme  utilizes multi-authority attribute-based 

encryption to encrypt the PHR data[5], so that patients can 

allow access not only by personal users, but also various 

users from different public domains with different 

professional roles, qualifications and affiliations. An 

important future work will be enhancing the MA-ABE 

scheme to support more expressive owner-defined access 

policies. 

 

3.Existing System 

  The Existing works concern about the data security of the 

owner user while accessed by the loyal user, when an 

intruder tries to access the owner’s data. The works 

concentrates over the encryption of the user’s document 

while it is being accessed by the loyal user. The paper 

focuses only on securing the information which is stored by 

the user but not the retrieval of the user’s file. The algorithm 

used in the existing system describes the stages in between 

the first stage and the last stage, which does not have the 

security over the intrusion of the third person. The goal of 

stopping the intruder from accessing the user’s file is not 

acceptable and results in failure. To retrieve this, the work 

should concentrate on securing the file accessing controls. 

The user must have the satisfaction and confidence that their 

document is safe enough to be stored in the cloud.  

 

4.Proposed System   

Encrypting the document only does not save the user’s 

document from the intruder. We have to improve the 

security while the intruder tries to access the owner user’s 

document. In this project, we propose a novel approach of 

issuing level by level security process in which an 

unnecessary intruder is not allowed into the owner user’s 

cloud. The key manager issues the key only at the last stage 

in order to ensure that the key is safe enough. We have four 

different cryptographic keys to protect data files stored on 

the cloud namely Public Key, Private Key, Access Key and 

Renew Key. 

 To achieve secure data transaction in cloud, suitable 

cryptography method is used. The data owner must encrypt 

the file and then store the file to the cloud. If a third person 

downloads the file, he/she may view the record if he/she had 

the key which is used to decrypt the encrypted file. 

Sometimes this may be failure due to the technology 

development and the hackers. To overcome the problem 

there are lot of techniques introduced to make secure 

transaction and secure storage. 

The encryption standards used for transmit the file securely. 

This assured deletion technique aims to provide cloud 

clients an option of reliably destroying their data backups 

upon requests. The encryption technique was implemented 

with set of key operations to maintain the secrecy. Recently, 

Susmita ruj [1] addressed Anonymous Authentication [1] for 

data storing to clouds. Anonymous Authentication is the 

process of validating the user without the details or 

attributes of the user. So the cloud server doesn’t know the 

details or identity of the user, which provides to the users to 

hide their details from other users of that cloud. Security and 

Privacy protection in clouds are examined and experimented 

by many researchers. Wang et al. provides storage security 

using Reed – Solomon erasure – correcting codes. Using 

homomorphic encryption, [4] the cloud does not know what 

data it has operated on. 

Time – based file assured deletion, which is first introduced 

in [5], means that files can be securely deleted and remain 

permanently inaccessible after a predefined duration. The 

main Idea is that a file is encrypted with a data key by the 

owner of the file, and this data key is further encrypted with 

a control key, by a separate key manager known as 

Ephemerizer[5]). The key manager is a server that is 

responsible for cryptographic key.  

In [5], the control key is time – based, meaning that it will 

be compsletely removed by the key manager when an 
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expiration time is reached, where the expiration time is 

specified when the file is first declared without the control 

key, the data key and hence the data file remain encrypted 

and are deemed to be inaccessible. Thus, the main security 

property of file assured deletion is that even if a cloud 

provider does not remove expired file copies from its 

storage, those file remain encrypted and unrecoverable. An 

open issue in the remain encrypted and recoverable. An 

open issue in the work is that is uncertain that whether time 

- based file assured deletion is feasible in practice, as there 

is no empirical evaluation. 

      Later, the idea 

of time – based file assured deletion is prototyped in vanish. 

Vanish a data key into multiple key shares, which are then 

stored in different nodes of a public peer – to – peer 

distributed hash table system. Nodes remove the key share 

that reside caches for a fixed time period, then the file owner 

needs to update the key shares in node caches – aging 

mechanisms in the p2p dht, it is difficult to generalize the 

idea from time based deletion to a fine – grained control of 

assured deletion with respect to different file access policies. 

The paper proposes policy based file access [2] and policy 

based file assured deletion, for better access to the files and 

delete the files which are decided no more. The author 

proposes effective renewal policy for making better 

approach to renew the policy without downloading the data 

key and control keys, which is available now a day. Instead, 

we can add a renew key with each file and download that 

keys whenever the file needs to be renewed. First, the client 

was authenticated with the username and password, which is 

provided by the user. Then the user was asked to answer two 

security levels with his or her choice. Each security levels 

consist of 5 user selectable questions. The user may choose 

any one question from two security levels. The private key 

for encrypt the file was generated with the combination of 

username, password and the answers for the security level 

questions.     

After generating the private key the client will request to the 

key manager for the public key. The key manager will verify 

the policy matches with the file name then same public key 

will be generated. With the public key and private key the 

file will be encrypted and uploaded into the cloud. 

If a user wants to download the file he or she would be 

authenticated. If the authentication succeeded, the file will 

be downloaded to the user cant able to read the file contents. 

He or she should request the public key to the key manager. 

According to the authentication, the key manager will 

produce the public key to the user. Then the user may 

decrypt the file using the login credentials given by the user 

and the public key provided by the key manager. The client 

can revoke policy and renew the policy due to the necessity. 

 

4.1 Algorithm 

 We used RSA algorithm for encryption/decryption. This 

algorithm is the proven mechanism for secure transaction. 

Here we are using the RSA algorithm with key size of 2048 

bits. The keys are split up and stored in four different places. 

If a user wants to access the file he/she may need to provide 

the four set of data to produce the single private key to 

manage encryption/decryption. 

 

 

4.1.1  File Upload/Download  

The client makes request to the key manager for the public 

key, which will be generated according to the policy 

associated with the file. Then the client generates a private 

key by combining the username, password and security 

credentials. The authenticated client can get the public key. 

Then the client can decrypt the file with the public key and 

the private key. 

4.1.2  Policy Revocation for File Assured Delation:                                          

 The policy of a file may be revoked under the request by 

the client, when expiring the time period of the contract or 

completely move the files from one cloud to another cloud 

environment. Automatic file revocation scheme is also 

introduced to revoke the file from the cloud when the file 

reaches the expiry and the client didn’t renew the files 

duration. 

4.1.3  File Access Control: 

To achieve, access must be identified or authenticated. After 

achieved the authentication process the users must associate 

with correct policies with the files. To recover the file, the 

client must request the key manager to generate the public 

key. With file access control the file downloaded from the 

cloud will be in the format of read only or write only 

supported. Each user has associated with policies for each 

file. 

4.1.4  Policy Renewal: 

Policy renewal is a tedious process to handle the renewal of 

the policy of a file stored on the cloud. An additional key 

named renew key is implemented, which renews the policy 

of the file stored on the cloud. It can be done using 5 steps.  

 

4.2 Experimental Analysis: 

While  experimenting the project the time performance, 

uploading performance and downloading performance are 

taken in account. The performance of this project was 

analyzed under various file sizes. The cryptographic 

operation time is evolved. It supports random time duration 

for any size of files to download. While uploading the time 

is not constant. Even for same size file the time taken for 

uploading differs randomly. The time delay is made 

eventually to confuse the hacker. It is achieved using 

different encryption standard. Because of this downloading 

performance is also not a constant one. 

  

 

5. Conclusion 

As a conclusion, we propose secure cloud storage using 

decentralized access control with anonymous authentication. 

The files are associated with file access policies, that used to 

access the files placed on the cloud. Uploading and 

downloading of a file to a cloud with standard Encryption or 

Decryption is more secure. Revocation is the important 

scheme that should remove the files of revoked policies. So 

no one can access the revoked file in future. 
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 The policy renewal is made as easy as possible. The renew 

key is added to the file. Whenever the user wants to renew 

the files he/she may directly download all renew keys and 

made changes to that keys, then upload the new keys to the 

files stored in the cloud. 

6.Future Scope 

In Future the file access policy can be implemented with 

multi authority based attribute based encryption. Using the 

technique we can avoid the number of wrong hits during 

authentication. Create a random delay for authentication, so 

that the hacker can confuse to identify the algorithm.  
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