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Abstract: The Internet of things (10T) has been undergoing accelerating growth, whereas the growth in its security is falling behind,
representing a significant security problem. 10T devices use Message Queuing Telemetry Transport, which is a lightweight 10T standard
messaging protocol, along with another security protocol. There are a few ways to secure communications, among which SSL/TLS is
recommended. However, adapting SSL/TLS to 10T has many problems. First of all, the SSL/TLS handshake can incur considerable overhead,
representing an intensive task for low-performance devices. Secondly, certain 10T communications use disposable handshakes, which are used
with just one message when there is no need to connect in the future; this uses energy inefficiently and leads to reduced lifetime of the 10T
devices. Thirdly, SSL/TLS may provide higher security levels than are needed for a transmission, in which case energy is wasted. Also, when
only low security is required and the transmitted message is very short, SSL/TLS provides excessively secure communication and thus
consumes energy inefficiently. Although there are the many problems, using SSL/TLS is unavoidable. Therefore, it is necessary to improve
SSL/TLS for use with Message Queuing Telemetry Transport in the 10T. Herein we propose a method to improve energy efficiency in this
environment while satisfying any of various expected security levels. Our proposed method recognizes the three inputs of security level,
residual energy, and message length as the relevant device conditions. Based on these inputs, the proposed method selects an appropriate fuzzy
rule to determine which client-compatible cipher suite is most suitable for the conditions. Herein we demonstrate the validity of our proposed
method by means of experiments on its energy efficiency relative to that of SSL/TLS.
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1. Introduction

The Internet of things (1oT) is an infrastructure whereby many
kinds of sensors and objects with embedded communication
functions can be connected to the Internet [1]. 10T not only
allows users to connect to and control such objects directly
through the Internet, but also provides convenient and
intelligent functions such as accurately sensing weather
conditions from various devices in real time [2]. These days,
improvements to 10T are accelerating and diverse 10T devices
are already in use [3]. According to Gartner, an information
technology research and advisory company, there are 22.9
billion 10T devices in 2016 and the number of 10T devices will
increase to 50.1 billion by 2020. However, loT security
problems have allowed serious damages that diminish the
potential benefits of intelligent devices. The estimated financial
damage was 13.4 trillion in 2015, and notably 10T security
cameras were recently eavesdropped in the USA [4]. Experts
say that 10T security is a time bomb because the speed of
progress in loT is outpacing improvements in security. 10T
objects range from high-performance devices such as computers
and smartphones to low-performance devices such small office
supplies. In the case of high-performance devices, some have
energy constraints and some do not. However, nearly all
low-performance devices have constraints on both computing
ability and energy. This situation can lead to various loT
security problems if low-security methods are used because of
the difficulties. As 10T technology improves, the types of
information treated in 10T are expanding to encompass more
critical applications, and the corresponding potential for damage
is becoming enormous. Therefore, a method of low-energy,
secure communications for 10T devices is needed.

IoT devices communicate by means [5] of low-energy
protocols; the standard protocol is Message Queuing Telemetry
Transport (MQTT) [6], a lightweight message transport
protocol that transmits messages as plaintext [7]. Thus, MQTT
should be used in tandem with a security protocol; SSL/TLS is
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recommended for this purpose [8]. However, SSL/TLS is not
presently suitable for use with low-performance and low-energy
devices for various reasons. Firstly, devices incur 6.5 KB
average overhead to carry out a single handshake [9]; this
represents an intensive task for low-performance devices [10].
When we consider the Arduino platform as an example, this 6.5
KB overhead is significant relative to the memory sizes of the
microcontrollers: 2 KB for the Atmega328, 2.5 KB for the
Atmega32U4, and 8 KB for the Atmega2560. Secondly,
abusing handshake can reduce device lifetime. For instance,
handshakes for disposable communication, which have low
security requirements, or handshakes for very short messages
consume energy inefficiently. Thirdly, even in the case of
high-performance devices, many of these also have energy
constraints and thus efficient energy consumption is still
needed. SSL/TLS provides a high level of communication
security that is often excessive, and thus also consumes
excessive energy. Additionally, even in the case of a
high-performance 10T device, the device may have low residual
energy and thus have need to secure communication, even
though the computational burden of  high-security
communication would not pose any problem.

Herein we propose a method to satisfy the minimum security
requirements of 10T devices using MQTT while also consuming
energy efficiently. Our method classifies 10T devices into five
different groups according to communication purpose and
function. We establish minimum security levels for each group.
Furthermore, our method uses fuzzy logic to select a cipher suite
suitable for the resources and security requirements of a device,
taking into account the required security level, residual energy,
and message length.

Section 2 of this paper gives background information and
discusses related works, and Section 3 describes our proposed
method in detail. Section 4 presents experimental results and
analysis, and Section 5 gives our conclusions.
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2. Background and Related works
2.1 MQTT
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Figure 1: MQTT

MQTT was first developed by IBM and Arcom in 1999 and
designated as the standard protocol for lightweight loT
messaging [8]. MQTT classifies 10T devices as Brokers,
Publishers, and Subscribers (Fig. 1) [11]. A Broker is an
intermediary that receives and transmits messages between
Publishers and Subscribers. Publishers are devices that publish
messages by transmitting them along with their topics to
Brokers. Subscribers represent devices that subscribe to at least
one topic and receive messages on these topics from Brokers.
More than one device can publish and subscribe the topics.
Also, many devices can subscribe one topic. This system is
operated by topic and can be implemented hierarchically using
slashes as topic level separators (Fig. 2).
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Figure 2: Hierarchy of MQTT Topics
Thus, many devices can be managed efficiently. Additionally,
MQTT specifies three quality of service (QoS) levels that are
intended to support reliable message transmission [12]. Because
MQTT transports messages as plaintext, its security should be
supplemented by some means; SSL/TLS is recommended for
this purpose.

2.2 SSL/TLS

client server

Client Hello

Cipher suites
TLS ECDH RSA WITH _AES_256 CBC_SHA
TLS_ECDH ECDSA WITH_AES 256 CBC SHA
TLS_ECDH_RSA_WITH_AES_128 CBC_SHA

Server Hello

Selected cipher suite
TLS_ECDH RSA WITH _AES 256 CBC_SHA

Server certificate
Server key exchange
Client certificate request

Client certificate l

Client key exchange
Certificate verify
Change cipher spec
Client finished message

Change cipher spec
Server finished message

Figure 3: Handshake Process of SSL/TLS

SSL/TLS was first developed by Netscape and is a security
protocol applicable to the TCP/IP network architecture [13].
SSL/TLS is an IETF standard regulation applied in diverse
fields such as web browsing, electronic mail, and instant
messaging to protect communications between a client and a
server from eavesdropping, interference, and modulation. Most
notably, it can protect from man-in-the-middle attacks and
eavesdropping attempts that are made by means of packet
spoofing, and can also authenticate the opposite party. Fig. 3
shows the handshake process of SSL/TLS. The first step of the
handshake is the exchange of Client Hello and Server Hello
messages to negotiate a cipher suite that will be used in the
security session.

Cipher suites

Cipher suite

I Il Il
[Key ex] Aut. [Enc. [MAC |

Figure 4: Structure of Cipher Suites

The Client sends a collection of the many cipher suites that it
can support as part of its Client Hello, and the Server sends a
selected cipher suite that can be supported by both the Client
and the Server and has the highest preference as part of its
Server Hello. The negotiated cipher suite includes ways to
conduct key exchange, authentication, encryption, and MAC
(Fig. 4) [14]. These items are not negotiated separately but
rather as a group (i.e., a cipher suite). After the negotiation is
complete, the selected cipher suite will be wused for
authentication and secure communication during the session.

2.3 Related Method to Improve Energy Efficiency
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Figure 5: Fuzzy Process Proposed in a Related Work

Fig. 5 illustrates the fuzzy process used in a related work to
improve the energy efficiency of loT using MQTT with
SSL/TLS [15]. In this process, the cipher suite is negotiated
based upon the three inputs of residual energy, message length,
and security flexibility. The security flexibility represents how
flexible the need for security is in the communication. When it
is Flexible, a low-energy and low-security cipher suite is
selected; when it is Strict, a high-security cipher suite is selected
regardless of its energy consumption.

3. Adaptive Energy-Efficient Method using
Fuzzy Logic
client server

Client Hello

(a) Input

Security Level (SL)
Residual Energy (RE)

Cipher suites
TLS ECDH RSA WITH AFS 256 CBC_SHA
TLS_ECDH_ECDSA WITH_AES_256 CBC_SHA

the lifetime of the device. It supports message length

of up to 256 MB.
After receiving this information, the server uses the inputs (Fig.
6a) and the fuzzy rule (Fig. 6b) to evaluate whether the client is
able to communicate by means of SSL/TLS. The result of this
process (Fig. 6¢) determines how secure communication will
proceed. If the client is determined to be able to communicate
by means of SSL/TLS, a cipher suite is selected that satisfies the
security requirements and consumes energy efficiently, and
SSL/TLS with the selected cipher suite is initiated (Fig. 6, Step

@D). If the client is determined to be unable to use SSL/TLS

(Fig. 6, Step @), a cipher suite is selected that satisfies the

security requirements and consumes energy efficiently,
SSL/TLS is terminated, and communication is conducted by
means of a payload encryption process based upon the selected
cipher suite (Fig. 7).

client

server

Payload encryption
= | Payload decryption

Figure 7: Payload Encryption Process
When the payload encryption process is selected, only the
payload part of the MQTT message is encrypted using the key

LS ECOR ECIRA WITELAES 25 GBC s Message Length (ML) exchange algorithm and encryption algorithm of the selected
: (b) Fuzzy if-then Rules cipher suite. This helps low-energy devices to conduct
‘ Security | aerer ‘ | T ] minimum-security communication using the minimum energy
| Message Length | VL H |---| VH needed.
vL | VL[] ® . . .
s | s | L 3.1 Security Levels and Security Requirements
|I | TH]T | I Table 1: Security Levels and Security Requirements
— PE C1 c5 || c1 Minimum security requirements
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e e Jroo oot BnasE Level device denti | “piyy” | ente | repud
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Figure 6: Process of the Proposed Method ! ng;;?é%s or| ©
Fig. 6 illustrates the process of security negotiation in the broadcast purpose,
proposed method. The purpose of the proposed method is to g{lrgg{ low security
improve energy efficiency, satisfy minimum security ]
requirements, and maximize the security level within the given Connects
constraints. In this method, the Client Hello message ! indirectly o] o 0
. . . : transport data only
representing the first step of the handshake includes the security 5
level, residual energy, and message length. The information Is_able to interact
transmitted is as follows: ! with, read, and | o 0 0
1) Security Level (SL): The security level represents the 3
minimum security requirements expected for the Detects
communication; it is selected based upon the ?I?fvglfr%r;rt?ggtal -
performance or function of the device. The SL should converts it to a
be satisfied and guaranteed. The specific security ! digital signal, ‘or | 0 0 0
requirements at each level are detailed in Section 3.1. with other devices
2) Residual Energy (RE): The residual energy is the f(iﬁdlusdfzs gateways
remaining energy of the device, represented as a Sensing. actuating)
percentage. It is used for saving energy and extending 7
the lifetime of the device. Hr%ScessiSmbedggg
3) Message Length (ML): One of the most Z Eommunfaﬁon
energy-intensive parts of using SSL/TLS is the abilities  (e.g. © © © ©
encryption. Selecting an efficient cipher suite based home _appliances,
ypuion. 9 p smartphones)
upon the message length can save energy and extend 5
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We establish the security requirements to satisfy the minimum
security level and consider performance of the device. The
security level is expressed as a rational number between zero
and five, and it represents that the device has which purpose or
function [16] (Table 1). For lower security levels, greater
consideration is given to energy consumption and the security
requirements are reduced. Accordingly, as the security level
increases, less consideration is given to energy consumption and
the security requirements are increased. The minimum security
of our proposed method follows the newest TLS regulation
(TLS v.1.2) by IETF [17]. In particular, it excludes RC4, IDEA,
and DES as known vulnerable algorithms.

3.2 Fuzzy Logic System
The input parameters of the fuzzy logic system are as follows.
e Security Level (SL) = {VL (Very Low), L (Low), M
(Medium), H (High), VH (Very High)}
* Residual Energy (RE) = {VL (Very Low), L (Low), M
(Medium), H (High), VH (Very High)}
* Message Length (ML) = {S (Short), M (Medium), L

(Long)}
The output parameter is the cipher suite:

» Cipher suite (C) = {C1, C2, C3, C4, C5, C6, PE_C1
(Payload Encryption_C1), PE_C2, PE_C3, PE_C4,
PE_C5, PE_C6}

Table 2 lists the specific cipher suites.

3.2.1 Fuzzy Membership Function

Very Low Low

, Medium  High  Very High Very Low Low Medium High  Very High

0 30 50 70 80 90 100

(a) Security level (b) Residual energy

i PE_PE_ PE_PE_PE_PE_
Short Medium Long Jerc2es ca s o6 o 2 c3edes 6

N s 10 180 256 0 1 2 3 4 5 6 7 8 9 101

() Message Length (d) Cipher suite
Figure 8: Fuzzy Membership Function

Fig. 8 illustrates the membership functions of the proposed
method, including those for the three inputs (SL, RE, ML) and
that of the output (C). The minimum and maximum values for
each fuzzy set were chosen considering the conditions of 10T
devices [18]. The membership degrees were established based
upon data on the three input factors and then adjusted based on a
tuning strategy for fuzzy membership functions and learned
according to feedback from experimental performance [19].
Also, it uses a Mamdani-type inference method for aggregation
and a center-of-gravity method for defuzzification [20].

3.2.2 Fuzzy Rules
In order to explain the fuzzy rules of our method, we use Table 2
as cipher suites which is supported by both client and server.

Table 2: Cipher Suites

c4 TLS_DH_RSA WITH_AES_128 CBC_SHA
c5 TLS_RSA WITH_AES 256 _CBC_SHA
cé TLS_RSA WITH_AES 128 CBC_SHA
c7 TLS_RSA WITH_RC4_128 SHA

Our proposed method uses an evaluation function to calculate a
score that is used to select a cipher suite suitable for the given
conditions. Table 3 shows how the evaluation score (ES) is
calculated for each entry in Table 2. Equation (1) is the function
used to calculate ES.

Table 3: Evaluation Score of Each Cipher Suite

Score COﬂE’SrlEI%%%IiOH Pref(er)ence S(Lér)n g B g _ g
C1 1 6 7 -0.71429
C2 2 5 7 -0.42857
C3 3 2 5 0.2
C4 4 3 7 0.142857
C5 5 4 9 0.111111
C6 6 1 7 0.714286
Cc7 X X X X

Evaluation Score
_ Energy consumption

Su
Preference
R Sum @
As seen in Table 3, lower energy consumption (E) of a cipher
suite score higher marks. Accordingly, higher preference (P) of
a cipher suite score higher marks. After that, sum (S) obtains the
sum of E and P. Lastly, it calculates evaluation function (ES) of
each cipher suite. If a cipher suite does not satisfy the minimum
security requirement, then it is ruled out like C7. Negative
values of ES correspond to conditions of comparatively high
preference and high energy consumption, whereas positive
values of ES correspond to conditions of comparatively low
preference and low energy consumption. Also, the absolute
value of ES represents the relative gap between the preference
and energy consumption. The final evaluation score is used for
selecting a cipher suite, as explained in Table 4.

Table 4: Criteria for Establishing Fuzzy Rule

Security | Residual | Message

level energy lengt Output

Payload encryption with a
VL cipher suite having the
highest P score

Payload encryption with a

cipher suite having the

S highest P score (In this case,
SSL/TLS overhead is too

high because the message is

short)

Payload encryption with a
VL cipher suite having the
highest P score

SSL/TLS communication
with a C||;:_)her suite having the
highest E score

Other

SSL/TLS communication

No. Cipher suite : ( ] A
M with the cipher suite having
C1 TLS_ECDH_RSA_WITH_AES_256_CBC_SHA the ES closest to zero
C2 TLS_ECDH_ECDSA WITH_AES 256_CBC_SHA For cipher suites X, Y, Z having the following trend of
H ES score: X <gY <Z
C3 TLS_ECDH_RSA_WITH_AES_128 CBC_SHA
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SSL/TLS communication

VL L with Z

M SSL/TLS communication
with Y

SSL/TLS communication

VH, H with X

SSL/TLS communication

VH with acilgher suite having the
highest P score

Table 5 shows a small part of established fuzzy rule. The fuzzy

rule used depends on the cipher suites and the preference order

of both the client and server. Thus, our proposed method gives a

fuzzy rule adapted to the specific device conditions, rather than

always using the same fuzzy rule.

Table 5: Fuzzy Rule

Security level 0~5
Residual energy 0~100%
Message length 0~256MB
Preference of cipher suite Open SSL v.1.0.2
Cipher suiteg,l Itgr?tt :rr]% séléprJ\p/Jgrrted by both Table 2

Input Output
Rule No.
SL RE ML C

1 VL VL S PE C1
20 L VH S PE C1
21 L VL M PE C1
22 L M C6
30 L VH L C6
31 L VL S C5
32 M L S C5
46 H VL S C5
47 L C5
48 H M S C2
58 L Cc2
59 H H L C1
60 H VH L C1
75 VH VH L C1

4. Experiment and Evaluation

To validate our proposed method, we compared its energy
consumption with that of the original SSL/TLS method. Energy
waste in general SSL/TLS communication can divided
generally into encryption waste, including waste in the course of
encryption/decryption, hashing, and electronic signature; and
non-encryption waste, including waste in transmitting data or
maintaining the network. In this experiment, we consider only
encryption-related waste because non-encryption waste is
outside the control of the proposed method.

4.1 Experimental Description

Table 6: Experimental Conditions

Number of trials 500

Experiments were conducted to collect data for analysis that
included the energy consumption of each cipher suite when used
on a low-performance device [21]-[23], namely the Compag
iPAQ 3670 pocket PC (206 MHz CPU, 64 MB RAM). The
preference order of cipher suites was established based upon the
newest version (v.1.0.2) of OpenSSL. The experiment included
500 trials, each of which included the selection of random
values for each of the three inputs (i.e. SL, RE, and ML), within
the ranges listed in Table 6. The cipher suites used are listed in
Table 2.

4.2 Evaluations

n

Energy consumption (.

o112 13 115 16 17
The number of trial

Figure 9: Energy Consumption Comparisons for 20 Trials

In the case of the original SSL/TLS method, suite C1 is always
selected because it has the highest preference in the cipher
suites. In all trials, the proposed method consumed energy equal
to or less than that consumed by the SSL/TLS method. Among
the 500 trials with random inputs, the energy efficiency was
improved by an average of 43.54%. Fig. 9 shows the energy
consumptions calculated for twenty trials of random inputs, for
both the proposed method and SSL/TLS.

To analyze the efficiency of our method, we repeated the
experiments with restricted ranges of values for each of the three
inputs. First, to analyze the energy efficiency improvement of
our proposed method for each security level, we conducted
experiments within each of the five security levels (i.e. 0-1, 1-2,
2-3, 34, and 4-5). For instance, in the case of the 0—1 security
level, random rational numbers between zero and one were
generated and the RE and ML values were selected randomly
within their entire ranges as listed in Table 6. Lower security
levels, which correspond to lower security requirements and
much simpler device purposes or functions, yielded the greatest
energy efficiency improvements by means of the proposed
method, relative to the use of the original SSL/TLS method
(Figs. 10-12).
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Figure 10: Energy Efficiency Improvements for Various
Security Levels
Similarly, to analyze the effect of residual energy on the energy
efficiency improvement of our method, we divided the range of
residual energy into six subranges (0-30%, 30-50%, 50-70%,
70-80%, 80-90%, and 90-100) and repeated the experiment
with random residual energy inputs within each of these, while
selecting SL and ML values randomly within their entire ranges
as listed in Table 6. The proposed method yielded the greatest
improvements in energy efficiency for the RE range of 50-70%
(Fig. 11).
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Figure 11: Energy Efficiency Improvements for Various
Residual Energy

Lastly, to analyze the effects of message length on the energy
efficiency improvement of our method, we divided the range of
message length into four subranges (0-80, 80-130, 130-180,
and 180-256 MB) and repeated the experiment for each
subrange, generating random message lengths within each of
these while selecting SL and RE values randomly within their
entire ranges as listed in Table 6. Use of the proposed method
yielded greater efficiency for shorter messages (Fig. 12).
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Figure 12: Energy Efficiency Improvements for Various
Message Lengths
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In summary, the experiments on the proposed method showed
the following trends.

1) Lower required security levels yielded greater improvements
in energy efficiency.

2) There was no straightforward relation between residual
energy and energy efficiency.

3) The proposed method yielded greater energy efficiency
improvements for shorter messages.

There are many reasons why these trends were observed. First,
when our proposed method considers a cipher suite, it gives
priority to security over residual energy. Thus, greater security
requirements lead directly to poorer energy efficiency. Also,
there are two reasons why there was no straightforward relation
between residual energy and energy efficiency. Firstly, when
there is little residual energy but the required security level is
high, the residual energy problem is essentially ignored because
maintaining the security level is a higher priority. Secondly, if
the message is long, the computational burden is high even
when the security level is low. Thus, in the case of residual
energy, unlike the cases of varying security level or message
length, there was no correlation. However, our method saved
energy over the SSL/TLS method in all cases. Regarding
message length, the reason why energy efficiency is better for
shorter messages is that shorter messages require less
computation. Also, for low security levels, the proposed method
uses payload encryption instead of SSL/TLS for short messages,
thereby saving a great deal of overhead.

We analyzed the worst case and best case found in the
experimental results. Regarding the worst case, our method
performs most poorly for security levels between four and five,
residual energy between 70% and 80%, and message length
between 180 to 256 MB. Fig. 13 shows the energy consumption
of the proposed method and that of the SSL/TLS method for ten
trials having all three input variables within their worst-case
subranges. In the worst case, the energy consumption of our
proposed method is equal to that of the original SSL/TLS
method.

1.250 1 L L | 1 1

]| @ ssLTLs
7| I Proposed method

I*]

=1

=]
|

T

o

=]
|

T

1,100 -

Energy consumption (J)

1,050 - L

1:000_: r
1 2 3 4 5 6 7 8 9 10
The number of trial
Figure 13: Worst-Case Performance of the Proposed Method
Regarding the best case, our method performs best for security
levels between zero and one, residual energy between 50% and
70%, and message length between 0 to 80 MB.
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Figure 14: Best-Case Performance of the Proposed Method
Fig. 14 shows the energy consumption of the proposed method
and that of the SSL/TLS method for ten trials having all three
input variables within their best-case subranges. In the best case,
the energy consumption of our proposed method saves on
average 84.72% of the energy that would be used by the original
SSL/TLS method.

5. Conclusions

The Internet of things is a technology that connects diverse
kinds of devices of various performance levels. MQTT, a
lightweight message transport protocol, is a standard protocol
for the Internet of things. However, because it does not
guarantee security, MQTT should be used in tandem with a
security protocol. SSL/TLS is a key protocol among the security
protocols available, but applying the original SSL/TLS to the
Internet of things leads to several problems. SSL/TLS
communication can represent an intensive task for
low-performance and constrained devices, and its lack of energy
efficiency can reduce device lifetime. As the number of the
Internet of things devices is increasing every year, security
problems are also increasing and the potential damages are
significant. Therefore, improving SSL/TLS for Internet of
things devices using MQTT is a meaningful endeavor. Herein
we have proposed a method that adapts to specific device
conditions by means of a fuzzy logic system. The proposed
method selects an efficient cipher suite to improve energy
efficiency given the device’s needed security level. The device
conditions considered in our method are the needed security
level, residual energy, and message length. The purpose of our
method to meet the minimum security requirements of the given
security level and to improve the energy efficiency considering
the residual energy and the message length. We demonstrated
our method by means of experiments in which the energy
efficiency was improved by 43.54% on average compared to the
use of the original SSL/TLS method.
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