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Abstract: Due to the ease of network connectivity and the proliferation of digital capture devices, the access and sharing of
images has become extremely feasible and convenient. However, some access and sharing may be unauthorized or illegal.
Thus, digital watermarking has become an active research area focused on battling these types of activities. The paper

compiles the various researches/advancements done in this field.

Keywords: Digital media, DCT, spatial domain, transform domain.

1. Introduction

The availability of digital media has increased considerably
due to the rapid expansion of the Internet and the overall
development of digital technologies in the recent years. Not
only without loss of quality duplication, but also easy
modification that is unnoticeable at times can be done on
digital contents. Detection of modified images, videos and
audios are necessary in many contexts. So, security systems
that can protect the content of digital data must be developed.
Watermarking is suitable for such applications because it can
insert invisible information in a host by modifying it
unnoticeably. Due to which digital watermarking has received
increasing attention since it has been observed as an effective
mechanism for copyright protection of digital contents [2].
Anderson and Petitcolas (1998) [1] clarified the concept of
steganography and explored its power and the domain. A
number of approaches to hide encrypted copyright marks or
serial numbers in digital image, audio, and video were also
elaborated along with the prospective attacks on them.

Watermarking is not a new field and literatures trace
that there been significant usage of steganography and
cryptography since 14th century [3]. Though the word digital
watermarking got phrased recently but there been significant
development in 15" and 16™ centuries [5]. Kahn (1996b) [4]
described the history of steganography from its ancestry,
through the development of invisible inks and microdots, to the
spread spectrum communications. Finally, Pfitzmann (1996)
[6] reported terminology agreed at the plenary session of the
first international workshop on information hiding, whose aim
was to help workers in copyright marking, steganography,
covert channels and related fields to avoid confusion and
ambiguity. Later, Zhao (1997) [8] provided a general
introduction to watermarking techniques, the general protection
goals and the ideas underlying in a number of implementations,
particularly spread-sequence, frequency hopping and transform
techniques. Voyatzis et. al., (1998) [10] summarized the main
features of watermarking schemes for still images, reviewed the
minimum steps for the implementation of their algorithm and
briefly discussed the robustness issues.

The digital watermarking techniques have been
studied and reviewed aggressively. The areas where significant
contributions were made are in the area of digital image, digital
audio and digital video. In this paper, the major contributions
in the area of audio, video and image watermarking are
compiled in the subsequent sections.

2.Digital Audio Watermarking

Digital audio watermarking involves the concealing of
watermark data within a discrete audio file. Applications for
this technology are numerous and intellectual property
protection is currently the main driving force behind research
in this area. To fight online music piracy, a digital watermark,
could be added to all the recordings prior to its release,
signifying the author of the work, along with the user who has
purchased a legitimate copy.

Lacy et. al., (1998) [11] discussed music piracy, the
availability of wvarious technologies affecting it (like
compression), different system-level vulnerabilities of
copyright marking mechanisms, and their likely future role.
Gruhl et. al.,, (1996) [12] described the use of cepstral
transforms to embed data in an audio signal at typically 16 bits
per second by manipulating the echo characteristics of the
signal below the level of perceptibility. The technique
proposed was much more robust against lossy compression
techniques and D/A conversions than simple noise addition.
But, the algorithm showed its limitation at gaps of silence, such
as inter-word pauses in speech. In addition to copyright
protection, this can be used for applications such as annotation,
captioning and the automatic monitoring of radio
advertisements. Chang and Moskowitz (1997) [13] considered
four basic techniques for hiding data in a voice message: low-
bit coding, phase coding, spread spectrum embedding and echo
hiding. They analyzed the available bandwidth and how this is
affected if an opponent perturbs the signal by adding noise,
band-pass filtering or re-sampling. Some of the other major
contributions in the area noted are Boney et. al., (1996) [14],
Swanson et. al., (1998a) [15], Neubauer and Herre(1998) [18],
Bassia and Pitas (1998) [19], Bassia et. al., (2001) [20], Tay et.
al., (2003) [21] and Hafiz et. al., (2004) [22].
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3.Digital Video Watermarking

Video watermarking involves embedding
cryptographic information into the frames of digital video.
Ideally, a user viewing the video cannot distinguish between
the original video and the watermarked video, but a watermark
extraction application can read and extract the. As the
watermark is part of the video, this technology works
independently of the video file format or codec. Hartung and
Girod (1998) [24] presented a direct sequence spread spectrum
technique which can embed watermarks both into compressed
and uncompressed video sequences. They proposed two
methods. The first technique regards the video signal as a one-
dimensional signal acquired by line scanning. The embedded
signal is amplified to exploit the temporal and spatial
phenomena of the human visual system. The second technique
generated a watermark signal per frame and adds it directly in
the discrete cosine domain avoiding the need to uncompressed
the video stream completely. The performance of the system
was illustrated with various BER tables. Dittmann et. al.,
(1998) [25] proposed two marking methods for MPEG video.
Both techniques were enhanced with smooth-block/edge
detection and strong error correction codes. Contrary to other
systems, the watermark was embedded in each frame of the
video, to deter illicit copying of even a single image of a video.
Swanson et. al., (1998b) [16] proposed a temporal wavelet
transform domain video watermarking system based on a
perceptual model which has dynamic strength controls
mechanism. The system is also scene based to allow extraction
of the watermark from a reduced number of frames. Chae and
Manjunath (1999) [27] proposed the scheme based on texture
masking and utilized a multi-dimensional lattice structure for
encoding watermark data. Watermark data was embedded in
video frames using the block DCT. The embedded scheme was
blind. The proposed method enabled high rate of data
embedding and was robust to motion compensated coding,
such as MPEG-2. Besides the above noted contributions,
majority of researchers treated the video watermarking same as
image watermarking because the video is a collection of images
in form of frames and execution of these frames at a specified
speed gives the illusion of object motion. Hence, they proposed
their algorithms suitable for videos too. But the videos have got
very complicated and huge data structure in comparison to
image data. Thus there exists an additional requirement i.e. the
watermarking algorithm should be highly fast and efficient.
Because of these limitations, very limited research is being
conducted in this area.

4. Digital Image Watermarking
The digital image watermarking techniques can
basically be grouped into three main classes:-
1. The spatial domain techniques whereby the
watermark is embedded by directly modifying the
pixel values of the original image.

2. The transform domain methods whereby the
watermark is embedded by modulating the transform
domain signal coefficients. The transform domain
techniques have been found to have the greater
robustness, when the watermarked signals are tested
after having been subjected to common signal
distortions.

3. The feature domain technique whereby the region,
boundary and object characteristics etc. are taken

into cognizance. Such watermarking methods may
present additional advantages in terms of detection
and recovery from geometric attacks, compared to
previous approaches.

4.1 Spatial Domain Techniques

Many spatial techniques are based on adding/
subtracting fixed amplitude pseudo noise (PN) sequences to an
image. PN sequences are also used as the "spreading key"
when considering the host media as the noise in a spread
spectrum system, where the watermark is the transmitted
message. These approaches modify the least significant bits
(LSB) of the host data on the assumption that the LSB data are
visually insignificant. The watermark is generally recovered
using knowledge of the PN sequence (and perhaps other secret
keys, like watermark location) and the statistical properties of
the embedding process. Two LSB techniques are described in
Schyndel et. al., (1994) [52]. The first subtracts the LSB of the
image with a PN sequence, while the second adds a PN
sequence to the LSB of the image. In Bender et. al., (1996)
[53] proposed a direct sequence spread spectrum technique to
embed a watermark in host signals. It is a statistical technique
that randomly chooses n pairs of points (ai, b;) in an image and
increases the brightness of a;, by one unit while simultaneously
decreasing the brightness of bi. Another PN sequence spread
spectrum approach is proposed in Wolfgang and Delp (1996
September) [54], where the authors hide data by adding a fixed
amplitude PN sequence to the image. They added fixed
amplitude two dimensional PN sequence obtained from a long
ID PN sequence to the image.

In Tanaka et. al., (1990) [38] the watermarking
algorithms used a predictive coding scheme to embed the
watermark into the image. Using the statistical properties of the
image, the watermark was embedded into the image by
dithering the image. In Schyndel et. al., (1994) [52] and Pitas
and Kaskalis (1995) [56] an image is randomly split into two
subsets of equal size. The mean value of one of the subsets is
increased by a constant factor k. In effect, the scheme adds high
frequency noise to the image. In Bruyndonckx et. al.,
(1995)[57] the watermark for an image is generated by
modifying the luminance values inside 8x8 blocks of pixels and
adding one extra bit of information to each block. The encoder
secretly makes the choice of the modified block.

In general, the watermarking approaches that modify
the LSB of the data are highly sensitive to signal processing
operations and are easily corrupted.

4.2 Transform Domain Techniques

Many transform-based watermarking techniques have
been proposed. To embed a watermark, a transformation is first
applied to the host data, and then modifications are made to the
transform coefficients. The works presented in Boland et. al.,
(1995) [58], Cox et. al., (1995 & 1996) [39] [40], Ruanaidh et.
al., (1996 August & 1996 September) [45] [46], Bors and Pitas
(1996 September)[47], Hartung and Girod (1996 October)
[23], Nikolaidis and Pitas (1996 May), [49] and Tilki and Beex
(1997) [50] can be considered to be the pioneer works that
utilized the transform domain for the watermarking process.
These papers were published at early stages of development of
watermarking algorithms. Though these algorithms are not
robust enough for watermarking copyright protection, they
represented a basic framework for this research. The section
has been divided into three main parts viz. wavelet
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decomposition techniques, discrete cosine transform techniques
and fractal transform techniques.

4.3 Wavelet Decomposition Techniques

Many papers proposed to wuse the wavelet
transformation for watermarking because of invisibility and the
robustness of the digital watermark can be gained by using this
approach. A perceptually based technique for watermarking
images was proposed in Wei et. al., (1998 November) [51].
The watermark was inserted in the wavelet coefficients and its
amplitudes were controlled by the wavelet coefficients so that
watermark noise does not exceed the just-noticeable difference
of each wavelet coefficient. Meanwhile, the order of inserting
watermark noise in the wavelet coefficients was the same as the
order of the visual significance of the wavelet coefficients. Zhu
et. al., (1998 October) [59] proposed to implement a four-level
wavelet decomposition using Gaussian sequence watermark of
pseudo-random real numbers. The detail sub-band coefficients
are watermarked. This algorithm can easily be built into video
watermarking applications based on a three dimensional
wavelet transform due to its simple structure. The algorithm
was resilient against compression but robustness against
rotation and other geometric attacks were not investigated. The
major drawback of these algorithms was that the security was
not guaranteed as one can extract the watermark statistically
once the algorithm is known by the attackers.

The approach used in Wolfgang et. al., (1998 October
& 1999 July) [60] [61] was a four-level wavelet decomposition
using 7/9-bi-orthogonal filters. The original image was needed
for watermarking extraction. Also, Wolfgang et. al., (1998
October) [60]compared the robustness of watermarks
embedded in the DCT and the DWT domains when subjected
to lossy compression attack. They found that it is better to
match the compression and watermarking domains. However,
they incorporated watermark across the image, which may lead
to loss of the watermarking coefficient inserted in the
insignificant parts of the host image.

Dugad et. al., (1998 October) [62] used a Gaussian
sequence of pseudo-random real numbers as a watermark and
inserted them in a few selected significant coefficients. They
exploited  wavelet  transformation  with  three-level
decomposition using Daubechies-8 filters. For imperceptibility,
the algorithm selected coefficients from detail sub-bands whose
magnitude is above a given threshold. However, these locations
are prone to modifications by compression or other common
signal processing attacks, which reduces the robustness of the
algorithm. Inoue et. al., (1998 October & 2000 October) [64]
[63] suggested the use of a three-level decomposition using 5/3
symmetric short kernel filters or Daubechies- 16 filters.
Experimental results showed that the proposed method gives
the watermarked image of better quality compared to other
algorithms existing at that time.

Xia et. al.,, (1997 September) [65] proposed an
algorithm using two-level decomposition with Haar wavelet
filters whereby most of the watermark was inserted in edges
and textures. This enhanced invisibility of the watermarking
process because the human eye is less sensitive to changes in
edge and texture information. Further, only pseudo-random
codes were added to the large coefficients at the high and
middle frequency bands of the DWT of an image. Also, it was
shown that this method was robust to some common image
distortions. However, low pass and median filters will affect
the robustness of the algorithm since most of the watermarking

coefficients are in the high frequency coefficients of the host
signal. Xie and Arce (1998 October) [66] developed a
watermarking approach that decomposed the host image to get
a low-frequency approximation representation. The watermark
was a binary sequence and was embedded in the approximation
image.  This algorithm was designed for both image
authentication applications and copyright protection. More
number of decomposition increases algorithm’s robustness.
Very good robustness can be achieved by deploying five-level
wavelet decomposition, but is costly from the computational
point of view.

Kundur and Hatzinakos (1997 September) [67]
developed an algorithm for still image watermarking in which
logo image, which was 2™ smaller than the host image, was
used as watermark. The watermark embedding process
employed multi-resolution fusion techniques and incorporated
a model of the human visual system. Both the original image
and the watermark were transformed into the DWT domain
before embedding. Simulation results demonstrated robustness
of the algorithm to common image distortions but were not
robust to rotations. Kundur and Hatzinakos (1998) [68]
proposed to apply the Daubechies family of orthogonal wavelet
filters to decompose the original image to three-level multi-
resolution representation. Also, Kundur and Hatzinakos (1998
October) [69] proposed a fragile watermark. They called the
technique as telltale tamper-proofing method. Their design
embedded the fragile watermark in the discrete wavelet domain
of the signal by quantizing the corresponding coefficients with
user-specified keys. The watermark was a binary signature,
which was embedded into key-selected detail sub-band
coefficients.

Podilchuk and Zeng (1998 May) [70] proposed two
watermarking techniques for gray scale digital images that were
based on utilizing visual models, which had been developed in
the context of image compression. Their schemes were shown
to provide very good results both in terms of image
transparency and robustness.

Chae et. al., (1998) [71] and Chae and Manjunath
(1998 January) [26] proposed a gray scale image watermarking
technique, with a limitation that the watermark size can be as
much as 25% of the host image size. They suggested using only
one-level decomposition on both the host and the logo image.
Their experimental results showed that the watermarked image
was transparent to embedding and the quality of the extracted
signature was high even when the watermarked image was
subjected to wavelet impression and JPEG lossy compression.
Geometric attacks were not studied in this work. The capacity
issue with this scheme can be considered as trade-off between
the quantity of hidden data and the quality of watermarked
image.

Kim et. al., (1999 March) [30] proposed to insert a
watermark into the large coefficients in each DWT band.
Experimental results showed that the proposed three-level
wavelet based watermarking method is robust against attacks
like JPEG compression, smoothing, and cropping. Robustness
against geometric distortions such as resizing and rotation was
not discussed. The algorithm selected perceptually significant
coefficients, for watermarking, by applying level-adaptive
threshold scheme as given in Kim and Moon (1999
October)[28]. The proposed approach in Kim and Moon (1999
October) [28] decomposed the original image into three levels
by applying bi-orthogonal filters. The experimental results
showed that the embedding was invisible to human eyes and
robust to various attacks but not geometric transformations.
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The paper didn’t address the possibilities of repetitive
watermark embedding or watermark embedding weight to
increase robustness.

A method for multi-index decision (maximizing
deviation method) based watermarking was proposed in Zhihui
and Liang (2000 July) [31]. This watermarking technique was
designed and implemented in the DCT domain as well as the
wavelet domain utilizing HVS (Human Visual System) models.
Tsekeridou and Pitas (2000 May) [32] presented watermarks
that were structured in such a way as to attain spatial self-
similarity with respect to a Cartesian grid. Their scheme was
implemented in the wavelet domain. Loo and Kingsbury (2000
April) [33] proposed a watermarking algorithm in the complex
wavelet domain and modeled watermarking as a
communication process. It was shown that the complex wavelet
domain has relatively high capacity for embedding information
in the host signal. They concluded that the complex wavelet
domain is a good domain for watermarking. However, it is
computationally very expensive.

Ejim and Miyazaki (2000 October) [34] suggested the
technique wusing a wavelet packet of image and video
watermarking. The energy for each sub-band was calculated.
Then, certain sub-bands are pseudo-randomly selected
according to their energy. These types of algorithms generate
redundant information since the wavelet packet generates
details and approximation sub-band for each resolution, which
adds to the computation overhead.

4.4 Discrete Cosine Transform Techniques

In the wvery early days, Discrete Cosine
Transformation was widely studied by the source coding
community in the context of JPEG and MPEG compression
Wallace (1992) [35], Pennebaker and Mitchell (1992) [36] and
Rao and Yip (1990) [37]. Later, it was also considered to
embed a message inside images (Koch and Zhao 1995 [7] ,
Zhao 1996 [9] ) and videos (Matsui and Tanaka, 1994 [55]).
The main arguments for using DCT in watermarking are the
following:

e Embedding rules operating in the DCT
domain is often more robust to JPEG and
MPEG compression; thus the watermark
designer can prevent JPEG/MPEG attacks
more easily.

e The studies on visibility (i.e., visual
distortions) can be reused; these studies help
to predict the visible impact of the watermark
on the cover-image.

e Watermarking in the DCT domain offers the

possibility of directly realizing the
embedding operator in the compressed
domain (i.e., inside a JPEG or MPEG

encoder) in order to minimize the
computation time.

Several watermarking algorithms have been proposed
to utilize the discrete cosine transformation. However, Cox et.
al., (1995 & 1997 December) [39] [42] and Koch and Zhao
(1995) [7] algorithms are the most well-known DCT-based
algorithms. Cox et. al., (1995) [39] proposed the well-known
spread spectrum watermarking schemes. The image was first
subjected to a global discrete cosine transformation. Then, the
1,000 largest coefficients in the DCT domain were selected for
watermarking. They used a Gaussian sequence of pseudo-
random real numbers of length 1,000 as a watermark. This

approach achieves good robustness against compression and
other common signal processing attacks. This was the result of
selection of perceptually significant transform domain
coefficients. However, the algorithm was weak against the
invariability attack proposed by Craver (1997 October) [43].
Also, the global DCT employed on the image is
computationally expensive. Cox et. al., (1996 September) [41]
described the technique for applying digital watermarks to both
video and audio signals. The mark was inserted using discrete
cosine transform technique into the perceptually most
significant spectral coefficients of the signal using the concept
of spread spectrum communications. They showed that marks
can still be recovered after various common processing
operations including scaling, JPEG compression, dithering and
clipping. Hsu and Wu (1999 January) [44] also proposed gray
scale image watermarking using DCT transformation. They
incorporated binary image as the watermark into the middle
frequency parts of the original image. The results reflected
sustainability to JPEG compression.

Koch and Zhao (1995) [7] proposed to use a
sequence of binary values, as a watermark. This approach
modified the difference between randomly selected mid-
frequency components in random image blocks. They picked
pseudo-randomly 8x8 DCT coefficient blocks. From each
block, two coefficients in the mid-frequency range were
pseudo-randomly selected. Each block was quantized using the
JPEG quantization matrix and a quantization factor. This was
not a robust algorithm because only two coefficients were
watermarked from each block. The algorithm was not robust
against scaling or rotation because the image dimensions were
used to generate an appropriate pseudo-random sequence.
Also, visible artifacts may be produced because the watermark
was inserted in 8x8 DCT domain coefficient blocks. These
artifacts may be seen more in smooth regions than in edge
regions.

Swanson et. al., (1996 September) [17] proposed a
DCT based watermarking scheme for images that used the
properties of human visual system. The watermark was a PN-
sequence that is shaped using frequency masking. Ruanaidh et.
al., (1996 August) [46] presented a DCT based private
invisible watermarking technique for still images. The
watermark was embedded by modulating the DCT coefficients
with a bi-directional coding. A technique to determine the
number of bits to be placed at a given location was also
presented. Barni et. al.,, (1998) [76] proposed a digital
watermarking algorithm similar to Cox’s method. However, the
mark was inserted in the same set of DCT coefficients after the
usual zigzag ordering, instead of using the 1000 largest DCT
coefficients as Cox does. To achieve perceptual invisibility,
only middle frequencies were modified. The method survived
JPEG compression, low-pass filtering, cropping and rescaling.
Bors and Pitas (1998) [48] proposed watermarking algorithm
based on imposing constraints in the DCT domain. Random
image blocks were selected via a Gaussian network classifier
and DCT coefficients in these blocked were modified to satisfy
some predefined constraints. The original image was not
required for watermark detection and simulations showed this
method is resistant to JPEG compression and filtering.

Some of the other major contributions in the area
noted are Bors and Pitas (1996 September) [47], Piva et. al.,
(1997 September) [72], Tang and Aoki (1997) [74], Barni et.
al., (1997) [75], Tao and Dickinson (1997)[77] , Goutte and
Baskurt (1998) [78], Duan et. al., (1998) [79], Huang and Shi
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(1998 April) [80] Kankanhalli and Ramakrishnan (1999) [81],
Kang and Aoki (1999) [82] and Kim et. al., (1999) [29].

4.5 Fractal Transform Techniques

Though a lot of work has been done in the area of
invisible watermarks using the DCT and the wavelet -based
methods, a relatively few references exist for invisible
watermarks based on the fractal transform. The reason for this
might be the computational expense of the fractal transform.
Discussions of fractal watermarking methods were presented in
Puate and Jordan (1996 November) [83], Roche and Dugelay
(1998) [84] and Bas et. al., (1998 October) [85]. Puate and
Jordan (1996 November) [83] used fractal compression
analysis to embed a signature in an image. In fractal analysis,
similar pattern were identified in an image and only a limited
amount of binary code can be embedded using this method.
Since fractal analysis is computationally expensive and some
images do not have many large self-similar patterns, the
technique may not be suitable for general use.

4.6 Feature Domain Techniques

These techniques focused on image region, boundary
and characteristics, like flat regions, textures, and edges etc.,
for watermarking. This gives an additional advantage in terms
of detection and recovery from geometric attacks compared to
other methods. Also, these algorithms may be designed so that
selective robustness to different classes of attacks is obtained.
As a result, watermark flexibility will be improved consider-
ably. Kutter et. al., (1999 October) [86] used feature point
extraction and the Voronoi diagram as an example to define
region of interest (ROI) to be watermarked. The feature
extraction process is based on a decomposition of the image
using Mexican-Hat wavelet. The stability of the method
proposed in Kutter's work depends on the features points.
These extracted features have the drawback that their location
may change by some pixels because of attack or during the
watermarking process which will cause problems during the
detecting process. Kutter classified this technique as second
generation watermarking.

Later in 2000, ICIP organized a special session on
second-generation digital watermarking algorithms Baudry et.
al., (2000 October) [87], Eggers et. al., (2000 October) [88],
Furon and Duhamel (2000 October) [89] , Loo and Kingsbury(
2000 April) [33], Lu and Liao (2000 October)[91], Miller et.
al., (2000 October)[92], Piva et. al., (2000 October) [73] and
Solachidis et. al.,, 2000 October) [93]. Eight papers were
presented in this session. This special session was intended to
provide researchers with the opportunity of presenting the latest
research results on second-generation digital watermarking.

In Solachidis (2000 October)[93] the properties of
the-Fourier descriptors were utilized in order to devise a blind
watermarking scheme for vector graphics images. With this
approach, the watermarking method will be robust to a
multitude of geometric manipulations and smoothing. But the
results showed weak robustness and required improvement
more in this direction.

A new modulation scheme was proposed by Lu et. al.,
(2000 July)[90] and Lu and Liao (2000 October)[91]. Half of
the watermark was positively embedded and the other half was
negatively embedded. This approach can be applied to all
spread spectrum watermarking algorithms. It performed better
than random insertion. Security issues and geometric attacks

were not considered in the design of this algorithm. Also, Lu
and Liao (2000 October) [91] used the same approach to
propose a semi-blind watermark extraction. The original image
was not required at the detection side; only a set of image-
dependent parameters was needed. These parameters described
the wavelet coefficient probability distribution that originally
has been embedded.

5. Summary

It is apparent that the digital watermarking can be
achieved by using either transform techniques i.e. embedding
the watermark data into the frequency domain representation of
the host image or by directly embedding the watermark into the
spatial domain data of the image. The discussion shows that
creating robust watermarking methods is still a challenging
research problem. The algorithms developed are robust against
some attacks but not against others. Also, some of the current
methods are designed to suit only specific application, which
limits their widespread use. Moreover, there are drawbacks in
the existing algorithms associated with the watermark-
embedding domain. These drawbacks vary from system to
system. Watermarking schemes that modify the LSB of the data
using a fixed magnitude PN sequence are highly sensitive to
signal processing operations and are easily corrupted. Some
transform domain watermarking algorithms cannot survive
most image  processing operations and  geometric
manipulations. Using fractal transforms, only a limited amount
of binary code can be embedded. Since fractal analysis is
computationally expensive, and some images do not have many
large, self-similar patterns, fractal-based algorithms may not be
suitable or practical for general use. Feature domain algorithms
suffer from problems of stability of feature points if they are
exposed to an attack. Security is an issue facing most of the
algorithms reviewed.

Digital watermarking is claimed to be the ultimate
solution for copyright protection over Internet. However, some
problems related to robustness and security of watermarking
algorithms to intentional or unintentional attacks still remain
unsolved and needs to be addressed.
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