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Abstract: In our modern life, social networks are pervasive and omnipresent. Activities like tweeting, uploading photos on Facebook, 

finding job by using LinkedIn, are nothing but the use of social networks. Even the average computers are used to social networks. The 

incredible use of social networks in counter-terrorism and marketing has increased the need for accurate classification techniques for 

hiding important data and connections. However, users of admissible social networks have reasonable concerns about the use of their 

private data. Also, nowadays many social networks that have been partly driven by Web 2.0 applications have made publicly availability of 

the data. This data is analyzed in many different ways. Publishing the social network data by maintaining the privacy is a task of concern. 

In this paper, we present a brief review of the existing techniques for privacy preserving publishing of social network data. 
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1. Introduction 

Due to the increase in popularity of online social networks on 

the Web [1], large number of people subscribe to social 

networks or social media. This has generated large amount of 

user data that is gathered and maintained by the social network 

service providers. The data generated by social network 

services is termed as the social network data that needs to be 

published for others in certain situations. One of the situations 

is when specific analysis of the user data needs to be done and 

another situation is when the owner of the data has to share the 

data with third parties like advertising partners which is part of 

policies generally accepted by subscribers. The data contains 

valuable information about users that helps third parties in 

better social targeting of advertisements. Social network 

analysis is being used in modern sociology, geography, 

economics, and information sciences [2]. Researchers in 

various fields use this data for different purposes like 

researchers in government institutions require social network 

data for information and security purposes [3]. So, data needs 

to be shared or published in all above mentioned situations. 

Owner of data can publish it for others to analyze but it may 

create serious privacy threats. To fulfill the demands for the 

network data, online social media operators have been sharing 

the data they gather and maintain with external third parties 

such as advertisers, application developers, and academic 

researchers like Facebook has thousands of third-party 

applications and there has been an exponential increase in this 

number [4]. Social network data contains sensitive and 

confidential information about the users [5-7]. Thus sharing of 

this data in its raw form may breach privacy of individuals. 

Individual privacy is defined as “the right of the individual to 

decide what information about himself should be 

communicated to others and under what circumstances” [8]. A 

privacy breach occurs when private and confidential 

information about the user is disclosed to an adversary. So, 

preserving privacy of individuals while publishing user’s 

collected data is an important research area. Work has been 

done by various researchers in this direction 

This paper is organized as follows: Section 2 describes 

challenges while publishing social network data; followed by 

Access control in social networking sites which have been 

briefed in Section 3; Section 4 presents exiting techniques for 

preserving privacy; Section 5 gives research directions for new 

researchers; finally Section 7 concludes the review. 

 

2. Challenges in Preserving Privacy in Social 

Network Data Publishing 

Ensuring privacy for social network data is difficult than the 

tabular micro-data because: 

1) Modeling of background knowledge of adversaries is 

difficult in social network data than tabular micro-data. In 

tabular micro-data, users are identified by linking quasi-

identifiers from whereas in social network information from 

various sources such as labels of vertices and edges, subgraphs, 

and neighborhood graphs can be used to identify individuals. 

2) Information loss is the metric which measures the amount of 

distortion. In tabular micro-data information loss can be 

measured using the sum of information loss in individual 

records. Since, a social network is a graphical structure with a 

set of vertices and edges hence it is difficult to compare two 

social networks by comparing the vertices and edges 

individually. Anonymized social network and original social 
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networks which have the same number of vertices and edges 

may have very different properties like betweenness, 

connectivity and diameter Information loss and anonymization 

quality can be measured in different ways. 

3) Development of privacy preserving techniques in social 

network data is difficult than for relational data. Tabular micro-

data is anonymized using divide-and-conquer techniques 

whereas social network is a structure of nodes and edges, any 

changes in labels or edges may have an effect on the 

neighborhoods of other vertices and edges. 

3. Access Control of Social Networks 

Past research on OSN security has mainly focused on privacy-

preserving techniques to allow statistical analysis on social 

network data without compromising OSN members’ privacy 

(see [9] for a survey on this topic). In contrast, access control 

for OSNs is a relatively new research area. 

3.1 Body paragraphs 

As far as we are aware, the only other proposals of an access 

control mechanism for online social networks are [10], [11] 

and [12]. The D-FOAF system [10] is primarily a Friend of a 

Friend (FOAF) ontology-based distributed identity 

management system for social networks, where access rights 

and trust delegation management are provided as additional 

services. In D-FOAF, relationships are associated with a trust 

level, which denotes the level of friendship existing between 

the users participating in a given relationship. Although [10] 

discusses only generic relationships, corresponding to the ones 

modeled by the FOAK: knows RDF property in the FOAF 

vocabulary [13], another D-FOAF-related paper [14] considers 

also the case of multiple relationship types. As far as access 

rights are concerned, they denote authorized users in terms of 

the minimum trust level and maximum length of the paths 

connecting the requester to the resource owner. In [11], authors 

adopt a multi-level security approach, where trust is the only 

parameter used to determine the security level of both users and 

resources. In [12], a semi-decentralized discretionary access 

control model and a related enforcement mechanism for 

controlled sharing of information in OSNs is presented. 

The model allows the specification of access rules for online 

resources, where authorized users are denoted in terms of the 

relationship type, depth, and trust level existing between nodes 

in the network. 

Compared to existing approaches, we use semantic web 

technologies to represent much richer forms of relationships 

among users, resources and actions. For example, we are able 

to represent access control rules that leverage relationship 

hierarchies and by using OWL reasoning tools, we can infer a 

“close friend” is also a “friend” and anything that is accessible 

by friend could be also accessible by a “close friend”. In 

addition, our proposed solution could be easily adapted for 

very different online social networks by modifying the 

underlying SNKB. A further discussion on the differences 

between the proposed framework and the access control 

mechanism in [12] is provided in Section 7.4. 

 

Figure 1: Privacy preserving Techniques for microdata 

Semantic web technologies have been recently used for 

developing various policy and access control languages for 

domains different from OSNs. For example, in [15], authors 

compare various policy languages for distributed agent based 

systems that define authorization and obligation policies. In 

[16], OWL is used to express role-based access control 

policies. In [17], authors propose a semantic access control 

model that separates the authorization and access control 

management responsibilities to provide solutions for 

distributed and dynamic systems with heterogeneous security 

requirements. None of these previous work deals with the 

access control issues related to 9 online social networks. 

Among the existing work, [18] is the most similar to our 

proposal. Compared to [18], we provide a much richer OWL 

ontology for modeling various aspects of online social 

networks. In addition, we propose authorization, admin and 

filtering policies that depend on trust relationships among 

various users. 

4. Survey on Privacy Preserving Techniques 

Privacy preserving techniques are developed keeping following 

things into consideration: 

 

1. Adversary’s knowledge 

2. Utility of the data after release 

 

So, depending upon the knowledge that an adversary uses to 

attack the target node following techniques have been 

developed by various researchers using the notion of K-

anonymity [19][20]. Wei et al. [21] considered the privacy 

disclosure in online social network data publishing. It has been 

assumed that adversaries have the knowledge of the degree of a 

target individual and the target’s immediate neighbours. A 

practical solution to defend against background knowledge 

attacks has been proposed. Anonymized social networks 

obtained by proposed method can be used to answer aggregate 

network queries with high accuracy. Social network has been 

modeled as an undirected labeled graph. k-subgraph has been 

proposed to reduce the risk of privacy disclosure in social 

network data publication. Zou et al. [22] proposed k-

automorphism based on the assumption that the adversary has 
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knowledge about degree, subgraph and neighbor of the target 

node. Tripathy et al.[23] proposed an algorithm for graph 

isomorphism based on adjacency matrix. It says that a subgraph 

is indistinguishable from at least k-1 other subgraphs. Cheng et 

al. [24] used K-isomorphism to preserve privacy when 

adversary has subgraph knowledge. Wu et al. [25] proposed k-

symmetry technique to protect privacy against re-identification 

using subgraph information. Lan et al.[26] developed an 

algorithm called KNAP against 1-neighborhood attack for 

publishing social networks data. Skarkala et al. [27] applied K-

anonymity to weighted social networks. Liu et al. [28] 

proposed the concept of k-degree to prevent vertex re-

identification through the information of vertex degree. 

Technique Advantages Disadvantages 

K- Anonymity High correlation 

among the tuples 

More Number 

of dimensions 

would be 

violated 

l- Diversity Sensitive attribute 

would have at most 

same frequency 

Homogeneity 

and background 

knowledge 

attack has 

lacked 

t- closeness Measure the 

distance between 

two probabilistic 

distribution that 

were 

indistinguishable 

from one another 

Information 

gain was unclear 

Km 
 

Anonymity 

Similar evaluated 

approach on k items 

Loss of utility 

Table 1 : Privacy preserving Technique 

Preserving privacy in social networks using k-anonymity 

protects against linking disclosure but still it may leak privacy 

under the cases of homogeneity and background knowledge 

attacks. Moreover, K-anonymity doesn’t protect against 

attribute disclosure. So, L-diversity was developed by 

Machanavajjhala [29] in year 2007. 

Panda et al. [30] used a new practical and efficient definition of 

privacy called l-diversity on preserving privacy in collaborative 

social network data and the effect on the utility of the data for 

social network analysis has been seen. It has been identified 

that l-diversity social network still may leak privacy as an 

adversary may have some prior knowledge about the sensitive 

attribute value of an individual before seeing the released table. 

After seeing the released table, the adversary may have a 

posterior knowledge. Information gain i,e., the difference 

between the posterior knowledge and the prior knowledge is 

the factor to leak privacy. So the concept of t-closeness has 

been suggested to be introduced. Li et al. [31] proposed to 

preserve relationship privacy between two users one of whom 

can be identified in the released social network data. l-diversity 

anonymization model has been defined to preserve users’ 

relationship privacy. Two graph manipulation algorithms, 

MaxSub and MinSuper, have been proposed to achieve l-

diversity anonymization. 

Then, to preserve privacy in better way integrated approach of 

K-anonymity and L-diversity has been suggested by few 

authors as mentioned below. 

Kavianpour et al. [32] proposed an integrated algorithm that 

takes the advantages of K-anonymity and l-diversity algorithm 

then evaluated the effectiveness of the combined strengths. 

Proposed algorithm has been able to increase the level of 

privacy for social network users by anonymizing and 

diversifying disclosed information. Tripathy et al. [33] 

proposed an algorithm which follows k-anonymity and l-

diversity properties and can handle a variant of multisensitive 

attributes during anonymization process. Proposed algorithm is 

modified form of corresponding algorithms for micro data and 

it also depends upon some modified algorithms developed for 

anonymization against neighbourhood attacks. Drawback of 

proposed algorithm is that it still needs some improvements in 

order to reduce the complexity so that it can be applied to large 

social networks. Yuan et al. [34] defined a k-degree l-diversity 

anonymity model for the protection of structural information 

and sensitive labels of people. Many privacy models like k-

anonymity to prevent node reidentification through structure 

information have been proposed but an attacker may still be 

able to obtain private information of a person i.e. the label-

node relationship is not well protected by pure structure 

anonymization methods. An anonymization methodology has 

been proposed by adding noise nodes into the original graph 

with the consideration of introducing the least distortion to 

graph properties. 

Other than above mentioned techniques for preserving privacy 

other techniques have also been proposed and developed as 

shown in table 1. 

5. Direction of Research 

Following are the few theorizing drawn from literature survey: 

1) To conserve the functionality (usefulness) of anonymized 

data is an important aspect while applying techniques for 

privacy preservation. So, there is a need to develop 

methodologies that can quantitatively measure utility of data. 

There is need to evaluate various techniques in terms of 

tradeoff between privacy and utility. 

2) Many algorithms like k-anonymity, L-diversity, integrated 

approach of k-anonymity & L-diversity have been developed 

for preserving privacy of social network user data but existing 

techniques leads to substantial information loss. 

3) Anonymization techniques have been developed for one 

time released network data. But many applications require 

publishing data periodically so there is a need to develop 

techniques that can preserve privacy of dynamic releases. 
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4) Techniques are available for preserving privacy in case of 

distributed tabular data e.g. However, in case of social network 

distributed privacy preserving techniques are not well reported 

in literature except. 

5) Existing privacy preserving approaches for social networks 

have been evaluated using either small datasets or synthetic 

datasets. There is need to conduct empirical experiments on 

large datasets. 

6) There is no existing technique which can prevent 

homogeneity attacks, background knowledge attacks, attacks 

arising due to distance between sensitive values. 

6. Conclusion 

The availability of important and sensitive information has 

made social networking sites a potential target of attackers. 

Also the larger the user base, the more threat to the information 

hence, increasing the challenge of providing both, privacy and 

security to the online social networks. In this paper we have 

addressed the different issues of privacy and security 

techniques required to prevent social network data. 

There are varieties of security mechanisms implemented by 

social networking sites for protecting the data and users. But 

there are also varieties of attackers trying to breach the 

defenses, so the social network users must be super aware of 

these threats and be very careful when using them. 
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