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Abstract

The basic ideas involving cloud computing were first came into picture in 1960, when John
McCarthy stated that "computation may someday be organized as a public utility”. But the
concept of Cloud computing started drawing attention of the IT world until recently. It is
changing the focus of enterprises. It has become a part of normal work flow for thousands of
users on the internet. Cloud computing gained attention due to many of its salient features
such as reduced storage cost, ‘pay per use’ policy, the growing technology of visualization,
SOA (Service Oriented Architecture) and also because of development in internet security.
Cloud security is one of the major challenges in cloud computing. This paper focuses on
various cloud security issues and methods to enhance the security of data storage and
processing in the clod environment. The definition of cloud computing and some of its
features are also discussed in this paper.

Keyword: Cloud Computing, Cloud Security, Cloud Security Issues, Encryption,
Decryption.

Introduction

Cloud computing is a very easy method through which we can get access to shared pool of
resources, which can be configured and released with minimal effort. National Institute of
Standards and Technology (NIST), has defined Cloud Computing as follows: Cloud
computing is a model for enabling ubiquitous, convenient, on-demand network access to a
shared pool of configurable computing resources (e.g., networks, servers, storage,
applications, and services) that can be rapidly provisioned and released with minimal
management effort or service provider interaction.[1]”The consumers are provided with
capabilities related to IT as “service”, instead of product produced using internet. To get
inexpensive computing infrastructures that are on-demand and also gives a good quality of
service levels, cloud computing serves all these needs. Including security is a major struggle
for many developers. In other cases, providing security with currently affordable
technological capabilities is very hard for the developers [2].

Cloud computing gives us the power to move the work done on client side to some unseen
cluster over the internet. Maintaining database and applications for the users to access it
through a network independently on a remote network is the work of a Cloud Service
Provider (CSP).

Service Models of cloud computing

According to NIST’s cloud computing definition, it has three service models software as a
service, platform as a service and infrastructure as service and four deployment models
private cloud, public cloud ,hybrid and community cloud.[31] If a customer needs any service
first he has to send a request to a service provider.[31]
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1. Software as a Service (SaaS): Software as a Service consists of software running on the
provider’s cloud infrastructure, delivered to multiple clients on demand through a thin client
such as a browser over the Internet. User need not install any software for running. Common
examples are Google Docs and Salesforce.com.

2. Platform as a Service (PaaS): It provides a running environment for any application.
Developers are given the flexibility so that they can develop applications on provider’s platform.
Storage, database, and scalability are the main services provided. Common examples are
Google App Engine.

. Infrastructure as a Service (laaS): The service provider provides the entire hardware as a
service and is responsible for maintaining, running and housing it. The client pays as per the
usage of services. laaS provides on demand access to resources (networking, servers and
storage), which could be accessed via a service APl. Common examples are Flexiscale,
AWS: EC2 (Amazon Web Services).

Publle Cloud
Sendce over [ Intemet
Ublty Computing madel
Usas Opkx

Community Cloud
Publ, Private or Hybrkd
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Gaptx (communty ops)

Cloud Computing Deployment Models

Depending on infrastructure ownership, there are four deployment models.[5]. The security
issues start with these four deployment models

1. The Public Cloud .Public cloud is the one which dynamically provisions the resources on a
self service basis over internet. Large organizations usually are the owners.(e.g.

Amazon, Google’s AppEngine and

Microsoft Azure). In terms of privacy issues and security, this would be the most cost
effective model since the provider’s infrastructure normally traverses many national
boundaries. [6].

2. The Private Cloud: In its predominant use of virtualization, this model varies from the
traditional data enter. Since the users will have to buy, build and manage, hey have been
criticized such that they do not benefit from lower capital costs and less hands on
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management. Private cloud attracts enterprises especially in safety critical organization and
missions.

3. The Community Cloud: A community may have organizations which can all share this
type of cloud infrastructure, and any of these organization can be responsible to manage it or
a third party can also manage it. A common example is the Open Cirrus Cloud Computing
Testbed, which is a collection

of Federated data centres across six sites spanning from North America to Asia.

4. The Hybrid Cloud: Of all the models discussed above, hybrid can be a combination of two
or (or all). Standardization of APIs has led to easier distribution of applications across
different cloud models.

We are dealing with many issues like multi tenancy, data loss and leakage, easy accessibility of
cloud, identity management, unsafe API’s, inconsistencies in service level agreement, patch
management, internal threats etc. in cloud computing. [3] This paper mainly focuses on the major
security issues in cloud computing and the mechanisms and algorithms that are adopted in the
security management in cloud computing.

SECURITY ISSUES IN CLOUD

In cloud computing security issues are the major threats faced today. Recent research have
discussed about the increasing number of threats in cloud computing. This is the reason that
new security algorithms and techniques are being developed and existing ones are being
improved.

Major threats faced are: [7]

Data security breaches

Fake credentials and breach in authentication.

Hacking of interfaces

Unauthorised API

Exploitation of vulnerable sections of the system

Account trafficking and hijacking

Hostile insiders

Complete data loss

Dos attacks

Security algorithms and techniques to counter these threats exists and in this paper discusses
about the comparison of these techniques in detail.

DETAILED DESCRIPTION OF COMMON ENCRYPTION ALGORITHMS

Encryption of data is done with the help of keys. The encryption and decryption of the user
data is done through the same key values. This type of algorithms can be termed as
cryptographic algorithms. There are a lot of cryptographic algorithms available in market,
which can be used for security purposes. Some frequently used encryption algorithms are
being analysed herein this paper.

RIVEST-SHAMIR- ADLEMAN(RSA)
The RSA algorithm is named after Ron Rivest, Adi Shamir and Len Adleman, who invented
itin 1977. The basic technique was first discovered in 1973. The RSA algorithm is the most
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popularly used public key cryptography algorithm in the world. It can be used to encrypt any
data message without exchanging any secret key to the receiver.

The algorithm performs the encryption with two random numbers to create the needed public
keys and private keys. These keys are used for encrypting and decrypting the data at the
sender’s end and receiver’s end respectively. Sender encrypts the message which is required
to be sent across the channel using the receiver’s public key and when the message arrives at
the receiver’s side, the receiver can decrypt the encrypted message using their separately
generated private keys [8] [9].

DATA ENCRYPTION STANDRAD (DES)

The Data Encryption Standard is an old algorithm which is not recently used. And it is a
symmetric-key method of message encryption. DES encrypts and decrypted the data using
the same private key, so both the sender and the receiver must be aware of the key and use
the same private key. It was initially developed by IBM, but was later acquired by NIST.
DES encryption method is block cipher technique. In this technique blocks of data consisting
of 64 bits can be encrypted and decrypted by using a 64 bit key[10][11]. Even though DES is
considered to be old fashioned and old-timer, it is used by the finance and marketing sectors
and other industries around the globe to protect their real time online web services and

applications [12] [13].
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e TRIPLE DES

Triple-DES encryption uses a triple-length DATA key. This key is comprised of three 8-byte
DES keys to encrypt 8 bytes of data.

« Initially encrypt the data using the first key.
« Next decipher the encrypted data using the second key.
« Then lastly encipher the current decrypted message using the third and final key.

The procedure is reversed to decrypt data that has been encrypted using the triple-DES
security algorithm:

o First decipher the data which has been received using the third key.
e Then encipher the decrypted data using the second key.
« Finally decipher the current result using the initial key.

So the total number of bits for the combined key size will be 168 bits. The complete process
of TDES involves three 64-bit keys (Keyl, Key2, and Key3) in the EDE model [14].

When the 3-DES the 3-times iteration process is applied to increase the encryption level and
as the level of encryption increases, the average time also increases. This is considered as the
major drawback in 3-DES. The 3DES algorithm is one of the slowest techniques. It is slower
than most of the other block cipher methods [15] [16].

ey K1 Kiy X2 Key K3
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e Advanced Encryption Standard (AES)
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AES is a relatively new and latest encryption technique suggested by NIST to replace the old and
outdated DES algorithm in 2001. AES algorithm has a huge advantage over the rest of the
algorithms in the market,

it can be used to support any data of multiple combinations (128 bits). And the keys used in
this technique are of various lengths (128, 192, and 256 bits).

The security process in AES system involves 10 rounds for 128-bit keys initially, and then it
has to go through 12 rounds for 192-bit keys, and lastly 14 rounds for 256-bit keys in order to
obtain the final encrypted text or to get back the original plain text, that is the initial message.
AES allows data length of size 128 bits that can be split into four operational blocks [15].

The output has to go through nine rounds and during each of these nine round it has to go
through four transformation.

Substitution of bytes
Shifting of rows
Mixing of columns
Addition of round key

And in the last and ultimate round (Round 10), the Mixing of columns transformation is not
performed [16].

Decryption is the reverse process of encryption and uses the opposite of the functions used
during the encryption process.

Inverse Substitution of bytes
Inverse shifting of rows
Inverse mixing of columns [17].

characters. This is the recent area of interest where ASCII characters are also encrypted and
decrypted along with the Unicode characters [18].

Binary code segment is split into several sections for which accordingly DNA digital loading
is performed. As BDEA algorithm can be used for Unicode character set too, hence a whole
wider range of cloud service users can be reached and serviced easily.

MULTI-LEVEL ENCRYPTION

This method of encryption is much more complex and secure than previously existing
security algorithms as it goes through multiple level of encryptions. Using this method of
encryption the user can choose the security depth. This provides a lot of flexibility to the
users and this way the users can change the security measures according to their need [19].

There are two methods in this technique. The first method is the Rail fence cipher algorithm
that will use for Transposition and the other one is the Caesar cipher for substitution. In this
method it is difficult to understand the cipher text compared with the other techniques [20].
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BI-DIRECTIONAL DNA ENCRYPTION

Bidirectional DNA encryption algorithm (BDEA) is applied to counter the data security
threats in cloud computing services and environment. Bidirectional DNA encryption
algorithm can cipher Unicode characters as well as ASCII

COMPARITIVE STUDY OF SECURITY ALGORITHMS

The following table gives the comparative study about the different security algorithms
widely used in the market in recent times [21] [22] [23].
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CONCLUSION AND SCOPE OF FUTURE WORK

This paper discusses about the popular encryption algorithms. The use of internet has
increased exponentially in the last decade. And in the recent years the use of cloud computing
services has been the most sought after service. The users store their data on cloud servers
and this data is being transmitted nearly around the globe to be stored in multiple locations.
So the need for secured data transmission over the network has increased.

In this research paper a survey on existing encryption/encoding algorithms/techniques has
been done. And with all the analysis we can come to the conclusion that all the techniques
available in the current market is useful for encrypting Real-time data. Each technique is
unique and useful in its own way, which might be suitable for different applications based on
the specific requirements of that particular application. And each technique has its own
advantages and disadvantages.

Based on the research done and literature survey it is found that AES is the most efficient in
terms of speed, time, avalanche effect and throughput. And we can also come to the
conclusion that the security level of all the above discussed algorithms can be enhanced and
improved by used multiple security algorithms simultaneously. If more than one algorithm is
applied at a time then the security provided by the technique is improved by a considerable
margin.
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And our future work will involve use of combination and enhancement of these algorithms.
And multiple security algorithms will be applied either in a sequential or parallel fashion to
create a more secure and safe mode of transmission of data.
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