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Abstract : In this era of Globalization,  the extensive use 

of SmartPhones in our  day-to-day  life has become a very 

important factor.  According  to surveys,  nearly  0.8 of the 

SmartPhone industry  is dominated  by Android.  Therefore, 

the  issue  of  Security  and  Privacy  of  the  User  becomes a  

crucial  factor  to  be  taken  care  of.  Since,  Android   is an  

Open-Source   Platform,   the  scope  of  resolving  issues like 

this becomes easy and effective with the help of applications  

designed  by programmers around the  globe. Smartphones 

running  on  Android   OS  have  an  in-built password  

detection mechanism  (character/pattern/gesture) which helps 

in differentiating between real user from unknown   user.  

Also,  the  proposed   system  are  designed to  work  with  

their   own  perspective   to  meet  the  users demands   and   

this   done   with   the   help   of  pre-defined sensors  which  

are  thoroughly   elaborated  after   a  lot  of search.   In  this  

paper,   A  survey   of  the  research  done by  the  

predecessors  on  related subject  to  provide  better security 

and to overcome this breach  of privacy. Now while discussing 

the security  measures,  The system can possibly assume  that  

under  a certain  type of scenario  an intruder may try to 

access valuable information of the user without his 

knowledge  and  when  faced  with  a password  barrier, the  

intruder may  try  to  bypass  it  by  entering   another 

password,  and  if the  password  is wrong  it may  result in 

multiple failed attempts.  So there has to be certain  solution 

to  detect  this  breach  and  if possible  overcome  it.  Along 

with this, the proposed  system should  make  sure  that  the 

application consumes  least  amount   of  battery and  uses 

minimum  amount  of system memory. 

Keywords–Mobile  computing, password detection, location trac- 

ing, SOS Message, In-built Micro-Environment Sensors. 

 

I.  INTRODUCTION 
 

In this era, where there is a total boom of smartphones 

being used it is very important that the users security is not 

 

compromised. Various attempts can be made by a malicious 

user  who  is  trying  to  access  the  information  of  the  user. 

One such attempt is when the unknown user tries to bypass 

password lock set by the real user. It is highly possible that 

he might not know the password, and so he would carry on 

multiple attempts to unlock it. Thus, finally he may or may 

not be able to access the phone, but the point is that the real user 

may never know that someone had tried to access his phone 

without his permission. Another concern from users perspective 

is that he may wanna try to contact his colleagues in case of 

emergency but it might not be possible to talk to them normally. 

Thus, it is very important to overcome these issues in order to 

provide the user better security and help them contact when 

in need and emergency. In this system, it proposes an Android 

application which consists of modules that  help  the  user  to  

carry  out  theft  detection,  tracing  of location and allowing the 

user to send SOS message in case of emergency when 

contacting someone is very difficult. To implement such a 

platform, difficulties are triple. First, previous context-aware 

solution (especially if algorithms and metrics if any) are 

analyzed by human intuition. Second, the application must be 

tested on different versions of Android OS to determine its 

feasibility and compatibility and as the updates are made 

quickly and vary through different smart phones, it  becomes  

very  complicated. Third,  distinguishing similar micro-

environment relies on systematic collaboration among multi-

modal sensors since the chances of the application of not 

distinguishing between a required task and its pre-defined task is 

very important for effective functioning. The proposed system is 

to build the framework of the application upon an investigation 

of phone usage and user habits. The framework covers the 

majority of phone states, and consists of three core modules: 

Theft Detection, User Security especially Women during 

emergency and Tracing location of phones using GPS 

GSM/text.
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II.  RELATED WORK 

 
The proposed system present the design, implementation 

and evaluation of Sherlock, a simple yet practical platform for 

micro-environment sensing for smartphones. Via collaboration 

among built-in sensors. The platform automatically collects 

sensor  hints  and  characterizes  the  immediate  surroundings 

of smartphones at centimetre level accuracy, providing fine- 

grained environment information to upper layer applications. 

The system conducted comprehensive experiments to evaluate 

their system through a prototype implementation on android 

platform. Preliminary experiment results show that Sherlock 

achieves low energy cost, rapid system deployment, and com- 

petitive sensing accuracy[1]. 

The proposed system have developed an aid for locating 

missing or lost children. The solution proposed in their paper 

takes advantage of the rich features offered in Androids smart 

phones. The architecture of the system is built on two main 

component, GPS satellite, and GSM telephony services. Some 

of this work relies on internet connectivity or a server that 

has to be up running. The proposed service relies only on 

two main services, telephony and location, thus eliminating 

the need of internet connection or a dedicated server. Finally, 

like any software product or design, there is still room for 

enhancement and features such as Geo-fencing, emergency 

alerts can be added to the system[2]. 

The problem was solved by proposing an application Lo- 

cating Friends and Family Using Mobile Phones with Global 

Positioning System (GPS). The architecture of the system is 

based on clientserver approach. The client phone registers and 

login into the server. Then, the client periodically sends his 

coordinate location updates to the server which stores it in a 

database. Thus, any client wishes to learn the location of 

another client will have to register and login to the server to 

request the location. This application was developed to helps 

locate family member and friends. The mobile application was 

implemented using J2ME. As for the server, it uses MySQL 

Database along with PHP to guarantees that the server would 

not be overloaded. This proposed solution makes each client has 

same control and command privileges as the other which is not 

convenient for use in child tracking application where only the 

parent should have the control and command privileges. A 

limitation of this solution is that in order for the system to 

work there must be internet connectivity in both client and 

server sides[3]. 

The system propose an online calibration and synchroniza- 

tion algorithm for cellphones that is able to estimate not only 

the camera projection parameters, but also the gyroscope bias, 

the relative orientation between the camera and gyroscope, 

and the delay between the timestamps of the two sensors. 

The  proposed  algorithm  is  based  on  the  generalization of 

the coplanarity constraint of the cross products of matched 

features in a rolling shutter camera model. Experiment run on 

real data collected from cellphones show that the proposed al- 

gorithm can successfully estimate all of the needed parameters 

with different kinds of motion of the cellphones. This online 

 

calibration and synchronization of rolling shutter camera and 

gyroscope make it more convenient for high quality video 

recording, gyro-aided feature tracking, and visual-inertial nav- 

igation[4]. 

A  three  level  security  approachhas been  applied  on  the 

system, which apparently makes it highly secure along with 

being  more  user  friendly.  This  system  will  definitely help 

thwarting Shoulder attack, Tempest attack and brute-force attack 

at the client side. 3-Level Security system is definitely a  time  

consuming  approach,  as  the  user  has  to  traverse through the 

three levels of security, and will need to refer to his mobile 

number for the one-time automated generated password. 

Therefore, this system cannot be a suitable solution for general 

security purposes, where time complexity will be an issue. But 

will definitely be a boon in areas where high security is the 

main issue, and time complexity is secondary, as an example 

take the case of a firm where this system will be accessible 

only to some higher designation holding people, who need to 

store and maintain their crucial and confidential data secure [6]. 

The system describes that while the Android message pass- 

ing system promotes the creation of rich, collaborative appli- 

cations, it also introduces the potential for attack if developers 

do not take precautions. The system examine inter-application 

communication in Android and present several classes of 

potential attacks on applications. Outgoing communication can 

put an application at risk of Broadcast theft (including eaves- 

dropping and denial of service), data theft, result modification, 

and Activity and Service hijacking. Incoming communication 

can put an application at risk of malicious Activity and Service 

launches and Broadcast injection. There is a tool, ComDroid, 

that developers can use to find these kinds of vulnerabilities. 

Their tool relies on DEX code, so third parties or reviewers for 

the Android Market can use it to evaluate applications whose 

source code is un- available. It analyzed 100 applications and 

verified their findings manually with 20 of those applications. 

Of the 20 applications, 12 applications with at least one 

vulnerability. This shows that applications can be vulnerable 

to attack and that developers should take precautions to protect 

themselves from these attacks[8]. 

The proposed system have reported the design, development 

and performance evaluation of a smartphone app that performs 

live detection of  physical activities. This app  differentiates 

itself from previous works on activity recognition in the 

following: 1)  It  requires no  user  interaction post-setup, 2) It 

requires no additional sensing hardware and relies solely on 

the physical sensors that are standard on even low-end 

smartphones, 3) It requires no calibration, 4) It supports the 

detection of 7 different physical activities, including walking, 

running, climbing stairs, descending stairs, cycling, driving 

and remaining inactive, and 5)The Decision Tree classifier 

used by the Activity Diary app is accurate. The average area 

under the ROC curve exceeds 0.99. This application lets users 

monitor their daily physical activity and enables them to make 

healthier and more informed choices that can lead to healthier 

habits and lifestyle. Live updates are specifically targeted to
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encourage decisions based on a healthier lifestyle.The prop- 

soed system are currently field testing the Activity Diary app 

and are working to make it available to the public through the 

Google Android marketplace. In the future, the system would 

like to extend this app further to: 1) Support more physical 

activities, 2) Infer modes of transportation and provide users 

with feedback in terms of their estimated carbon footprint, and 

3) Develop an app function that uses historical information 

about physical activities and contextual information to gives 

users pro-active suggestions for lifestyle choices[9]. 

 
The system presents SenGuard, a mobile user identification 

management solution that can provide continuous and implicit 

user  authentication service  on  a  mobile  system.  SenGuard is 

implemented over an open source mobile operating sys- tem. 

It uses a novel virtualization based system architecture that 

drastically improves protection of its user identification 

mechanism by moving it into a privileged virtual domain. In 

addition, virtualization allows implicit and continuous capture 

of interactive inputs from multiple sensor modalities. An initial 

prototype of SenGuard was created using four sensor modali- 

ties, voice, location, multitouch, and locomotion. Preliminary 

empirical studies with a small set of human users indicate that 

those four modalities are suited as data sources for implicit 

mobile user identification. The preliminary results also suggest a 

number of interesting avenues for further research[10]. 

The  system  propose an  application named  AALTm -An 

Android  Application  to  Locate  and  Track  Mobile  phones 

which is a unique & efficient application having a variety of 

features that enhances the existing mobile tracking system. 

AALTm stands different from the existing system as it is not 

only the GPS value it makes use of but it works on GSM/text 

messaging services which make it a simple and unique one. 

This application doesnt work if the phone is switched off. For 

future work, it is proposed to implement some algorithm where 

the phone itself identifies that it is being lost. Whenever, the 

phone is off for more than 48 hours it should make it switch 

on automatically[11]. 
 
 

III.  SYSTEM ARCHITECTURE 

The system involves three basic layers : Hardware layer at the 

bottom, Middleware Layer in the middle, and the topmost layer 

is the Application layer. The Hardware layer consists of sensors 

and actuators like Gyroscope, Proximity and Pressure sensor, 

GPS. Also, it involves activity generation using front- camera 

and touchscreen. The functionality of each module is defined 

separately in the Middleware layer. Each module, has a particular 

set of tasks to be carried out, and this is done with the help of 

additional information gathered from respective Hardware layer 

sensors. For eg: in order to determine whether or not to send 

an SOS message it is first checked whether the pressure is 

more than the threshold value and this value is determined by 

the timeframe for which pressure sensor was active due to users 

touch. All these modules are accessed and turned on/off using 

the interface of modules in the topmost 

layer i.e. Application layer. This entire application, as a 

whole, runs  as  a  daemon  process  in  the  background, 

maintaining battery optimization, with no disturbance to user-

interface with other applications and maintaining its secrecy 

of tracing the intruder or malicious user. 

 

 
 

Fig. 1.  System Architecture 
 

 
 

IV.  CONCLUSION 

The proposed system carry out a thorough survey of dif- 

ferent research related work which are directly or indirectly 

aimed at Smart phone security in Android. Basically, the 

approach was towards achieving security from an unknown or 

malicious user who is trying to access private or professional 

information of the real user using his phone. Although, it is 

most certain that the phone will be password protected, yet 

the unknown intruder might try to bypass it by 

attempting to guess password and it is least likely yet 

possible that he may unlock the phone and the real user 

might be stripped out of his bank details, credit card details, 

important and confidential media etc. Thus, on carrying out 

this survey, the system learned the predecessors 

acknowledged various kinds of similarly related threats and 

have suggested many effective and user-friendly methods to 

overcome such kind of breach of security and invasion of 

privacy. All the aforementioned papers, have contributed 

greatly to the proposed system and have helped to develop 

this application . 
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