ijecs

maceess WWW.1]ecCs.in
International Journal Of Engineering And Computer Science ISSN:2319-7242

Volume 6 Issue 9 September 2017, Page No. 22397-22402
Index Copernicus value (2015): 58.10 DOI: 10.18535/ijecs/v6i9.02

Cloud computing in the field of education
Manoj Chopra
Department of Computer Science
Bonnie Foi College, Bhopal
manoj_19143@rediffmail.com

Abstract:

Cloud computing is also known as “on-demand Computing”, is use for sharing Data, Resources and
Information. Cloud computing has now become a highly demanded service. Cloud Computing is one of the
important and popular internet computing. It emerges as a new computing paradigm which aims to provide
reliable and customized computing environments for end-users. From the past few years, there has been a
rapid progress in Cloud Computing. Today's IT professionals in educational institutions need to respond
quickly to increasing demands from students and faculty, while coping with fixed or declining budgets and
staff. In this challenging environment, cloud-based computing has become an increasingly attractive option
for delivering education services more securely, reliably, and economically. In today’s higher education
environment, IT organizations must keep pace with a long list of competing demands. This paper has
discussed the concept of Cloud Computing in education and on the basis of this issue analyzes its impact and

advantages in the field of education.
Keywords: SaaS, LMS, ROI, CapEx, OpEXx.

Introduction

It is one of the fastest-growing industries in the
world. The need and demand of education never
goes down. Cloud computing in education opens
avenues for better research, discussion, and
collaboration. It also provides a software desktop
environment, which  minimizes  hardware
problems. Cloud computing also enables classes
to be run on remote locations.

The benefits of cloud computing are that
outside entities might be more sophisticated at
managing personal data. These entities may be
able to manage data more inexpensively and
effectively than the educational institution could
do itself. In many cases, cloud computing
providers can provide better security than the
educational institutions can.

The risks of cloud computing are that
educational institutions no longer have as much
control over the personal data. They must rely on
the cloud computing provider to have the
appropriate practices and policies to ensure that
data is properly maintained, handled, used, or
disclosed.

One risk is that a cloud computing provider can
outsource some functions to countries that have
little to no legal privacy protections. In one

instance, a university medical center outsourced
transcription of its medical records to a company
in California, which then subcontracted with a
person in Florida, who subcontracted with a
person in Texas, who ultimately subcontracted
with a person in Pakistan. The person in Pakistan
wasn't paid by the person in Texas, so she wrote
to the medical center and threatened that she
would expose all the records unless the medical
center got involved and made the Texas person
pay. This example illustrates how easy it is to lose
control over information when it is outsourced.

There are benefits and risks to cloud computing,
but the benefits can be enhanced and the risks
greatly reduced if educational institutions take
care and vigilance in selecting cloud computing
providers and in monitoring the relationship to
ensure that the provider is adequately protecting
the data.

The Family Educational Rights and Privacy Act
(FERPA) unfortunately provides little guidance
about the selection of cloud providers and the
management of these relationships. According to
Department of Education, "nothing in FERPA
prevents an educational institution from
contracting with a person or entity outside the
institution to perform services that the institution
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would otherwise provide for itself." FERPA
merely requires one condition - that "the party to
whom the information is disclosed will not
disclose the information to any other party without
the prior consent of the parent or eligible student.”

But there are many other important
responsibilities for cloud computing providers that
FERPA ignores, such as providing for appropriate
security and having adequate accountability
architecture in place. That architecture consists of
having officials responsible for the privacy and
security of the data (data stewards), doing routine
assessments of risks, having a meaningful system
of oversight and monitoring to ensure compliance,
and having a training program for employees to
minimize security lapses and mistakes. | provide
such training programs through my company,
Teach Privacy, and | am doing so because | am a
strong believer that education can work. Many
privacy and security incidents are caused not be
technical issues but by the human factor - the
small errors people make out of carelessness or
ignorance that can lead to big problems.
Educational institutions should insist on cloud
computing providers that provide such education -
after all, educational institutions should be ardent
believers in education.

Prior to engaging in business with a cloud
computing provider, an educational institution
should conduct due diligence on the provider and
make sure that the provider has a good reputation
and good privacy and security practices. The
educational institution should ask the provider for
details about how it stores the data, how it protects
the data, and where that data is stored, as the data
might be stored in a country where the
government can access data without adequate
restrictions.

When contracting with a cloud computing
provider, an educational institution should be sure
that the contract has sufficient provisions to
ensure that the data is protected. An educational
institution should never just outsource it and
forget about it. Even when the data is outsourced
to others, the buck always stops with the
educational institution, which remains the primary
institution with responsibility over that data. A
privacy or security incident at a cloud computing
provider doesn't just tarnish the reputation of that
provider, but it also can injure the reputation of
the institution that trusted the cloud computing
provider - especially if the institution didn't do
enough to ensure that the provider was taking
adequate care of its data.

In essence, giving data to a cloud computing
provider should be viewed as akin to sending
children to daycare. Great care and vigilance is
required both in selecting a provider and in
ensuring that the provider meets its obligations
and performs well.

What should contracts with cloud computing
providers require? | recommend the following:

» The cloud computing provider should
agree to maintain the confidentiality of the
data.

» The cloud computing provider should have
appropriate technical, administrative, and
physical security safeguards to protect the
data.

» The cloud computing provider should
destroy all personal data that is no longer
needed. If the relationship with the cloud
computing provider is terminated, the
provider should not retain any of the
personal data that it had previously
processed for the educational institution.

» The cloud computing providers should
abide by the educational institution's
privacy policies.

» The cloud computing provider should have
appropriate training of its employees
regarding following the educational
institution's policies and safeguarding the
security of the data. Policies are
meaningless unless there is training to
back them up.

» If cloud computing providers desire to
subcontract any of their functions to other
cloud computing providers, they should be
required to first seek the educational
institution's prior approval.

» The educational institution  should
circumscribe the ways in which the cloud
provider can use the data. Data should
only be used for the purposes related to
providing the cloud computing service. If
the cloud provider engages in uses for
other purposes, these purposes should be
clearly defined and limited. Educational
institutions should be careful when
authorizing other uses, as such uses could
conflict with FERPA or other federal or
state laws. Any such uses should be
incorporated into the privacy policies of
the educational institutions when they
gather the data so that people are on notice
about them.
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» The educational institution should ensure
that they can impose appropriate sanctions
upon the cloud computing providers if the
providers fail to live up to their
requirements to provide good privacy and
security.

Once the contract is underway, that isn't the end of
the educational institution's responsibilities. The
educational institution should engage in routine
assessments about how cloud computing providers
are performing in their duties to provide privacy
and security safeguards.

In today’s higher education environment, IT
organizations must keep pace with a long list of
competing demands:

e Deploy applications and deliver student
services at a rapidly accelerating rate

e Provide effective strategy, support, and
standardization to efficiently meet the
demands of the many departments,
schools, and organizations that IT must
support as part of their university
community

e Compete against other universities, many
of which differentiate themselves in the
market based on the services they offer to
students

e Scale to meet expanding needs, often
without a proportionate increase in budget
for hardware, software, and personnel

e Reduce CapEx (capital expenditure) and
OpEx (operational expenditure) costs
while maintaining the highest levels of
security and privacy

e Manage the day-to-day demands of the
data center while enabling an innovative,
technologically advanced educational
environment for faculty and students

Balancing these demands is far from easy. Even as
students ask for a growing number of services,
traditional 1T infrastructure remains relatively
inflexible. At many universities, disparate
departments make buying decisions without
relying on an overall technology strategy.
Meanwhile, IT teams find it more and more
difficult to accommodate the proliferation of

personal  devices —  including tablets,
smartphones, and laptops — that students bring
into the campus environment. And with privacy
concerns increasing every year, many IT
organizations are unsure how to maintain robust
security in the long term.

Some Major Questions

As IT organizations consider the possibilities of
cloud migration in a higher education
environment, they commonly ask the following
questions:

e Does cloud computing make sense for our
college or university?

e How can we anticipate the challenges of
migrating to a cloud architecture and make
the transition easier?

e How can we plan and build a cloud
architecture that comes in on time and on
budget?

e How does the cloud affect our security and
the security of our users?

e How can we achieve an optimal balance
between public and private cloud
computing?

e Can cloud computing help our IT team
focus more of its efforts on enhancing the
educational experience for faculty and
students?

e How can we measure the benefits of cloud
computing and make sure that we will see
a return on investment (ROI)?

e Can we customize our cloud strategy in
order to realize maximum benefit and help
ensure ongoing cost reductions?
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Benefit of Cloud computing
sector:

!
i

in education

The benefits of cloud computing are being
recognized in education institutions. Many of
organizations currently using some kind of cloud-
based application. Cloud-based applications
reduce infrastructure and IT costs, increases

accessibility, enable collaboration, and allow
organizations more flexibility in customizing their
products both for their brand and for their
audience. It greatly changes how education works,
online

both in courses and in traditional

classrooms.

1. No more expensive textbooks: as we all know
that university-level textbooks are expensive. The
cost of textbooks has outpaced the cost of
virtually everything else in education, including
tuition. As a result, many students are simply
refusing to buy them. Cloud-based textbooks can
solve this problem as digital content is
significantly less expensive than printed content.
This levels the playing field so that lower-income
students can have the same access to quality
learning materials as their higher-income
counterparts.

2. No more outdated learning materials: The
problem of expensive textbooks means that many

of the materials students are using are outdated.
The average social studies book in elementary and
junior high schools is seven to eleven years old,
which means that the world maps in these books
are no longer correct. With cutbacks in school
budgets, many districts, especially in less affluent
areas, simply can’t afford to replace these
outdated resources. Cloud-based materials are
easy to update in real time so that students always
have access to the most current learning resources.

3. No expensive hardware required: Cloud-
based applications can be run on Internet
browsers, but most are compatible with mobile
devices as well. This means that schools and
students do not necessarily need to own expensive
computers—a smartphone can access these
applications just as well as a laptop. Students also
don’t need to purchase external storage devices as
there are plenty of companies, like Google, that
offer free cloud-based storage.

4. No expensive software required: One of the
biggest advantages of cloud-based computing is
the software-as-a-service (SaaS) model. Many
software programs are now available either free or
on a low-cost subscription basis, which
substantially lowers the cost of essential
applications for students. For example, instead of
purchasing a single Microsoft Office student
license for $140, students and their families can
purchase a cloud-based subscription for five
computers and five mobile devices for only $10
per month. Even better, they can use Google Docs
for free. Institutions can also save big by using
SaaS applications—traditional learning
management systems can cost upwards of $50,000
or more, but cloud-based learning management
systems like ProProfs’ Training Maker are
available starting at $60 a month with no per-user
fee.

5. Reaching more, and more diverse, students:
Cloud computing opens up a world of
new possibilities for students, especially those
who are not served well by traditional education
systems. For example, until education moved
online, the options for adult students who didn’t
finish high school were very limited—now these
students can earn their diploma or GED online.
There are many other types of students for whom
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a traditional school environment simply doesn’t
work, and these students now have many options
for pursuing alternative forms of education.

How Is Cloud Computing Being Applied In
Education?

Many educational institutions have begun their
movement to cloud computing by outsourcing
their student email provision. Email is a basic,
fairly standardized service, can be provided easily
by third parties, and is arguably not core to the
educational mission. Both Google and Microsoft
offer email services for free to the educational
sector in many countries. These two companies
provide email as a part of larger application suites
which are usually made available to students
alongside email. Google Apps for Education and
Microsoft Live@edu contain other
communication tools such as instant messaging
along with contact management and calendar
software. There is also document create on
applications allowing the products on of word
processed  documents,  spreadsheets  and
presentations as well as the ability to create
websites. These can all be edited collaboratively
with other users. Significant storage space for
documents of all types are offered to users who
can continue to use these once they leave the
institute on. Why are the services provided for
free to educational institutions? There are a
number of advantages to companies who are
currently competing for market share. Software
has always been provided at a discount to the
educational sector and vendors seek to build
relationships with the institutions which provide
their future employees. In addition, they are
building brand awareness and loyalty which may
lead to the selling of other or premium services to
institutions and users in the future. A student
seeing the benefit of these tools may persuade a
future employer to invest in the commercial
equivalents which provide a more revenue source
to the cloud providers. Educational institutions are
also beginning to use lower level cloud services
for purposes such as data storage. This may be
attractive where data security is of lower concern
such as where video and audio is provided as open
educational resources. Another use of cloud
computing which is beginning to emerge in
education is for the hosting of institutional

learning management systems (LMSs) in the
cloud. Outsourcing the provision of LMSs such as
Blackboard or Moodle to a third party makes
sense for institutions who cannot justify the costs
of purchasing, maintaining and supporting
hardware and software themselves.

Conclusion:

The conclusion of this paper is cloud computing is
not only reducing costs, but also creating an
environment where all students can have access to
high-quality education and resources. Whether
you are an administrator, a teacher, a student, or
the parent of a student, now is a great time to
explore how cloud-based applications can benefit
you, your children, and your school. “Cloud
computing is the future of Education”.
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