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Abstract—For information retrieval, the search engine plays a key role while Users may not always experience the right/appropriate 

results at the beginning of the search. Such irrelevance is largely due to the enormous variety of user’s contexts and backgrounds as well 

as the ambiguity of texts.. However when the same query is submitted by different users most search engines return the same results 

regardless of who submits the query. In general each user has different information needs for his/her query. Hence there is a need of 

creating the personalized web search. Personalized web search (PWS), which has its effectiveness in improving the quality of various 

search services on the Internet. However, users’ are reluctant to disclose their private information during search. Hence it has become a 

major barrier for the wide proliferation of PWS. The proposal of PWS framework called UPS has adaptively generalized the profiles by 

queries while respecting user specified privacy requirements. The Use of MP model in this project creates the privacy element and at the 

same time it gives us the relevancy between the websites. This personalized web search creates the user oriented effective navigation 

Index Terms— Privacy protection, personalized web 
search, effectiveness, UPS.  

I. INTRODUCTION 

Personalization has been a very active research field in the last several 

years. User profile construction is an important component. 

Personalized search approaches focus on implicitly building and 

exploiting user profiles. As search engines perform a larger role in 

commercial applications, the desire to increase their effectiveness 

grows. However, search engines are affected by problems such as 

ambiguity and results ordered by web site ranking or popularity than 

user interests.  
Personalized web search (PWS) is a general category of search 

techniques. This project is aimed at providing better search results, 

which is created for individual user needs. User information has to be 

collected and analyzed to figure out the user‘s intention behind the 

query. The solutions to PWS can generally be categorized into two 

types, namely click-log-based methods and profile-based methods. 

The click-log based method is straight forward method; this 

imposes link to clicked pages in the user‘s query history. Although 

this strategy has been demonstrated to perform consistently and 

considerably well [1], it can only work on repeated queries from the 

same user, which is a strong limitation confining its applicability. In 

contrast, profile-based methods improve the search experience with 

complicated user-interest models generated from user profiling 

techniques. Profile-based methods can be potentially effective for 

almost all sorts of queries, but are reported to be unstable under some 

circumstances [1]. 

 

For creating a personalized web search we are using certain 

procedure, which is called UPS.UPS is user customizable privacy 

preserving search. The queries do not contain any sensitive 

information and aim at protecting the privacy in individual user 

profiles while retaining their usefulness in personalized web search. 

To protect the user privacy in profile based personalized web 

search, there are consider two contradicting effects during the search 

process. To improve the search quality with the personalization utility 

of the user profile. There is a need to hide the privacy contents 

existing in the user profile t place the privacy risk under control. 

There is a provision of setting the privacy through personalization by 

supplying user profile to search engine which indeed yields to better 

search quality.  

In this project we are using Mathematical programming model such 

that user will get the information on relevant websites. In this model 

user select four different websites and applies MP Model for checking 

the relevancy. User gets the matrix form of results. In those, results 

are shown in 0‘s and 1‘s. 1 value represents link between websites and 

same category which is repeatedly searched by the user. 0 represents 

irrelevant websites and of different category. This irrelevancy is 

nothing but the user has never navigated to that website from the 

current website. Admin has privileges upon user‘s search history. 

Here admin can apply MP Model on user‘s search history, where 

every user visited websites are included as part of mini sessions. 

Admin checks every mini session of every user and gives permission 

for adding the website in MP Model or not. 

 

1.1 Problem Specification 

Personalized search is implemented for user benefits. The privacy 

protection for such personalized search is being a major issue. The 

existing system is the web search which does not support runtime 

profiling. A user profile is typically generalized for only once offline, 

and used to personalize all queries from a same user 

indiscriminatingly. Such ―one profile fits all‖ strategy certainly has 

drawbacks given the variety of queries. All the sensitive topics are 

detected using an absolute metric based on the information theory 

 

1.2 Objectives 

A web search engine is a software system that is designed to search 

for information on the World Wide Web. The search results are 

generally presented in a line of results often referred to as Search 

Engine Result Pages (SERPs). The information thus provided may be 

a mix of web pages, images, and other types of files. The search 

results may or may not produce or return relevant information (that do 

not meet user‘s real intention) in the perspective of user. Such 

irrelevance is largely due to the enormous variety of users‘ contexts 

and backgrounds, as well as the ambiguity of texts 

Unfortunately, the previous works of privacy preserving PWS are 

far from optimal. The problems with the existing methods are 

explained in the following observations:  

1. The existing profile-based PWS do not support runtime profiling. A 

user profile is typically generalized for only once offline, and used to 

personalize all queries from a same user indiscriminatingly. Such ―one 

profile fits all‖ strategy certainly has drawbacks given the variety of 

queries. One evidence reported in [1] is that profile-based 

personalization may not even help to improve the search quality for 

some ad hoc queries, though exposing user profile to a server has put 

the user‘s privacy at risk. A better approach is to make an online 

decision on a. whether to personalize the query (by exposing the 

profile) and b. what to expose in the user profile at runtime. To the 

best of our knowledge, no previous work has supported such feature. 

2. The existing methods do not take into account the customization of 

privacy requirements. This probably makes some user privacy to be 

overprotected while others insufficiently protected. For example, in 

[6], all the sensitive topics are detected using an absolute metric called 

surprisal based on the information theory, assuming that the interests 

with less user document support are more sensitive. However, this 

http://www.ijecs.in/
mailto:kadapasagar@yahoo.com


DOI: 10.18535/ijecs/v6i2.27 

 

Dr. K. Sagar, IJECS Volume 6 Issue 2 Feb., 2017 Page No.20301-20307 Page 20302 

assumption can be doubted with a simple counterexample: If a user 

has a large number of documents about ―bomb,‖ the surprisal of this 

topic may lead to a conclusion that ―bomb‖ is very general and not 

sensitive, despite the truth which is opposite. Unfortunately, few prior 

works can effectively address individual privacy needs during the 

generalization. 

 

1.3 Solution 
Personalized search refers to search experiences that are tailored 

specifically to an individual's interests by incorporating information 

about the individual beyond specific query provided. A privacy-

preserving personalized web search UPS, which can generalize 

profiles for each query according to user-specified privacy 

requirements. The user profile formulates the problem of privacy-

preserving personalized search as Risk Profile Generalization. 

UPS consists of a non-trusty search engine server and a number of 

clients. Each client (user) accessing the search service trusts no one 

but himself/ herself. The key component for privacy protection is an 

online profiler implemented as a search proxy running on the client 

machine itself. The proxy maintains both the complete user profile, in 

a hierarchy of nodes with semantics, and the user-specified 

(customized) privacy requirements represented as a set of sensitive-

nodes. The framework works in two phases, namely the offline and 

online phase, for each user. 

During the offline phase, a hierarchical user profile is constructed 

and customized with the user-specified privacy requirements. The 

online phase handles queries as follows: 

1. When a user issues a query qi on the client, the proxy generates 

a user profile in runtime in the light of query terms. The output of this 

step is a generalized user profile Gi satisfying the privacy 

requirements. The generalization process is guided by considering two 

conflicting metrics, namely the personalization utility and the privacy 

risk, both defined for user profiles.   

2. Subsequently, the query and the generalized user profile are sent 

together to the PWS server for personalized search.  

3. The search results are personalized with the profile and 

delivered back to the query proxy.  

4. Finally, the proxy either presents the raw results to the user, or 

re-ranks them with the complete user profile. 

II. RELATED WORKS 

2.1. Implicit User Modeling for Personalized Search 
This is the study of inferring a user‘s interest from the user‘s search 

context. User‘s inferred implicit model from the personalized search 

can be extracted. This paper presents a decision of theoretic 

framework and develops techniques for implicit user modeling in 

information retrieval. The development of an intelligent client-side 

web search agent (UCAIR) can be performed upon implicit feedback, 

e.g., query expansion based on previous queries and immediate result 

re-ranking based on click through information 

UCAIR: A personalized search agent, In this section, presentation 

of a client-side web search agent is made, called UCAIR, for 

performing personalized search through implicit user modeling. 

UCAIR is a web browser plug-in that acts as a proxy for web search 

engines. 

Currently, it is only implemented for Internet Explorer and Google, 

but it is a matter of engineering to make it run on other web browsers 

and interact with other search engines. The issue of privacy is a 

primary obstacle for deploying any real world applications involving 

serious user modeling, such as personalized search. For this reason, 

UCAIR is strictly running as a client-side search agent, as opposed to 

a server-side application.  

This way, the captured user information always resides on the 

computer that the user is using, thus the user does not need to release 

any information to the outside. Client-side personalization also allows 

the system to easily observe a lot of user information that may not be 

easily available to a server.  

Furthermore, performing personalized search on the client-side is 

more scalable than on the server side, since the overhead of 

computation and storage is distributed among clients. As shown in 

Figure: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 1 : UCAIR architecture  

 

By re-ranking all the unseen results from search results obtained by 

user‘s query Currently, UCAIR implements re-ranking in two cases, 

corresponding to the user clicking the ―Back‖ button and ―Next‖ link 

in the Internet Explorer. In both cases, the current (updated) user 

model would be used to re-rank the unseen results so that the user 

would see improved search results immediately. 

To re-rank any unseen document summaries, UCAIR uses the 

standard vector space retrieval model and gains each summary based 

on the similarity of the result. At the time of evaluation, 30 top ranked 

results from Google and UCAIR (some are overlapping) are randomly 

mixed together so that the participant would not know whether a 

result comes from Google or UCAIR. The participant would then 

judge the relevance of these results. We measure precision at top n 

documents of Google and UCAIR [2]. Evaluation of precisions at 

different recall levels is also done. 

One explanation for this is that the more interaction the user has 

with the system, the more click through data UCAIR can be expected 

to collect. Thus the retrieval system can build more precise implicit 

user models, which lead to better retrieval accuracy. 

These were the earliest view on personalized web search, though it 

was not completely put forth into market the thought went on ahead. 

 

2.2 Personalized search 
Contextual computing refers to the enhancement of a user‘s 

interactions by understanding the user, his context (search query), the 

applications and information being used, typically across a wide set of 

user goals. Contextual computing is not just about modeling user 

preferences and behavior or embedding computation everywhere, it‘s 

about actively adapting the computational environment for each and 

every user at each point of computation The primary ways to 

personalize a search for an active user are query augmentation and 

result processing. Following Figure shows the architecture of the 

Outride system where the personalization engine sits between a user 

interface and an intra/Internet search engine. 

Once a user has entered a query, the query can be compared against 

the contextual information available to determine if the query can be 

refined to include other terms. For example, if a user is looking at a 

series of pages on car information and searches for ―contour,‖ the 

system may augment the query by adding the term ―car‖ or ―ford‖ to 

provide the user with results about the Ford Contour car. In much the 

same manner, the user model can be used to perform query 

augmentation where the similarity between the query term and the 

user model is computed. 

If the query is on a topic the user has previously seen, the system 

can reinforce the query with similar terms, or suggest results from 

prior searches. If it is a new topic, chances are the system should not 

augment the query, or if it does, it can help define what the topic is 

not about by providing a diverse set of results to the user. The final 

output of query augmentation is a more precise query that can be 

shown to the user and submitted to a search engine for processing. 
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2.2.1. Outride Approach 
In the outride approach, once the search engine has processed the 

query, the results can be individualized. Information can be filtered 

based upon information in the user‘s model and/or context. For 

instance, if the model contains demographic information, the system 

can point people directly to local restaurants and entertainment or 

prevent minors from seeing adult content. As with query 

augmentation, the user model can re-rank search results based upon 

the similarity of the content of the pages in the results and the user‘s 

profile. gets information about Java tutorials and overviews. Another 

useful result processing method re-ranks the results based upon the 

frequency, regency, or duration of usage, providing users with the 

ability to identify the most popular, faddish, and time-consuming 

pages they‘ve visited. For example, a feature we call ―Have Seen, 

Have Not Seen‖ provides a quick way to identify new information and 

return to information already seen. This enables users to effectively 

say, ―You know what I know, show me what I do not know,‖ and 

conversely, ―Show me only what I already know.‖ The Outride 

system was designed to be a generalized architecture for the 

personalization of search across a variety of information ecologies 

Personalized search opens the door to a new set of challenges and 

opportunities. One difficult problem is modeling a user‘s changing 

interests over time. Although power lanes of regency and frequency 

have been shown to sufficiently model human memory and can be 

applied to information consumption behavior, there will always be 

times when exceptions arise. 

 

2.3 Automatic Identification of User Interest for Personalized 

Search  
Corpus is introduced which is nothing but a web. The parameter N 

represents the number of documents on the Web, and ni, the number 

of documents on the Web that contain term i. A disadvantage of 

performing personalization on the client is that the client does not 

have direct access to details of the Web corpus. As a proxy for a Web 

index, the number of results reported by the Web search engine can be 

used. 

To obtain estimates for ni, one word queries can be issued from 

web. To obtain an estimate for N, the most frequent word in English, 

―the‖, as the query. The query issued by the user can be used to focus 

the corpus representation. Corpus statistics can either be gathered 

from all of the documents on the Web, or from only the subset of 

documents that are relevant to the query (which we will refer to as a 

query focus). For example, if the query is ―IR‖, a query-focused 

corpus consists only of documents that contain the term ―IR‖. Thus, 

N, instead of being equal to the number of documents on the 

The corpus representation is limited to a query focus, the user 

representation is correspondingly as query focused. Consequently, 

looking at approximating the corpus, using statistics derived from the 

result set. The collection of corpus statistics either from the full text of 

every document in the result set, or from the title and snippet of each 

result. Using the full text of returned documents requires additional 

downloads, but using only the title and snippet does not require any 

additional information and is quite efficient. 

Collecting the corpus statistics in this way generates a query-skewed 

view of the results, but the approach serves to discriminate the user 

from the general population on the topic of the query. 

 

 

 

 

 

 

 

 

 

 

 

 
 

Fig 2 System Overview of corpus 

 

This is a framework to investigate the problem of personalizing 

web search based on users‘ past search histories without user efforts. 

In particular, we first proposed a user model to formalize users‘ 

interests on web pages and correlate them with users‘ clicks on search 

results [3].Then, based on this correlation; we described an intuitive 

algorithm to actually learn users‘ interests. 

 

2.4 Adaptive Web Search Based on User Profile 
Web search engines help users find useful information on the World 

Wide Web (WWW). However, when the same query is submitted by 

different users, typical search engines return the same result regardless 

of who submitted the query. Generally, each user has different 

information needs for his/her query.  

Therefore, the search results should be adapted to users with different 

information needs. In this system, we first propose several approaches 

to adapting search results according to each user‘s need for relevant 

information without any user effort, and then verify the effectiveness 

of our proposed approaches. Experimental results show that search 

systems that adapt to each user‘s preferences can be achieved by 

constructing user profiles based on modified collaborative filtering 

with detailed analysis of user‘s browsing history in one day. 

 

2.4.1. Personalize Web Sites  
Link Personalization This scheme involves selecting the links that are 

more relevant to the user and changing the original navigation space 

by reducing or improving the relationships between Web pages. E-

commerce applications use link personalization to recommend items 

based on the buying history of clients or some categorization of clients 

based on ratings and opinions.  

Users who give similar ratings to similar objects are presumed to 

have similar preferences, so when a user seeks recommendations 

about a certain product, the site suggests those recommendations that 

are most popular for his/her class or those that best correlate with the 

given product for that class. 

Content Personalization In general, content personalization is 

done when pages present different information to different users. The 

difference between this and ―Link Personalization‖ is subtle because 

part of the contents (i.e., the link anchors) presents different 

information when links are personalized. However, content 

personalization is referred to when substantial information in a Web 

page is personalized, unlike link anchors. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Fig 3.System overview of content personalization 

 

To verify the effectiveness of the approaches the relevance 

feedback and implicit approaches, user profiles based on pure 

browsing history and user profile based on modified collaborative 

filtering. The technique can be applied to situations where users 

require more relevant information to satisfy their information needs 

 

2.5 Personalizing Search Based on User Search Histories 

User profiles, descriptions of user interests, can be used by search 

engines to provide personalized search results. Many approaches to 

creating user profiles capture user information through proxy servers 

(to capture browsing histories) or desktop bots (to capture all activities 

on a personal computer). These both require participation of the user 

to install the proxy server or the bot. In this study, we explore the use 
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of a less-invasive means of gathering user information for 

personalized search. 

In particular, we build user profiles based on activity at the search 

site itself and study the use of these profiles to provide personalized 

search results. In our study, we implemented a wrapper for Google to 

examine different sources of information on which to base the user 

profiles: queries and snippets of examined search results. These user 

profiles were created by classifying the information into concepts 

from the Open Directory Project concept hierarchy and then used to 

re-rank the search results. User feedback was collected to compare 

Google‘s original rank with our new rank for the results examined by 

users. We found that queries were as effective as snippets when used 

to create user profiles and that our personalized re-ranking resulted in 

a 37% improvement in the rank-order of the user-selected results. 

The study was conducted through three phases: 

1. Collecting information from users. All searches, for which at least 

one of the results was clicked, were logged per user.  

2. Creation of user profiles. Two different sources of information were 

identified for this purpose: all queries submitted for which at least one 

of the results was visited and all snippets visited. Two profiles were 

created out of either queries or snippets 

3. Evaluation is the profile created was used to calculate a new rank of 

results browsed by users. The average of this rank was compared with 

Google‘s rank. 

 

2.5.1 Background 
Ontologies and Semantic Web, Ontology is a ―specification of a 

conceptualization‖. Ontologies can be defined in different ways but 

they all represent taxonomy of concepts along with the relations 

between them. In the context of the World Wide Web, ontologies are 

important because they formally define terms shared between any 

type of agents without ambiguity, allowing information to be 

processed automatically and accurately. OntoSeek is an example of 

system based on ontologies. Utilizing information sources such as 

product catalogs and yellow pages it applies conceptual graphs to 

represent both queries and resources. 

The expression ―Semantic Web‖ was introduced by ETAI 

(Electronic Transactions on Artificial Intelligence) in 2000 to describe 

the extension of the web to deal with the meaning of available content 

rather than just its syntactic form. Many XMLbased projects such as 

Resource Descriptor 

Framework (RDF), Notation 3 (N3), and OWL started from there and 

each aims to define syntax capable of describing and/or manipulating 

ontologies. One of the main bottlenecks in the evolution of the Web 

along these lines is the amount of manual effort usually required to 

create, maintain, and use ontologies. This approach shares many of 

the same goals as the Semantic Web; however we focus on automatic 

techniques wherever possible. 

Personalization is the process of presenting the right information 

to the right user at the right moment. In order to learn about a user, 

systems must collect information about them, analyze the information, 

and store the results of the analysis in a user profile. Information can 

be collected from users in two ways: explicitly, for example asking for 

feedback such as preferences or ratings and implicitly, for example 

observing user behaviors such as the time spent reading an online 

document. Explicit construction of user profiles has several 

drawbacks. 

The user provide inconsistent or incorrect information, the profile 

built is static whereas the user‘s interests may change over time, and 

the construction of the profile places a burden on the user that they 

may not wish to accept. Thus, many research efforts are underway to 

implicitly create accurate user profiles Competitive Intelligence 

Spider and Meta Spider are part of a client-based application that 

collects and organizes Web documents on the user‘s machine. 

Spiders may gather information directly from Web sites or through 

search engines. Collected documents are then analyzed and noun 

phrases are extracted to create a personal dictionary for the user to 

guide future searches. 

The noun phrases are also used to organize the documents and a 

graphical map of the results is generated. Users can personalize the 

search explicitly by selecting specific Web sites, the number of Web 

pages to collect, and the noun phrases used in the final map of results. 

Personalized Search, when a user submits a query to the search 

engine, and the titles, summaries and ranks results are obtained. The 

top 10 results are re-ranked using a combination of their original rank 

and their conceptual similarity to the user‘s profile. The search result 

titles and summaries are classified to create a document profile in the 

same format as the user profile. The document profile is then 

compared to the user profile to calculate the conceptual similarity 

between each document and the user‘s interests. The similarity 

between the document profile and the user profile is calculated using 

the cosine similarity function 

The documents are re-ranked by their conceptual similarity to 

produce their conceptual rank. The final rank of the document is 

calculated by combining the conceptual rank with Google‘s original 

rank using the following weighting scheme: 

FinalRank = α * ConceptualRank + (1-α) * GoogleRank α  

has a value between 0 and 1.  

When α has a value of 0. Conceptual rank is not given any weight, 

and it is equivalent to the original rank assigned by Google. If α has a 

value of 1, the search engine ranking is ignored and pure conceptual 

rank is considered. The conceptual and search engine based rankings 

can be blended in different proportions by varying the value of α. 

III.  PROBLEM FORMULATION 

The problem definition of this proposal is to personalize the web 

search, as a result accurate and relevant results are obtained. Another 

main aim of the proposal is to protect privacy upon searching. The 

customization of privacy requirements has to be considered for 

enhancement of user‗s personalized search goals. The attack model is 

depicted such that the intrusion occurrence can be learned to enhance 

the search and protect privacy.  
 

3.1. User Profile 
As many works in personalized web services are carried, in this paper 

the proposed method is by creating user profile in User based 

Personalized Search. This adopts a hierarchical structure to extract 

step wise. Even, profile is constructed based on the availability of a 

public accessibility, which is denoted as R (satisfies the following 

assumption). 

The repository R is a huge topic hierarchy covering the entire topic 

domain of human knowledge. That is, given any human recognizable 

topic t, a corresponding node (also referred to as t) can be found in R, 

with the sub tree. The repository is regarded as publicly available and 

can be used by anyone as the background knowledge. Such 

repositories do exist in the literature, relying on the following 

assumption that the support values of all leaf topics in ‗R‘ are 

available. 

Given a taxonomy repository R, the repository support is provided 

by R itself for each leaf topic. In fact, Assumption 2 can be relaxed if 

the support values are not available. In such case, it is still possible to 

―simulate‖ these repository supports with the topological structure of 

R.  

That is, support can be calculated as the count of leaves in subtree; 

RÞ. Based on the taxonomy repository, defining a probability model 

for the topic domain of the human knowledge is challenging. In the 

model, the repository R can be viewed as a hierarchical partitioning of 

the universe (represented by the root topic) and every topic t 2 R 

stands for a random event. 

A user profile H, as a hierarchical representation of user interests, 

is a rooted subtree of R. 

Given two trees S and T , S is a rooted subtree of T if S can be 

generated from T by removing a node set X _ T (together with 

subtrees) from T. 

 

 

 
 

Fig 4 Taxonomy-based user profile 
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3.2. Customized Privacy Requirements 
Customized privacy requirements can be specified with a number of 

sensitive-nodes (topics) in the user profile, whose disclosure (to the 

server) introduces privacy risk to the user. 

Given a user profile H, the sensitive nodes are a set of user 

specified sensitive topics S - H, whose subtrees are non-overlapping, 

It must be noted that user‘s privacy concern differs from one 

sensitive topic to another. In the above example, the user may hesitate 

to share her personal interests only to avoid various advertisements. 

Thus, the user might still tolerate the exposure of such interests to 

trade for better personalization utility. 

 

3.3 Attack Model 
This represents the chance of attackers attacking upon the data. The 

search query can be captured by the intruder and can make use of the 

information. This is like eavesdropping; 

 Knowledge bounded: The background knowledge of the adversary 

is limited to the taxonomy repository R. Both the profile H and 

privacy are defined based on R 

 Session bounded: None of previously captured information is 

available for tracing the same victim in a long duration. In other 

words, the eavesdropping will be started and ended within a single 

query session. 

 

The following figure shows the attack model. 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

Fig 5.Attak model 

 

3.4 Generalizing User Profile 
 

Exemplifying the inadequacy of forbidding operation In the sample 

profile is specified as a sensitive node. Thus, sub root H only releases 

its parent Ice Skating. Unfortunately, an adversary can recover the sub 

tree of Ice Skating relying on the repository if the probability of 

touching both branches is equal, the adversary can have 50 percent 

confidence. This may lead to high privacy risk if send fault is high. A 

safer solution would remove node IceSkating in such case for privacy 

protection. In contrast, it might be unnecessary to remove sensitive 

nodes with low sensitivity. Therefore, simply forbidding the sensitive 

topics does not protect the user‘s privacy needs precisely. 

IV. METHODOLOGY 

This project has carried by various methods and algorithms All these 

are implemented to obtain the desired result. As there are certain 

methodologies in used in this project and are explained below.. 

 

UPS PROCEDURES, UPS stands for User customizable Privacy-

preserving Search, It‘s the framework assumes that the queries do not 

contain any sensitive information, and aims at protecting the privacy 

in individual user profiles while retaining their usefulness for PWS. In 

this section, the procedures carried out for each user during two 

different execution phases, namely the offline and online phases. 

Generally, the offline phase constructs the original user profile and 

then performs privacy requirement. Customization according to user-

specified topic sensitivity can be determined. The subsequent online 

phase finds the optimal risk generalization solution in the search space 

determined by the customized user profile. 

 Specifically, each user has to undertake the following procedures 

in our solution: 

i. Offline profile construction 

ii. Offline privacy requirement customization 

iii. Online query-topic mapping and 

iv. Online generalization. 

 

METRICS The purpose of the utility metric is to predict the search 

quality (in revealing the user‘s intention) of the query q on a 

generalized profile G. 

 The following figure shows the sample user profile. Here the 

closed dotted line indicates the user‘s interest and it is selected from 

the given category 

 

 
Fig.6 Sample user profile 

The privacy risk when exposing G is defined as the total sensitivity 

contained in it, given in normalized form. In the worst case, the 

original profile is exposed, and the risk of exposing all sensitive nodes 

reaches its maximum. 

User has a provision of eliminating his search item. The showings 

of user‘s history of websites are given in control of user. This is a 

special and creates the user a benefit of showing or hiding the items 

for his next query.  By using the Mini sessions of the user, he can add 

the website for next segment of search for relevancy. He can either 

eliminate the website for keeping his search history safe. 

All the websites are added in the MP-Model and will be in 

processing state till he checks those items from his mini sessions. 

 

4.3 The Generalization Algorithms 

The Mathematical Programming Algorithm 
The MP algorithm improves the efficiency of the generalization 

using heuristics based on several findings. One important finding is 

that any prune-leaf operation reduces the discriminating power of the 

profile. 

The algorithm for MP-Model is outlined as follows. 

(1) Initialize a queue Q 

(2) Put children of the home page in Q 

(3) Mark the home page 

(4) While Q not empty 

(5) Current page = pop (Q) 

(6) Mark current page 

(7) For each parent p of current page 

(8) Local adjustments. 

(9) Push children (maybe merged) of current page into Q if they are 

not marked. 

Mathematical Programming model is being used in our project for 

getting the relevancy of the websites. The algorithm is implemented in 

the project such that the user profile (UP) is generated to every 

particular user. 

There are three functionalities applicable for the user to generate 

for the history elements. Adding of the website is done when the 

already existed user logins into the system with his credentials and in 

the mini sessions he/she will add that particular website. He/she can 

either eliminate from the history if he likes to.  

 

V. ADVANTAGES 

1. It enhances the stability of the search quality.  

2. It avoids the unnecessary exposure of the user profile.  

3. Privacy can be preserved.  
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4. More relevant information can be obtained. 

5. Will be able to See relevant advertisements and 

6. Meet user‘s real intention behind query. 

7. Quality of Search results increases. 

 

VI. IMPLEMENTATION 

Profile-Based Personalization, this proposal is to introduce an 

approach to personalize digital multimedia content based on user 

profile information. For this, two main mechanisms were 

developed: a profile generator that automatically creates user 

profiles representing the user preferences, and a content-based 

recommendation algorithm that estimates the user's interest in 

unknown content by matching her profile to metadata descriptions 

of the content. Both features are integrated into a personalization 

system. 

Privacy Protection in PWS System, The proposal is a PWS framework 

called UPS that can generalize profiles in for each query according to 

user-specified privacy requirements. 

Two predictive metrics are proposed to evaluate the privacy breach 

risk and the query utility for hierarchical user profile. We develop two 

simple but effective generalization algorithms for user profiles 

allowing for query-level customization using our proposed metrics. 

We also provide an online prediction mechanism based on query 

utility for deciding whether to personalize a query in UPS. Extensive 

experiments demonstrate the efficiency and effectiveness of our 

framework. 

Generalizing User Profile, The generalization process has to meet 

specific prerequisites to handle the user profile. This is achieved by 

preprocessing the user profile. At first, the process initializes the user 

profile by taking the indicated parent user profile into account. The 

process adds the inherited properties to the properties of the local user 

profile. Thereafter the process loads the data for the foreground and 

the background of the map according to the described selection in the 

user profile.  

Additionally, using references enables caching and is helpful when 

considering an implementation in a production environment. The 

reference to the user profile can be used as an identifier for already 

processed user profiles. It allows performing the customization 

process once, but reusing the result multiple times. However, it has to 

be made sure, that an update of the user profile is also propagated to 

the generalization process. This requires specific update strategies, 

which check after a specific timeout or a specific event, if the user 

profile has not changed yet. Additionally, as the generalization 

process involves remote data services, which might be updated 

frequently, the cached generalization results might become outdated. 

Thus selecting a specific caching strategy requires careful analysis. 

Online Decision, The profile-based personalization contributes 

little or even reduces the search quality, while exposing the profile to 

a server would for sure risk the user‘s privacy. To address this 

problem, we develop an online mechanism to decide whether to 

personalize a query. The basic idea is straightforward. If a distinct 

query is identified during generalization, the entire runtime profiling 

will be aborted and the query will be sent to the server without a user 

profile. 

VII RESULTS 

 

The study of the efficiency of the proposed generalization 

algorithms is quite realistic as it clearly seen from the output. Here 

we implement MP model on the profiles, which has an edge over 

other search engines. The queries are randomly selected from their 

respective query log. We present the results in terms of 

generalization and expected navigated pages. 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 7 Showing output of the PWS 
 

If a user logs in and searches for a query there are expected navigated 

pages showing at the right column which is not shown in the current 

search engine. 

 

 
 
Fig 8 Showing Google with no expected results for navigation from 

one page 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Fig 9 preserving the privacy for a user  

 

This feature is not available in many of the websites like google, 

yahoo,opera etc. This option provides user to have complete control 

on his search items. In this way the results are compared with existing 

system.  

 

VIII CONCLUSIONS 
This implementation of personalized web search creates the relevant 

search results for the users and can produce the user specific results 

which are relevant to the user. User customizable privacy search is 

being created where User has a provision for keeping his search 

elements safe. 

This proposal is presented in a client-side privacy protection 
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framework called UPS for personalized web search. UPS could 

potentially be adopted by any PWS that captures user profiles in a 

hierarchical taxonomy. The framework allows users to specify 

customized privacy requirements via the hierarchical profiles. UPS 

can also perform online generalization on user profiles to protect the 

personal privacy without compromising the search quality by 

introducing MP MODEL for the online generalization. The UPS 

achieves quality search results while preserving user‘s customized 

privacy requirements. 

The implementation of MP Model and using its discrimination power, 

it has provided the effective navigation to user. By using this model, 

user gets the required searching website details accurately. This 

personalized web search provides effective navigation to users. 

For future scope, creating and generating the profiles online. The 

customization of the profiles would be a challenging issue. This 

project can be implemented with various algorithms such that 

efficiency is increased. The user navigation is effectively 

implemented with the discrimination power of various algorithms 

such as greedy algorithms. The information loss can be minimized 

which would be a challenging issue again. Overall the Personalized 

web search will be the future 
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