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Abstract— Biometrics-based authentication offers several advantages over other authentication methods, there has been a significant
surge in the use of biometrics for user authentication in recent years. In this project the existing security of the ATM (Automated
Teller Machine) system has been improved by integrating the palm print of the user into the bank’s database as to further authenticate
it. This was achieved by modeling and building an ATM simulator that will mimic a typical ATM system. The end result is an
enhanced biometric authenticated ATM system that ensures greater security and increased customer’s confidence in the banking

sector.

Index Terms—palm-print recognition, modularization, biometric authentication, security

INTRODUCTION

HIS project proposes a system which takes the user

biometric palm print compares it with the image stored in

database on a server and provides more secure financial
transaction. Nowadays various electronic devices use
biometrics for fast identification and authentication. Computer
systems in offices, banks uses different pins for transaction for
secured reasons. General methods of identification using 1D
cards and pin is not reliable. An embedded palm print
biometric authentication scheme for automated teller machine
(ATM) banking systems is proposed in this project. In this
scheme, a palm print biometric technique is fused with the
ATM for person authentication to improve the security level.

Nowadays A lot of criminals activities occur in banking
services. Criminals interfere with the ATM terminal and steal
customers card details by illegal means .Once user bank card
is lost and the password is stolen, the user account is
vulnerable to attack .Traditional ATM systems authenticate
generally by using a card (credit, debit, or smart) and a pass
word or PIN. This PIN has some defects. The prevailing
techniques of user authentication, which involves the use of
either passwords and user IDs (identifiers), or identification
cards and PINs (personal identification numbers), suffer from
several limitations. Passwords and PINs can be illicitly
acquired by direct secret observation. When credit and ATM

cards are lost or stolen, an unauthorized user can often come
up with the correct personal codes. Despite warning, many
people continue to choose easily guessed PINs and passwords
- birthdays, phone numbers and social security numbers.

Biometric authentication technology may solve this
problem since a person’s biometric data is undeniably
connected to its owner, is nontransferable and unique for
every individual. The system can compare scans to records
stored in a central or local database or even on a smart card.
Biometrics can be defined as a measurable physiological and
behavioral characteristic that can be captured and
subsequently compared with another instance at the time of
verification. It is automated methods of recognizing a person
based on a physiological or behavioral characteristic.

The palm print has maximum region of interest; which
makes researcher to study and carry experiments over palm
print image such as palm print features- ridge, minutia and
principal lines etc. the proposed work discusses about the
person identification on the basis of physiological
characteristics of human being that is palm print recognition.
The principal lines of the palm print are extracted . once these
principal lines extracted from the image will be feature for the
person identification. Then we have calculated the basic
statistical properties of the palm print image; hence these
calculated values are found to be distinct and unique for the
number of experimented palm print image sample.
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|. LITERATURE SURVEY

Palm print recognition has been investigated over the past
ten years. During this Period, many different problems related
to palm print recognition have been addressed. Researchers
have focused on developing accurate verification algorithms.
Various feature extraction and matching algorithms have been
proposed. An automated palmprint recognition system 1
evaluated the results in terms of correct recognition rate and
verification rate. To achieve high verification accuracy,
researchers combine different biometric traits with palm prints
and combine different features in palm prints. Researchers
also address a more challenging problem, real-time palm print
identification in large data bases. Sina Akbari Mistani et al
proposed an approach which makes use of the multispectral
analysis (6] of the hybrid features to improve the performance
of the palmprint recognition system. David Zhang et al have
proposed an online palmprint identification system s).In this
context, both accuracy and recognition speed are important
recently, the biometric community has also emphasized on the
security of biometric systems. Pioneers have proposed some
measures to protect palm print systems In addition to
summarizing the current palm print research; other related
issues like privacy involved with palm prints are discussed.
The aims of this chapter are to give an overview of the current
palm print research.

There are various biometrics system, but they have failure
rate in high proportion. Some of them are mentioned below:-

1) Face Recognition:-

Face recognition is a Biometric technology that uses an
image either from a camera or photograph to recognize a
person. It does not requires a person's cooperation. Face
recognition is completely oblivious to differences in
appearance as a result of race or gender differences and is a
highly robust Biometrics. However, the face changes
considerably with age, and even due to make-up and
expression changes. Face recognition systems can be divided
into two main categories. Systems used to verify the identity
of a person in a known environment at a fairly constant
distance and systems that try to identify a person from a group
of people in a dynamic environment and at a random
distance[10].

2) Iris  Recognition:-

The iris at first seems to be a bad choice for a biometric.
But if observed closely, it has considerable texture detail that
makes it a good biometric trait. Iris recognition is not
considered to be safe. Iris recognition technology is also not so
accurate and it can be fooled[4].

3) Ear Recognition:-

Ear is a relatively new class of biometrics. The shape and
size of each ear varies from person to person which makes it a
trait. Several approaches such as two-stage scale and rotation
invariant geometric approach which is based on the concept of
max-line, the longest line that has both its end points on the
edges of the ear, have been proposed for ear recognition. But
also according to research it had shown most failure
reports[5].

4) Voice Recognition:-

Voice recognition systems work by analyzing the
waveforms and air pressure patterns produced while a person
talks. These systems may use the characteristics of an
individual voice or some pre-arranges words. Voice is one of
the most convenient biometric but is not reliable due to bad
accuracy. Voice can be mimicked and also a person with a
cold or throat problems may face problems using the voice
recognition system as it may be rejected.

IMPLEMENTATION DETAILS

The palm-print recognition system includes preprocessing
followed by ROI extraction. After ROI extraction, features are
extracted using the feature extraction algorithms. Then
matching is done on the basis of the extracted features. The
palm-print is then accepted or rejected. The proposed palm-
print recognition system has been depicted below.

Flowchart of palm-print recognition is shown below:

A. Image Acquisition & Alignment

Our image acquisition setup is inherently simple and does
not employ any special illumination. A palm scanner was
used to acquire the hand images. The users were only
requested to make sure that
(i) Their fingers do not touch each other and
(i) Most of their hand (back side) touches the imaging table.

B. Preprocessing

To reduce the overhead, instead of directly using the palm-
print images, preprocessing needs to be done. Preprocessing is
used to remove distortion, align the palm-prints and to crop
the region of interest. This cropped ROI is used for feature
extraction. This is done in some steps:
a. The palm image is binarized.
b. Boundary tracking method is implemented.
c. Detection of key points.
d. Coordination system is established.
e. Extracting the central part.

‘ Identification of palmprint ‘

I}

‘ Preprocessing ‘

l

‘ ROI Extraction ‘

Database check

Verification

| Matching

|

| Accept/Reject |

Flowchart Of Palm Print Processing
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C. ROI Extraction

Preprocessing is done and after that the central part is
segmented. There are some algorithms like segment circular,
half elliptical or square regions for feature extraction. Here the
square region is easiest and widely used. The cropped image is
taken and the minor lines get suppressed by passing through
low pass filter.

The Original Image

We will get the following cropped image from original one.

Principal
Lines

The Cropped Image

A square structuring element (SE) is used to probe the
composite binarized image. The center of binary hand image
after erosion, i.e., the center of rectangle that can enclose the

residue is determined. This center coordinates are used to
extract a square palm-print region of fixed size as shown in

figure .
(@) (©) (d) ()
. The palmprint pattern is mainly made up of palm lines, i.e.,

D. Feature Extraction

principal lines and creases. Line feature matching is reported
to be powerful and offers high accuracy in palmprint
verification. However, it is very difficult to accurately
characterize these palm lines, i.e. ,their magnitude and
direction, in noisy images. Therefore, a robust but simple
method is used here and the approaches are follows:

Line based approaches: This approach develops edge
detectors and makes use of the magnitude of the palm lines.
The magnitudes of the palm lines are projected in x and y
coordinates forming histograms. After this, the first and
second order derivatives of the palm images are calculated.
The first order derivative is used to identify the edge points
and corresponding directions. The second order derivative is
used to identify the magnitude of lines. Then the Euclidian
distance is used for matching.

Subspace Based Approaches: Sub space based method is also
called appearance based approach, generally involve principal
component analysis (PCA), Linear discriminant analysis
(LDA) and independent component analysis (ICA).The
subspace coefficient are considered as features .In addition to
applying PCA, LDA and ICA directly to palm print images,
researchers also employ wavelets, Discrete cosine transform
and kernel in their method.

Statistical Approaches: There are two types local and global.
The local approaches transform images into another domain
and divide the transform into several regions such as mean and
variance of each small region. Researchers compute global
statistical features like moments, centre of gravity and density
directly from the whole transformed images. Yong et al.
method for feature extraction divides the palm print image into
a set of n small regions and then calculates the mean and S.D
of sub regions. Euclidian square norm is employed for
matching [10].

Coding Approaches: Palm code uses a single Gabor filter to
extract the local phase information of palm print. Kong et al.
introduced a fusion code method to encode the phase of the
filter responses from a bank of Gabor filters with different
orientations. A practical palmprint recognition algorithm using
2D phase information

(a) reduces the registered data size by registering quantized
phase information and

(b) deals with nonlinear distortion between palmprint images
by local block matching using Phase-Only Correlation.

E. Matching and Database Verification

After the feature extraction the users are authenticated by
palmprint recognition systems. The image is matched with the
image stored in database server whether it is present there or
not. This matching is done on the basis of extracted features.
This classification is used for the palm images to be accepted
or not. Also it is verified with the stored image in the server.
If the user’s Image verifies with the actual image stored in
server then transaction is allowed else rejected.

MODULE IMPLEMENTATION
No matter how you convert your images, it is a good idea

to print the files to make sure nothing was lost in the
procedure. The modules of the project are given below:-

Harshad Kolhe', IJECS Volume 3 Issue 4 April, 2014 Page No.5332-5335

Page 5334



— if not

- . P >
. \ \
ATM Machine ( Verify Pin J———————{ Transaction Failed )
< / "

- - — -

> P N
Enter Pin ) Palm Detection )
X 4

g’ <
—— — —

-

< D

(Transaction Success )

User N 4
- —

Architectural Block Diagram

B. Bank

This  will
operations:-
1) Add new user
2)Deposit money
3)Withdraw money
4)Balance enquiry

be a bank server which have following

5)View/update account details

C. Account Operations

It will contain the operations that user want to perform at
the bank side these operations are same as admin operations.

D. ATM Machine

It will be an user interface from which the user can make
transactions with the help of ATM card the various operations
Include:-

1) Balance Enquiry
2) Change Pin

3) Withdraw Amount
4) Mini Statement

E. Bank web Service

It will use to store and manage user data. It will be
responsible for the communication between bank server and
ATM machine.

The Operations between the different modules stated above
are taking place as shown below with the help of sequence
diagram.

Customer ATM Account App Database

Login{)

RequestPin(

Pin entered()
VerfyPin

requestPalm PinOK()

Impression(
Impression
0K

Option
entered{) ProcessTrans
actionl) T
ransactionlp
dated]

Terminate

Sequence Diagram

RESULTS

The percentage for match making of palm-print is 89.43.
All the modules are working efficiently. Palm-print algorithm
that we have implemented in our project has higher accuracy
and Efficiency rate.

CONCLUSION

Several existing methods are used for ATM security. In
the proposed approach, uses pin along with palm-print image
at a time, dominant spectral features are been extracted such as
the major lines. This approach helps in increasing the
performance and accuracy of the system.. The aim of working
on the palm-print recognition system is to develop a system
with increased speed accuracy and security.
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