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Abstract: Information security is always the area of concern for cloud users. The confidentiality of the Electronic Health Records (EHRs)
is major issue when commercial cloud servers are used by hospital staff to store the patients’ medical records because it can be viewed by
everyone. There are various issues and challenges toward achieving detailed data access control based on cryptography. To achieve fine
grained and scalable data access control for medical records stored in cloud servers, we propose Attribute Based Encryption (ABE)
techniques such as key policy attribute based encryption, role based encryption, etc. to encrypt each patient’s medical record file. For this we
describe an approach which enables storage which is secure and patient’s health data with controlled sharing. We explore key-policy
attribute based encryption to gain patient access control policy such that everyone can download the data, but only authorized user can view
the medical records. A high degree of patient privacy is maintained using multiple cryptographic algorithms applied on the various types of
data.
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I. INTRODUCTION

Digital Technology has drastically changed our daily lives and the way of communication. Medicine is an information-oriented
entity. Maintaining paper-based records of patients in the healthcare organizations can become strenuous with time. To attain
smooth flow of information within a healthcare infrastructure, Electronic Health Records are used. Electronic health record (EHR)
systems can completely digitize the health care system that utilizes clinical information to help providers deliver higher quality of
care to their patients.

The EHRs can automate and streamline the doctor’s workflow and can generate a complete record of patients thus enhancing the
quality of care. With EHRSs, it is possible to access information anywhere anytime.

Associated with EHRs is the major concern of Security and Privacy of the records. Exposing sensitive information to
unauthorized entities can lead to stigma and embarrassment to that particular patient. Also, tampering with health record
information can completely change its meaning; it is an offense and can cause humiliation to the patient's dignity.

When these records are outsourced on a public platform, then the job to secure these records increases even more. So for such
privacy to be maintained there is urgent need to take the required measures to protect the health records by allowing only
authorized users to view these records.

So here we are proposing data classification encryption technique that is used to protect the records confidential data.

Il. LITERATURE REVIEW

Security of EHRs has been the topic of research since the past few years. Many authors have discussed issues and proposed their
solutions to incorporate security of EHRs as well as cloud-based EHRSs.

Researchers have examined the pros and cons of EHRs by considering clinical outcomes. Many clinical outcomes relate to quality
of care and patient safety. Quality of care is doing the right thing at the right time in the right way to the right person and having
the best possible results and patient safety is avoiding injuries to patients from the care that is intended to help them. Security and
privacy of records is our major concern. There are more and more healthcare organizations adopting for EHRs (Electronic Health
Records), there storage becomes a concern and cloud provides inexpensive as well as flexible solution and wide-area mobile
access is increasingly needed in the modern world which makes the cloud storage compelling for deploying EHRs. Although it
has its own benefits, but cloud-based EHR systems must address data security, patient privacy and overall performance before
they are deployed in the real world.

The author in the paper [1] throws light on how modern healthcare environments where healthcare providers are more agreeable
to migrate their electronic medical record systems to clouds. This enables to achieve lower operational cost and excellent
interoperability with other healthcare providers rather to opt for building and maintaining dedicated data centers. Adoption of
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cloud computing in healthcare systems, however, may also raise many security challenges associated with identity management,
authentication, access control, trust management, and so on. In this paper, focus is on access control issues faced in electronic
medical record systems in clouds. The author of the paper [2] focuses on moving patients’ medical information to the Cloud that
implies several risks related to the security and privacy of sensitive health records. The risks of hosting Electronic Health Records
(EHRs) on the cloud servers of third-party Cloud service providers are reviewed. Some suggestions for healthcare providers
regarding the protection of confidentiality of patient information and process facilitation are made. Analysis of arising security
and privacy issues in access and management of EHRs is discussed in the paper [3]. They also describe an EHR security reference
model for managing security issues in healthcare clouds. Author in [4] proposes the use of Cipher-text-Policy Attribute-Based
Encryption (CPABE) to encrypt EHRs which are based on healthcare providers' attributes or credentials, to decrypt EHRs; they
must possess the set of attributes needed for proper access. According to the paper on[5] the existing security solutions for such
EHR systems mainly focus on the authentication to realize that a user's private data cannot be illegally accessed, but neglect a
subtle privacy issue during a user challenging the cloud server to request other users for data sharing. The challenged access
request itself may reveal the user's privacy no matter whether or not it can obtain the data access permissions. In the existing
systems, authentication is addressed but there is no focus on privacy issues.

Also, traditional storage systems do not have significant savings. It is possible that security of confidential information can be
compromised when users challenge cloud server to request other users for data sharing, hence, this issue will be addressed using
encryption on EHRs. In the previous systems, data classification was not performed on medical information. Hence, we propose
“SECURE” to secure medical healthcare records before outsourcing these records to public that will in turn help in maintaining
data security, availability and integrity.

I1l. PROPOSED SYSTEM

The objective of proposing a system for maintaining EHRs is to secure them before deploying them for sharing among healthcare
providers.
The proposed system is based on the following:

o A web-based system with secure login and registration.

¢ Cloud storage for flexible retrieval and is a feasible alternative

¢ Data Classification and Encryption.
» Web-Based System With Secure Login And Registration:
A web-based system can be accessed anywhere, anytime with the help of good internet connectivity. The system will be designed
in such a way that only authorized users to access the relevant information. Patients and doctors have to first register. After
registration, they will be a given a Unique Key that will be used by them to avail the information.
» Cloud Storage For Flexible Retrieval And Is A Feasible Alternative:
Cloud storage provides rapid deployment. It has greater accessibility and reliability, also data backup and disaster recovery is
possible. The overall storage costs are low because there is no need of purchasing, managing and maintaining expensive hardware
that makes Cloud storage economically feasible.
» Data Classification and Encryption:
Classification will be done on the basis of sensitivity levels of confidential medical information.
Data that falls under higher sensitivity will be given more security focus as compared to its less sensitive counterpart.
Data will be classified as authentication information, personal details and medical tests and reports. Medical tests and reports need
highest security from exposure to unauthorized access than authentication information and personal details.
This will be done using various cryptographic techniques like Rivest-Shamir-Adleman (RSA) Algorithm, Advanced Encryption
(AES) Algorithm to provide security to the data according to their associated sensitivity level.

e AES, RSA for providing confidentiality.

e Hashing techniques such as SHA-1, MD5 for integrity, e.g. passwords.

e For authenticity we propose digital signatures.

e  Security for databases.

e Possible elimination of different attacks like SQL Injection, Cross Side-Scripting, etc.

We propose SECURE a central unified platform for doctors and patients of all the hospitals where the system is able to store
electronic healthcare records in encrypted form on cloud using various cryptographic techniques and using relevant data
classification on those records. Data classification enables the record’s data to be classified into various levels of varying
sensitivity. The need to segregate data based on such levels of sensitivity was due to the need to maintain confidentiality of those
records since the doctor patient privileges are of utmost concern. A patient would not want any outsider to view his/her records.
And as such records are leased on cloud where cloud is accessible by everyone, security becomes a major concern. The most
plausible way to provide security to these records is via encryption.

There are various cryptographic techniques available and each varies with respect to cryptanalysis. It is optimal to encrypt higher
sensitive details with higher level of encryption where hiding such information is a major focus. Lower sensitive details of an
electronic such as report time and date which become important at some specific times can be encrypted with the lower level of
encryption. The system also maintains privileges permission according to the authority level of the user. To explain it simply a
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patient is not allowed to update or create records but a doctor can. Therefore SECURE as a unified system is accessible by
different types of people ranging from a receptionist at a hospital or to a doctor or an administrator but with different privileges to
access the resources of the system to ensure the authoritative limitations are maintained and thus security is availed by the system.
An electronic healthcare record has various types of information in it. Classifying the information is a step forward in making the
record more secure and achieving confidentiality of records from interceptors and attackers.

Main purpose of classification:

e Maintains simplified data view.

o Classification allows proper discretion of records where each record can be thought of divided into entities of similar level of
sensitivity.

o Disclosure of particular type of entity is based on keys required to unlock the cipher used for encryption for that particular
part.

o Classification allows the system to take secret key as input from user, apply some algorithm on that key and generate different
system generated keys which are further used for encipherment of different entities of same sensitive level.

o It allows increased time for cryptanalysis which increases the security factor of electronic healthcare records.

o Easy retrieval of data from database, since the system is known about the classified data.

IV. IMPLEMENTATION

The proposed system implements data classification based on the sensitivity levels of data i.e. for higher sensitive data higher
level of encryption will be enforced and lower sensitive data will use lower level of encryption. The system allows the doctor to
upload the document and then doctor is asked his secret key where the system uses this key along with the doctor and patient
information to create a system generated key to encrypt the document.

Data Flow Diagram:

The EHRs to be stored on cloud, a cloud framework needs to be implemented for the proposed system. The framework should
provide Platform as a Service (PaaS) so that the whole system is deployed in the cloud itself. Cloud provides with multiple
benefits that best suit the system to be implemented like easy sharing, reduces capital costs and provides flexibility. The cloud
framework must provide network resources, computing capabilities and a dashboard that helps the users to navigate through the
system. The whole system is deployed on the cloud platform where the EHRs can be shared with ease and decrypt it likewise.
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V. ANALYSIS

Encryption algorithm:

Various algorithms were studied in the process to encrypt the EHRs that are to be stored on cloud. As every encryption algorithm
has different encryption and decryption time. The encryption and decryption formula for RSA is given as C= (P®mod n) and P=
(C%mod n) respectively which follows the polynomial time complexity whereas for attacker it is *VC mod n which follows
modular exponential complexity.

With usual implementations, doubling the RSA key length means that encryption will be four times slower, and decryption will be
eight times slower. RSA encryption is much faster than RSA decryption. The theory says that for a n-bit key, computational effort
for encryption is proportional to n?, while effort for decryption is proportional to n®,

Table specifying RSA encryption-decryption time [12]:

Operation Milli vseconds/ Operation Megacycles/ Operation
RSA 1024Encryption 0.08 0.14
RSA 1024Decryption 1.46 2.68

RSA Encryption and Decryption Results on different file sizeinputs[9]:

Record no. Encryption Time (seconds) Decryption Time (seconds) Input File Size (KB)
Record no. 1 5.637362 5.637362 15
Record no. 2 11.27472 11.27472 30
Record no. 3 16.91209 16.91209 45
Record no. 4 22.54945 22.54945 60
Record no. 5 28.18681 28.18681 75

RSA Encryption Throughput: 2.660819 KB/Sec
RSA Decryption Throughput: 2.660819 KB/Sec

RSA Encryption Execution time RSA Decryption Execution time
30 30
20 20
R R R A R
, m 1 , m |
15 30 45 60 75 15 30 45 60 75
B RSA Encryption Execution time B RSA Decryption Execution time
Figure: RSA Encryption Execution Time Figure: RSA Decryption Execution Time

Similarly if play-fair attack is used, which is symmetric encryption technique where a brute force attack and frequency analysis is
difficult since the size of the key domain is 25! Encipherment using play-fair hides the single-letter frequency of the characters
which is helpful when the number of characters to be encrypted is less [8].

AES (Advanced Encryption Standard) algorithm, also known as Rijndael,is a non-Fiestel cipher that encrypts and decrypts a data
block of 128 bits. It uses 10, 12 or 14 rounds. The key size which can be 128, 192, or 256 bits, depends on the number of rounds.
Depending on the key size there are three different versions of AES: AES-128, AES-192 and AES-256[7].

Various algorithms are analyzed with their break time that can be used to achieve various levels of security.
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Sample Record no. Encryption Time(seconds) Decryption Time (seconds) | Input File Size (KB)
1 1.6 1 153
2 1.7 1.4 196
3 1.8 1.6 312
4 2.0 1.8 868

AES Encryption Throughput: 215.5321 KB/sec

AES Decryption Throughput: 263.6207 KB/sec

AES Encryption Execution time

[EnY

0 I I I I
153 196 312 868

B AES Encryption Execution time

[EEY

AES Decryption Execution time

1.5
0.5 I I
0
153 196 312 868

B AES Decryption Execution time

Figure: AES Encryption Execution Time.

Integrity algorithm:

Figure: AES Decryption Execution Time.

When integrity algorithms are used such as SHA-1 for creating hashed digest where SHA-1 has larger states i.e. 160 bits and 80
rounds. SHA-1 rounds have an extra bit rotation which makes it much stronger against collision attacks. SHA-1 has extra bit
rotation hence there is more confusion than the previous version. It is one-way transformation. SHA-1 hashing function is used for
integrity of the data that is to be sent. Any change in the data with very high probability change the hash value and thus the

receiver would know that the data has been changed.

Table 3.3.1.b: Characteristics of Secure Hash Algorithms (SHAs)[8]:

Characteristics SHA-I SHA-224 SHA-256 SHA-384 SHA-512
Maximum message | 2%-1 2% 1 2% -1 2% -1 2%-1
size
Block size 512 512 512 1024 1024
Message digest size | 160 224 256 384 512
Number of rounds 80 64 64 80 80
Word size 32 32 32 64 64

The MD5, a cryptographic hash function i.e., a message digest algorithm which is widely used, produces a 128-bit (16-byte) hash

value, typically is a 32 digit hexadecimal number 64 rounds expressed in text format[10].

Table specifying the hashing time for the following algorithms[12]:

ALGORITHM MiB/ Second Cycles Per Byte
SHA -1 153 114
SHA-256 111 15.8
SHA-512 99 17.7
MD5 255 6.8
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PATIENT DETAILS:
Patient Name: Andy Bret Caine
PATIENT DETAILS:
L. . . . - Birthdate: 1993-01-01
Patien: Name: - Enél—1oAs* . S1EE 9%QBOA™E %303 §] “Un_UC
Birthdate: Apcend qTOTE-@T Age: 23
Ass:EHES €SO &0 Gender: male

Gender: =100+ x-AC

REPORT DETAILS:

REPORT DETAILS: Report Name: Report2313
R Na Report2313

Fpom Hams: Reper Report Type: URINE
Repor Type: GGGGAL
Report Date-Time: 0000-00-00 00:00:00
Report Date-Time: TV 1An0p® 243
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Figure: Encrypted document sample Figure: Decrypted document sample

V1. CONCLUSION

EHRs have revolutionized the modern healthcare system and improved the doctor-patient co-ordination. Vulnerability of health
records in case of weak security measures. The above system aims at providing a high degree of patient privacy by providing
security by classifying information on the basis of their sensitivity levels. The idea is to build a unified system that would accept
reports of all the healthcare systems and accordingly provide security. The data in electronic healthcare records is classified based
on the level of sensitivity of data contained in it. Attribute based encryption is used to achieve encryption. Various algorithms
such as AES, RSA and Play-fair are studied for confidentiality and integrity of data. Integrity algorithms are analyzed based on
their performance in terms of Cycles per byte and time. We have implemented the attribute based encryption on the patient’s
record using PHP and MySQL. Currently we are working on the Integrity algorithms and will deploy our algorithms on cloud.
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