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Abstract—Recent developments and advances in the field of wireless communication has led to the 

discovery of Wireless Body Area Networks (WBANs). The wearable computing devices made it easy to 

monitor the health issues of patients. The WBANs are widely used taking into account its numerous 

advantages. Many publications are available mentioning the various challenges of WBANs. In this paper, a 

survey is performed on the current state-of-art of WBANs based on the latest standards and publications. 

Open issues and challenges within each area are also explored as a source of inspiration towards future 

developments in WBANs. 
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I. INTRODUCTION 

In the last few years the consideration of 

specialists toward WBANs has greatly increased. 

Wireless Body Area Networks (WBANs) are 

wireless network of computing devices that are 

wearable. These wearable computing devices helps 

doctors to monitor the health problems of their 

patients easily.  In WBAN, miniaturized sensors and 

actuators are placed in or on the body. These sensors 

and actuators enhance and support new medical and 

healthcare services. The patients can leave the 

hospital and they can stay where ever they are 

comfortable as the doctors will be able to monitor 

their patients’ condition through WBANs. Sampling, 

processing and transmitting physiological signals of 

patient are performed by the embedded sensors. The 

information collected can be continuously sent to the 

doctors, nurses or the person in charge without any 

delay so that the treatment can be opted quickly. The 

applications of WBANs are not only limited to 

medical field but also to non-medical fields. One of 

the significant medical applications is remote health 

checking. In the past, health observing was done 

through number of electrical equipment. 

 

 

Fig. 1  Network model of Wireless Body Area 

Networks 

Sensor nodes and a controller are present in WBANs. 

The communication is possible with sensor nodes 

and the controller whereas the controller not only 

communicates with the sensor nodes but also with 

the service provider. The service provider (SP) is 

used to deploy the WBAN. A user should be 

authorised by service provider before accessing the 

collected information. The registration for both the 

user and the WBAN is done by service provider and 

partial private key production for the user and the 

private keys for the WBAN is also performed by 

service provider. That is, the role of the KGC in the 

CLC is performed by SP. When a user needs to 

access the monitoring data of the WBAN, it first 

sends a query message to the WBAN. Then 

controller checks the authentication of the user. If 

the user is authorised, then the controller sends 

collected data to the user in a secure way. Otherwise, 

the query request will be refused by the controller. 
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In this paper latest studies in WBANs are 

considered, the challenges in each underlying 

subfield are presented, and survey the important 

results in the field.  

 

II. APPLICATIONS OF WBANS 

The applications of WBANs are not limited to 

medical field but its applications are numerous. The 

applications span a wide area such as military, 

ubiquitous health care, sport, entertainment and 

many other areas. The main characteristic in all 

WBAN applications is improving the user’s quality 

of life. Many varieties of WBANs are available 

today. It is not compulsory that it should be fixed in 

the body. It may be fixed or sometimes movable as 

well taking into consideration the comfort of the 

user. Some in-body and on-body applications are 

mentioned in Table I. 

 

Table I:  Applications of WBANs 

 

III. COMMUNICATION ARCHITECTURE 

 

The communication architecture of WBANs can be 

separated into three different tiers and is depicted in 

figure 2. 

 Tier-1: Intra-WBAN communication 

 Tier-2: Inter-WBAN communication 

 Tier-3: Beyond-WBAN communication 

 

 
  

Fig. 2 Communication Architecture of WBANs 

 

Tier-1: Intra-WBAN communication – It depicts 

the network interaction of nodes and their respective 

transmission ranges (2 meters) in and around the 

human body.  

Tier-2: Inter-WBAN communication – In the case 

of Tier-2 the communication is between the PS and 

one or more access points (APs).  

Tier-3: Beyond-WBAN Communication – This 

communication tier design tier is for use in 

metropolitan areas. A gateway such as a PDA can be 

used to bridge the connection between Tier-2  and 

this tier.  

 

IV. RELATED WORK 

 

Medical monitoring is an important Wireless 

Sensor Networks (WSN) application. In order to 

collect information such as heart rate, temperature, 

blood oxygen saturation level or even 

electrocardiogram (ECG) signals, wireless sensors 

can be placed on patients in a hospital or homecare 

setting. Correct WSN design depends on accurate 

traffic models. The traffic models are used in 

selecting the correct routing and MAC protocols for 

the network [1]. 

An approach which provides high end security for 

the patient’s sensitive physiological data and assures 

maximum privacy for the patients is proposed. 

Cryptography mechanism called Paillier 

cryptosystem, which ensures the security of data is 

used. This approach has a unique homomorphic 

property of producing the sum of plaintexts while 

encrypting the product of cipher texts [2].   

High end security for wireless medical sensors data 

are ensured. Three data servers are used to store the 

patient’s split value of physiological data. More 

security is thereby offered to the patient’s data. 

The security vulnerabilities in data discovery and 

dissemination of WBANs is discussed. A 
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lightweight and confidential data discovery and 

dissemination protocol which is based on the unique 

features and application requirements of WBANs, is 

proposed. In order to maintain confidentiality, low-

complexity symmetric cryptographic techniques are 

used [3].  

Channel coding is used here. This is to overcome 

the problem that occurs while designing an energy 

aware transmission schedule for a wireless node. By 

transmitting at reduced power levels, energy is being 

conserved. Channel coding conserves energy by 

transmitting at reduced power levels over longer 

durations [4]. This was performed instead of 

transmitting packets at constant power for a fixed 

duration. The transmitter should be idle in order to 

allow recovery.  

While referring the BAN in telemedicine and m-

health, it is known as BASN. Both BAN and BASN 

appear similar. In the case of BASN, every node 

consists of a biosensor or a medical device. These 

units are provided with a sensing unit. Firstly BAN 

was proposed to connect personal consumer 

electronic devices in order to make it convenient to 

the user [5]. BASN was setup for many reasons.  

The continuous vital sign monitoring capabilities 

are provided by the TSN system.  It has the potential 

to provide continuous vital sign monitoring 

capabilities without the exhaustion of any 

manpower. It provides support to the present health 

problems. By collecting the human body signals, the 

most relevant health information of the patient is 

made available at all times [6]. 

The most important requirement for healthcare 

systems is their ability to work continuously. The 

working period is not limited to a short period but it 

should work over long time. These features are 

satisfied by AlarmNet [7]. Heterogeneous devices 

are used in a common architecture. The network will 

be used for the patient’s medical needs and is 

capable of providing notifications.  

The development in the field of wireless 

technology have opened new healthcare challenges. 

The small sensors placed in wireless body area 

networks are used to collect the vital signals of 

human body. Ultra-low-power wireless connectivity 

which is udsed among devices is seen as a key 

technology enabling unprecedented portability for 

monitoring physiological signs. BAN helps in 

identifying the health problems earlier itself thereby 

the patient can be saved from health issues. The 

quote “prevention is better than cure” is achieved 

through this latest technology [8]. 

The concept of virtual sensors are used to design 

a new approach for BSN applications. This approach 

relies on SPINE2 framework. Virtual sensors allow 

abstracting even complex systems that behave like 

sensors, thus favoring code modularity and reuse. If 

a programmer needs to update an implementation of 

a virtual sensor or changing environmental 

conditions require that a different implementation 

strategy is adopted, it is sufficient to replace that 

portion of code without changing the rest of the 

system implementation [9].  

V. CONCLUSION 

 

Wireless Body Area Networks are widely used 

nowadays and therefore many new technologies are 

being developed in this field. In this paper, a survey 

is performed on the new technologies based on 

WBANs. This helps it easier to understand the latest 

technologies as well as to spot out the problems with 

the upcoming technologies. 
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