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Abstract- Wireless Sensor Networks (WSNs) are used in many applications in military, environmental, and health-related areas. These
applications often include the monitoring of sensitive information such as enemy movement on the battlefield or the location of personnel in
a building. Security is important in WSNs. However, WSNs suffer from many constraints, including low computation capability, small
memory, limited energy resources, susceptibility to physical capture, and the use of insecure wireless communication channels. These
constraints make security in WSNs a challenge. In this paper, we explore security issue in WSN. First, the constraints, security requirements
and attacks with their corresponding countermeasures in WSNs are implemented. Individual sensor nodes are subject to compromised
security. An adversary can inject false reports into the networks via compromised nodes. Furthermore, an adversary can create a Gray hole
by compromised nodes. If these two kinds of attacks occur simultaneously in a network, some of the existing methods fail to defend against
those attacks. The Ad-hoc On Demand Distance (AODV) Vector scheme for detecting Gray-Hole attack and Statistical En-Route Filtering is
used for detecting false report. For increasing security level, the Elliptic Curve Cryptography (ECC) algorithm is used. Simulations results

obtain so far reduces energy consumption and also provide greater network security to some extent.

Keywords- Wireless Sensor Network, Gray-Hole Attack, False
Report, Elliptic Curve Cryptography..

1. INTRODUCTION

A WSN consists of a large number of sensor nodes that
monitor the environment and one or more base stations collect
the sensor readings.[1],[2],[3].[4],[5] In many applications
such as military surveillance, sensor nodes are deployed in
open, large-scale, and even hostile environments and potential
issues range from accidental node failure to intentional
tampering. Due to their relatively small sizes and unattended
operations, sensor nodes are at high risk of being physically
captured and having their security compromised. Additionally,
the power of the sensor nodes is limited and non-replaceable.
The security and energy efficiency of sensor nodes are
extremely important in WSNs.[6][7][8]

If sensor nodes are physically captured and
compromised, security information such as network keys can
be revealed to the adversary.[9],[10],[11],[12] The adversary
can then inject false reports into sensor network via the
compromised nodes. These injected false reports can not only
result in false alarms but also in quick usage of the limited
amount of energy in the sensor nodes. Several researchers have
proposed mechanisms to combat attack by injection of false
reports. The method statistical enrouting filtering method is
used to detect and drop injected false reports during the
forwarding process[13],[14],[15],[16].

Another type of wireless sensor network attack is a
Gray Hole attack [17],[18],[19],[20]The AODYV routing
protocol is an on-demand routing protocol . Only when two

nodes need for communication and the source node does not
have route to the destination, in the own routing table. The
route request (RREQ) is broadcasted in the network and the
destination or intermediate node having route entry in the
destination in the routing table will send route reply(RREP) to
the  original source. The RREQ and RREP
process.[21],[22],[23]

Security issues in wireless sensor network can be
broadly classified into categories: cryptography, key
management, secure routing, etc [24],[25],[26],[27],[28]For
more security in the wireless sensor network the Diffie-
Hellman methods and Digital Elliptic Curves is used over
finite field .Public key systems are secured by assume that it is
difficult to factor a huge integer composed of two or more
huge prime factors. The curve based protocol, suppose for
finding the prime number, the arithmetical operation is used to
identify using elliptic curve as, B2 = a3 + Pa + Q, where 4P3 +
27Q2 # 0 and for value of P and Q gives (a,B) which satisfies
the time without end lies on the curves[29][30] and above
equation also. The ECC is performed on both the pair of key,
public and private key[20][21]. When private key is multiplied
with  generated point ‘G’, the public key is
obtained.[31],[32],[33],[34]

2. OBJECTIVES

2.1. Detecting of Attack

Multiple attacks in wireless sensor network, particularly false
report injection and gray-hole attack has focused at same time.
This false report injected by using compromised node into
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network. It can be detected by using Statistical En-route
Filtering. The another attack is gray hole attack, For detecting
these attack the AODV Protocol is used when forwarding the
data. Hence, simultaneously two attacks are detected.

2.2. Security

In wireless sensor network, secure Communication is
important. For security Elliptic Curve Cryptography Algorithm
(ECC)is used , ECC offers equivalent security level with
smaller key size, faster computing with low power and
memory consumption and saving in bandwith.ECC is a public
key cryptography, where each user or the device taking part in
the communication, generally have a pair of key, a public key
and private key. The set of operation associated with the key
and a set of operation knows the private key, where as the
public key is distributed to all wusers taking part in
communication. In insecure channel without exchanging a
secrete key the public key cryptography is used and provide a
secure communication over a channel.

3.IMPLEMENTED WORK

There are various threats in the wireless sensor
network. A false report injection attack shown in Figl.A
compromised node can inject false report into network which
wastes the residual energy of the node which deliver them to
the base station and lead to false alarms. The detection of false
report a statistical en-route filtering method is used .1t involves
two primary phases: Key assignment report generation and En-
Route Filtering. The Base Station (BS) maintains a global key
pool and divides it into ‘n’ partitions. Each partition has ‘m’
keys, and each key has a unique key index. User randomly
selects ‘k’ key from one partition before nodes are deployed.
The selected keys and the associated key indices are stored in
the node before being deployed to the sensing field. When an
event occurs in the sensing field, all surrounding nodes detect
the event, The SEF can detect false reports en-route, detected
nodes generate a message authentication code. Cluster head
collect the information from the entire node and gives it to the
base station, then checks the number of Message
Authentication Code (MAC) in the report. If the report has a
different number of MAC then the nodes drop the report.
Hence Base station is able to verify every MAC because it has
all the keys .If there are any mismatches, the base station
discard the report.

The Gray Hole attack is one of the network layer
attack describe in multihop WSN, the nodes send packets to
the neighbouring nodes thinking that they can forward message
to the destination faithfully. In gray-hole attack, a malicious or
compromised node refuses some packets and drops them. A
simple form of this attack is, when malicious nodes act like a
black hole and drop all the packet passing through it. A Gray
Hole may exhibit its malicious behaviour in various
techniques. It drops packets coming from particular nodes in
the network while forwarding the packets for other nodes. For
some particular time duration malicious nodes can be drop the
packets and later may switch to normal behaviour at same
time. The combination of above two behaviour may also
exhibit so; detection is very difficult, whereas gray-hole attack
drops packets at certain frequencies. Both the attacks consist of
two steps: Attacker step- The nodes attack other nodes by
falsely sending information in the communication. Invaliding

step-The node invades the communication process and drops
packets. The simple framework of these attacks is over
AODVprotocol.

3.1 Algorithm for Gray-Hole Attack.
SN: -Source Node IN:- Intermediate Node

DN:- Destination Node  NHN-: Next Hop Node

FRq:- Further Request FRp:- Further Reply

Reliable Node:- The node through which the SN

has routed data

DRI:- Data Routing Information

ID:- Identity of the node

1 .SN broadcasts RREQ
2 .receives RREP
3 .IF (RREP is from DN or a reliable node) {
4. Route data packets (Secure Route)
6 .ELSE {
7.Do{

8 .Send FRqg and ID of IN to NHN

9. Receive FRp, NHN of current NHN, DRI entry
10. NHN's next hop, DRI entry for current IN

11. IF (NHN is a reliable node) {

12. Check IN for Gray hole using DRI entry

13. IF (INis not a Gray hole)

14. Route data packets (Secure Route)

15 ELSE{

16. Insecure Route

17. IN is a Gray hole

18 .All the nodes along the reverse path from IN
to the node

19. that generated RREP are Gray holes

20.}

21 .}

22 ELSE

23. Current IN = NHN

24}

While (IN is NOT a reliable node)

}

@» Sensor Node < )
5\

@ Cluster Head \\ /’ FalseReport

0
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Fig 1. Injection of false Report , Gray-Hole Attack and detecting it.

During the attackers step, the attacker has to identify
whether the incoming packets are AODV packets or not then
the attacker determines the route and selects the routing by
sending RREQ packets. First, the attacker coordinates with
routing by simply sending RREQ packets. During Invading
step, the attacker starts increasing its sequence number and
advertises itself that it has the highest sequence number as
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compared to other nodes in the network. Thus, it induces attack
by sending a fake reply to the nodes in the network and the
data is forged.

Security issues in wireless sensor network can be broadly
classified into categories: cryptography, key management,
secure routing, etc.

3.2 Key Management:

Key is used for secure communication either in case of
symmetric key or asymmetric key algorithms .For
implementation of various security scheme Key distribution is
not typical in WSNs, but constraints such as small memory
capacity make centralized keying techniques impossible.
Straight pair wise key sharing between every two nodes in a
network is not suitable for large growing networks. A security
scheme in WSNs must use efficient and reliable key
distribution for secure communication between all relevant
nodes.

3.3. Secure Routing:

These protocols are deals with how a node ends message to
other nodes or a base station. A major challenge is to verify
authentication of the communication broadcast by the base
station. Existing methods often uses public key cryptography
which has high computational overhead making them
infeasible in WSNs The goal of a secure routing protocol is to
ensure the integrity, authentication, and availability of
messages.

The idea of using Elliptic curves in cryptography was
introduced by Victor Miller and N. Koblitz as an alternative to
established public-key systems such as DSA and RSA. The
Elliptical curve algorithm makes it difficult to break an ECC as
compared to RSA and DSA where the problems of
factorization or the discrete log problem can be solved in sub-
exponential time. This means that significantly smaller
parameters can be used in ECC than in other competitive
systems such as RSA and DSA. This helps in having smaller
key size hence faster computations. Hardware implementation
of ECC involves tree-layer hierarchical strategy namely finite
field arithmetic, point arithmetic and scalar multiplication .

Elliptic curves are also used in several integer factorization
algorithms that have applications in cryptography, such as
Lenstra elliptic curve factorization. Public-key cryptography is
based on the intractability of certain mathematical problems.
Early public-key systems are secure assuming that it is difficult
to factor a large integer composed of two or more large prime
factors. For elliptic-curve-based protocols, it is assumed that
finding the discrete logarithm of a random elliptic curve
element with respect to a publicly known base point is
infeasible. The size of the elliptic curve determines the
difficulty of the problem. The primary benefit promised by
ECC is a smaller key size, reducing storage and transmission
requirements—i.e., that an elliptic curve group could provide
the same level of security afforded by an RSA-based system
with a large modulus and correspondingly larger key e.g., a
256-bit ECC public key should provide comparable security to
a 3072-bit RSA public key.

For current cryptographic purposes, an elliptic curve is a
plane curve which consists of the points satisfying the equation
along with a distinguished point at infinity, denoted . (The
coordinates here are to be chosen from a fixed finite field of
characteristic not equal to 2 or 3, or the curve equation will be
somewhat more complicated.) This set together with the group

operation of the elliptic group theory form an Abelian group,
with the point at infinity as identity element. The structure of
the group is inherited from the divisor group of the underlying
algebraic variety. Hence give the security in wireless Sensor
Network.

4. Elliptic Curves over prime fields

Elliptic curves are polynomials that define points based on
the (simplified) Weierstra equation:

The mathematical operations of ECC is defined over the
elliptic curve,

y?=x3+ax +b,

Where, 4a° + 27b?# 0. Each value of the ‘a ‘and ‘b’ gives
a different elliptic curve. All points (X, y) which satisfies the
above equation plus a point at infinity lies on the elliptic curve.
The public key is a point in the curve and the private key is a
random number. The public key is obtained by multiplying the
private key with the generator point G in the curve. The
generator point G, the curve parameters ‘a’ and ‘b’, together
with few more constants constitutes the domain parameter of
ECC. The security is based on the difficultly of a different
problem, which is called the Elliptic Curve Discrete Logarithm
Problem (ECDLP).

4.1. Geometric Addition:-

Let P(x1,yl) and Q(x2,y2) be two points on the elliptic
curve E, shown in fig 2. The sum (x3,y3)= P + Q is defined as:
First draw a line through P and Q, this line intersects the
elliptic curve at a third point. Then the reflection of this point
of intersection about x-axis is (x3,y3) which is the sum of the
points P and Q.

Let P(x1, yl), Q(x2, y2) € E(K) Where, E be an elliptic
curve defined over the field of integers K and P #Q. Then P +
Q = (x3, y3). Shown in Fig 1.

Where, X3= (y2-y1/x2-x1)* - x1-x2
&
y3= (y2-y1/x2-x1)(x1-x3)- y1

»

-

P40

;
K/ = :
I

Fig 2. Geometric Point Addition

4.2. Geometric Point Doubling:-

First draw the tangent line to the elliptic curve at P which
intersects the curve at a point.Let P(x1, y1) € E(K) (a,b)where
P# -P then 2P=(x3,y3).Shown in Fig 2.

Where, X3=(3xi% + a/2y1))?-2x1

& y3=(3x1? + a/2y1)(x1-x3)- y1
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Fig 3.Geometric Doubling Point

4.3. Point Multiplication:-

Let P be any point on the elliptic curve(K). Then the
operation multiplication of the point P is defined as repeated
addition. kP =P +P +......... k times.

The security is provided by elliptic curve cryptography,
When node ‘A’, communicate with node ‘B’; there are various
algorithm for detecting number of attacks in communication
and provides the security, whereas the public key is distributed
to all user taking part in communication. Node ‘A’ has its own
private and public key also node ‘B’ has its private and public
key. When communication is perform then there is no any
exchange of a secret key, node ‘A’ s private key can compare
with node ‘B’s public key then Secrete key is generated. This
key is compare with cluster head secrete key if it is same then
decrypt the data, otherwise drop the data.

4.4.Steps of Generation of Key pair

1. Global Public Elements. Eq (a, b) elliptic curve with
parameters a,b, X & y point on elliptic curve & q be the prime
number.

Y2 mod g=(X3+aX+b) mod q

2. User ‘A’ Key Generation, Select private key kA,E be a point
of order n.Where ,kA<n

o pes..| 3 (motglocahest-1oes.. | Nedin i ]

lfig 4. Broadcast the data from one node to other node

Calculate public P, P=kA x G

Where, G be the point selected on Elliptic Curve, i.e
Generating Point.

3 .User B Key Generation, Select private key kB

Where k B<n
Calculate public M, M=kB x G

4. Generation of Secret Key by user A.
P1=K=kA x M
5. Generation of Secret Key by user B.
P2=K=kB x P
6. The two calculations produce the same result because,
kA x M =kA x (kB x G) =kB x (kA x G) =kB x P

7.To break this scheme ,an attacker would need to be able to
compute k given G & kG ,which is found to be tough.

5. SIMULATION RESULT

5.1. Simulation Parameter.

A grid of 1000 x1500 is considered number of nodes:
50.The scenario of communication from one node to other
node. The speed for communication as 20m/s with a pause
time of 10s. Packet count 10000, transmission time is greater
than equal to zero and its statistics shown from node zero to
node 49 i. e 50 nodes.

The implementation result broadcast the data and
gives the Private and public Key pair using ECC algorithm and
communicates from one node to another node.

{Des... [ Ireonocaast - oes.. [ Nethaim B e "

Fig.5 Broadcasting Packet Information
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Fig 8. Detecting Gray- Hole Attack

6. CONCLUSION
We proposed a secure routing method for detecting
false reports and Gray-hole attacks in wireless sensor
networks.

During literature survey, we found that many of the authors
failed to identify security threats and also to provide their
countermeasure to overcome those threats. Proposed method
perfectly detects false report and Gray-Hole attack using
SEF. Proposed methods and to increase the security level.
by implementing Elliptical Curve Cryptography which
provides more security during data transmission..ECC is an
appropriate choice to achieve security in Wireless sensor
networks (WSN). ECC is an excellent choice for
asymmetric cryptography in portable constrained devices.
1024-bit RSA key provides the same level of security as
al60-bit elliptic curve key. The advantages can be achieved
from smaller key sizes including storage, speed and efficient
use of power and bandwidth. The use of shorter keys means
lower space requirements for key storage and quicker
arithmetic operations. These advantages are essential when
public-key cryptography is applied in constrained devices,
such as in mobile devices or RFID. In brief, ECC based
algorithms can be easily included into existing protocols to
get the same backward compatibility and security with
smaller resources.

By using this Key Pair, the secure communication
establish between two nodes. when communication is
establish, then inserted a false report and Gray hole attack
between two nodes and these two attack detect it by using
suitable algorithm and secure the communication as show in
simulation.

MOth: B~ Ln 475, Col 10 s

Fig 7.Detecting False Iieport

Fig.9. Detecting Packet Drop Ratio.
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