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ABSTRACT: Cloud computing is a widely adopting paradigm now days. Primary reason behind more organizations adopting cloud is
reduction in cost and dynamic resource allocation. Also various characteristics such as scalability, elasticity, multi-tenancy, pay-per-use
approach make cloud computing the most wanted and widely popular paradigm today. But with these characteristics, cloud inherits some
serious issues like insider attacks, security, and reliability. Cloud is deeply affected by malicious attacks, for example in 2009 Google was
attacked by DOS intrusion that took down services of cloud like Google news, Gmail for several days. So the major focus and challenge is
securing cloud because huge amount of users and IT organizations implementing cloud services, this is the reason that gaining large user’s
trust is very important. Cloud monitoring helps to properly manage and control these issues in an efficient way. This paper has done a brief
analysis of cloud computing, security risks in cloud, and overview of cloud monitoring. Current platforms of cloud monitoring are surveyed

based on some evaluation parameters and services. Finally research is

outlined for cloud monitoring and attack detection using monitoring.
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1. Introduction

Cloud computing [12] can be defined as way of providing IT
resources in the form of computing infrastructure ,storage
,networking ,computing application to consumers as services
using Internet at any time whenever they are required. Cloud is
an assemblage of hardware, software, IT services, networks
that deliver aspects of computing in the form of services on
demand [23].1t enables users to use any IT computing services
without having any requirement of buying, forming
infrastructure or understanding underlying technologies
.consumers pay on a pay per use approach. Commercial cloud
providers such as Amazon web services(AWS),Microsoft
Azure, Salesforce.com, Google App Engine enables cloud
users to deploy their applications over a wide pool of
resources with minimum capital expenditure and operating
expenses equivalent to actual use. Cloud computing offers on
demand services with fast elasticity and enhanced automatic
scaling features, concurrency, security. To provide these
services latest techniques for virtualization, dynamic
scheduling mechanism, security approaches are implemented
within cloud. Cloud computing provides Data centers which
are growing continuously in terms of hardware ,thereby

making cloud management and implementation very
complicated [2].To cope up with this complexity and to
manage operations of cloud platforms ,authentic monitoring
services are needed.

Paper is organized as follows: Section 1 describes cloud
computing and its various aspects. Section 2 illustrates need of
cloud monitoring and overview of monitoring system including
advantages and working of Application Performance
Monitoring (APM). Then related works in cloud computing
and security issues have been surveyed and cloud monitoring
platforms are depicted based on some evaluation metrics. At
last, conclusion of this paper is discussed.

2.  Cloud computing overview

2.1  Cloud Computing Offerings

Cloud offers following benefits —

. Reduced capital expenses as well as operational cost

as CAPEX and OPEX [12].
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o Better and improved Quality of services with
delivering new services. It ensures proper business growth with
decreased expenditure.

. It makes sure that all applications and resources are
delivered in a much secured way with high flexibility.
. Advanced services are quickly delivered in an

improved way to explore opportunities while maintaining cost,
managing risks.

2.2 Motivations for adopting clouds
There are many reasons behind the adoption of cloud
computing paradigm which are explained as follows -

. It provides large web scale abstracted IT
infrastructure, dynamic provisioning, pay per use approach,
long term commitments are not required, and no need of
installing hardware or software.

. It is a way of exploiting latest advancements in
software, networks, storage capabilities .Big IT organizations
promotes cloud computing where these latest technological
advancements are done.

) Large financial and industrial companies, healthcare
organizations adopt cloud as it mainly focuses on IT and
enterprise computing.

. Application developers are not confined to a single
system as cloud gives the illusion of countless computing
services. This gives elasticity to cloud computing.

. Cloud users follow pay as you go approach by
removing the requirement for upfront financial commitment.
. Enhanced proficiency of energy, optimized usage of

hardware and software, performance isolation, provision of on
demand services [21] made it popular as a broadly adopted
model for providing IT resources over internet.

2.3 Fundamental Concepts of Clouds
According to NIST, there are 5 fundamental concepts in
cloud [12], [9] as Cloud Characteristics, Service models,
Hosting, Deployment models and Roles which are broadly
elaborated as follows -

2.3.1 Cloud Characteristics

Cloud contains 5 major characteristics as following -
2.3.1.1 On Demand Services

No human interaction is needed with resource provider for
provisioning computing services like storage, server time.

2.3.1.2 Ubiquitous Network Access

Computing services are there over the network and these can
be accessed with the help of standard methods using
heterogeneous consumer platforms (e.g. mobile phones,
laptops).

2.3.1.3 Location Independent Resource Pooling (Multi-
Tenant)

Resources are gathered in order to serve various clients with
the help of multi tenant paradigm where resources are allocated
and reallocated dynamically on demand. Clients have no idea
about the location of services.

2.3.1.4 Rapid Elasticity

Resources are provisioned in a rapid manner with quite good
elasticity and released in the same manner to scale in.

2.3.1.5 Measured Services

Resource utilization is controlled by providing a metering
ability .Clients pay bill on the basis of measured use of
resources provisioned for a specific session.

2.3.2  Service Models

Service models of cloud can be classified into 3 categories in
the following manner :

2.3.2.1 SAAS

Software are deployed to the client whenever demanded
through a licensing paradigm known as on demand licensing
where clients rent application usage on a pay per use basis.
SAAS can be defined as ability given to the client to utilize
software application of provider which runs on infrastructure
of cloud.

2.3.2.2 PAAS

A virtual computing platform is presented in PAAS which is
hosted by cloud and web browser has the ability to access it.
Solution stack is also delivered in order to improve developing
and deploying of web applications. Developers can develop
software applications without installing software developing
tools on their personal computers. In PAAS, application and
software standards are provided according to the needs of
clients, toolkits are configured for virtual development
ambience.

2.3.2.3 IAAS

Model that include provisioning of computing services like
storage, networking capabilities ,processing elements to enable
clients to run their applications .

2.3.3  Deployment Model

Cloud can be deployed in 4 models -
2.3.3.1 Private Cloud

These are implemented only within an enterprise or
organization. Enterprise or third party owns it .Private clouds
are operated within an enterprise firewalls and onsite server
run them. They provide services such as virtualization, multi
tenancy, continuous deployment, security, access control.

2.3.3.2 Public Cloud

Cloud infrastructure is open for use by the individual clients,
industries or big organizational groups based on pay as you use
approach. Clients can get cloud services through cloud service
providers.

2.3.3.3  Hybrid Cloud

It is an assemblage of private, public and community clouds.
Public and private clouds both are operated by hybrid cloud
simultaneously. It includes the concept of Cloud Burst in
which application running on enterprise infrastructure can be
deployed to the cloud in case of any demand.

2.3.3.4 Community Cloud
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A shared infrastructure is defined in this type of cloud and
several organizations support it.

2.34 Cloud Roles

Cloud computing contains some entities as per NIST reference
paradigms, which are summarized in Fig.1 and are following:

2.3.4.1  Consumer of Service
Utilizes services provided by cloud service provider.
2.3.4.2 Cloud Service Provider

It takes the responsibility of making cloud services available
to clients of cloud.

2.3.4.3 Carrier

It connects cloud service providers with consumers and is

responsible for transporting cloud services.
2.3.4.2 Broker

Responsible for managing uses, cloud services delivery and
negotiation of relationship between consumer and provider.

2.3.4.3 Auditor

Evaluates systematically the cloud by defining its
conformation to well defined criteria in cloud.
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Figure 1: Cloud Entities.

3. Cloud Monitoring

Apart from these aforementioned characteristics and qualities,
cloud computing poses various challenges like load balancing,
provision of quality of services and performance of
application, guarantee of meeting SLA, and managing widely
available and complicated cloud infrastructure. To deal with
these issues efficiently, authentic and fine-grained monitoring
techniques are needed [12]. Several benefits of cloud
monitoring regarding business [5] are as follows -

. Enterprise can make correct and timely decision
about allocating resources only if it has full knowledge about
its resource utilization. This leads to solving problems very
easily In this way some performance issues can be resolved
without affecting business critically.

o It provides full visibility into cloud performance and
infrastructure services by enabling organizations to manage
dynamic changes in services in dealing with changing business
needs, with assuring absolute Quality of Services and
minimum cost.

. Monitoring tools are provided which monitor SLA,
performance, cloud computing usage independently helping in
making accurate decisions about returns after investing in
cloud services.

. It keeps track of Quality of Services metrics of
resources, applications dynamically.
. Cloud monitoring enables application developers to

keep their services and applications at high efficiency, detect
violations in performance of applications.

Fundamental concepts of cloud monitoring are Layers of
cloud where monitoring probe is to be put, monitoring and
monitoring tests as follows -

3.1 Layers in Cloud Monitoring

Cloud security alliance [24 and 18] represents cloud in 7
layers.
3.11

It deals with the infrastructure that is made up of data centers
hosting the computing environment.

3.12

Facility Layer

Network Layer
Deals with the network connections within the cloud, and
between cloud and consumers.

3.1.3 Hardware Layer
It considers physical elements of networking and computing.

3.1.4 Operating System

Software including operating system of host and guest are
considered.

3.15

Layer of software which is present between operating system
and application run by client.

Middleware

3.1.6 Application Layer
Clients of cloud run application layer.
3.1.7 Client

Users of cloud are included.

3.2 Application performance monitoring in cloud

They help to discover security risks in a very quick
manner. These are used as an early warning system to find out
security breaches. In this way monitoring system can work as
Early warning system. Good APM tools should be able to
indicate abnormality in the application graphically.

They should have the ability to go deeper over time in order to

check if the activity is normal or not over time duration. Two
aspects of an APM tool are analyzed [20] to determine triggers
that may cause a security breach. Cloud performance
monitoring can be done into 2 phases: Monitoring system
Performance and Monitoring Application Performance.

3.2.1 Monitoring system performance

This is related to the cloud service provider. It is also known
as Low level monitoring. Information is collected at hardware
layer (in the form of memory, CPU, workload), at middleware
layer (in the form of vulnerabilities related to soft ware), at
network layer (security of physical infrastructure using
firewalls), and at the facility layer. In these different elements
of a cloud infrastructure such as virtual machines, networking
and storage capabilities are monitored. Whenever statistics of
system are being monitored, first baseline is checked after that
all different actions are measured over a long period of time. If
some unknown pattern is experienced then the next element to
be checked out is change management. It determines recent
changes in an application or server; if nothing has been
changed then security risks may have been occurred.
Parameters that are monitored are CPU, network trending,
memory trending, Disk 1/0.

3.21.1 CPU Trending

Changes to utilization of current CPU are measured. This is
done over a particular time of period. Increment and decrement
of CPU utilization may represent a sign of security risk or
attack.

3.2.1.2 Network Trending
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Attack is made up of 2 phases. In first one, network is used in
order to evaluate the protocols which a server uses. Then
attacker determines the running application and finally the
attack is launched over the network. Network activities are
increased suddenly as soon as attack is there. So to determine if
something unusual is occurring, network trending baseline is
investigated closely.

3.2.1.3 Memory utilization

Memory is used by all programs running within a system. So
memory trending is a basic element to determine the security
breach.

3214 Disk 1/0

To monitor system disk 10 performance, two values are
analyzed-1/0 rate and 1/O operations per seconds. Upon
showing different behavior even if application runs normally, it
is indicated that some unknown risks have been occurred.

3.2.2  Monitoring Application Performance

This is related with the cloud consumers whose applications
are hosted in cloud. It is also known as high level monitoring.
Information about virtual platform is assembled at middleware,
application and user layer. In system performance monitoring,
possible security risks are measured. However malwares could
not be detected in few cases within the system. Most of the
time its activities get sneaky, so it is necessary that application
performance should also be investigated. Application
performance monitoring includes following parameters:

3.2.2.1 Application response time

It is defined as time needed for an application which it takes in
responding to a user request.

3.2.2.2 Application Index and Throughput

It defines the general health of an application. Generalized
values within some predefined range defines Application Index
which indicates overall health of an application in terms of
throughput, response time ,error rates. They trigger to possible
security risks of an application.

3.3 Monitoring Tests

These are of two types-
3.3.1 Based on Computation

These tests are run by cloud service providers. Server
throughput, CPU speed, CPU utilization, memory utilization,
VM startup time, execution time of VM etc. is being checked
upon.

3.3.2 Based on Network

Network layer parameters are tested including round trip
time, jitter, throughput, packet loss.

Somewhere cloud monitoring, QoS and SLA are correlated
with each other [17]. SLA is a collection of service elements
including some specific service delivery components and roles
which are identified with the clients. As stated earlier, cloud
monitoring is done to measure continuously resources and
applications hosted on cloud platform in terms of performance,
power usage, ability to fulfill SLA, security. To achieve QoS
parameters specified in SLA document, it is imperative for
cloud monitoring to handle some violations and uncertainties
in an efficient manner. Detection and handling of exception
and violations is done through development of efficient
monitoring paradigm.

4. Literature Review

Various papers in literature survey properties of
cloud[12],[1],[27],[19].Virtualization techniques are elaborated
in [10].Several works have analyzed and defined the basic
security issues related to cloud such as [5,20, 24, 18 and
26].Gartner[13] specifies 7 safety issues in order to select a
particular cloud vendor as Privileged access, regulatory
compliance, location of data, isolation ,recovery, investigative
support and long term viability.[4] depicts security exercises of
major cloud service providers like Slesforce.com, Amazon,
Google in three basic features as Security and privacy,
Compliance, and legal issues. Cloud security alliances [5]
discover 13 areas which need some concern in the era of cloud
security. Ingo Muller evaluated the security risks of cloud
computing associated with cloud architecture, service delivery
paradigm, characteristics of cloud[22].In spite of all the
security issues and threats which are present in traditional IT
infrastructure cloud computing contains organizations having
its own set of security risks. There are some common threats to
cloud infrastructure as Eavesdropping, Fraud, Theft, Sabotage,
External attack, Logon abuse, Network intrusion, Denial of
service attack (DOS), session hijacking attacks. Cloud service
provider issues and risks to virtualized systems like
Configuration complexity, Inactive virtual machines, isolation
of duty, Back door, Spoofing . Chen and Zhao [7] gives a brief
analysis on data security and privacy risks of cloud computing.
Survey of cloud monitoring is done in [25 and 16] where
monitoring characteristics are elaborated in different aspects.
Need of cloud monitoring is elaborated in [12]. G. Aceto [12]
made a detailed analysis of cloud monitoring including
motivations behind deploying monitoring techniques,
properties and issues. Cloud monitoring platforms are surveyed
in this paper.
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4.1 Cloud Monitoring Platforms

Cloud monitoring platforms are surveyed in [17] and [12]
with their respective properties. Some of the popular clouds
monitoring platforms are as follows:

4.1.1 Monitis

It was founded in 2005 and contains a dashboard where cloud
users are able to open multiple widgets to monitor cloud. Any
website can be remotely monitored by users of Monitis in order
to track uptime, Disk 1/0.

4.1.2 Logic Monitor

Founded in 2008.1t does a partnership with various third party
like VMware, Net-App. Users can monitor across layers of

cloud (SAAS, IAAS, PAAS).Virtual infrastructure is
monitored by providing multilayered approach.

413 Nimosoft

Founded in 2011.Multilayered monitoring approach is

adopted where virtual as well as physical resources are
monitored. It can monitor public and private cloud data
centers. Unified monitoring dashboard enables cloud users to
monitor resources if they are hosted on various cloud
infrastructures.

414 Nagios

It was founded in 2007 and is an open source monitoring tool.

Multilayered monitoring is supported. Users can monitor
resources residing on various cloud infrastructures. It is
extended with monitoring functionality by using plug-in
architecture.

4.1.5 Cloud watch

It is the most popular commercial cloud monitoring tool
provided by Amazon. Resources on EC2 are monitored by
cloud users. Multilayered monitoring is not supported.

4.1.6 Open Nebula

Open source monitoring toolkit. Data centers are managed by

open networking of distributed, public, private and hybrid
cloud. SSL protocol is supported which allows users to gain
access and information of resources is collected.

4.1.7 Aneka

It is a platform for developing, managing, and deploying
cloud based applications. It provides an extensible APl which
enables development of distributed applications and new
capabilities can also be integrated with existing cloud
mechanism.

41.8 New Relic

It is an application performance monitoring tool for cloud and
data center. It provides SAAS solution where real user
monitoring, application monitoring, server monitoring and
availability monitoring are combined into single solution. New
Relic also does partnership with various cloud vendors in order
to provide instant visibility into the performance of application
which is being deployed.

4.2 Evaluation Parameters

Monitoring platforms are evaluated on the basis of some
evaluation parameters as:

4.2.1 Monitoring Architecture

Cloud monitoring tools collect information about network and

system. This information is utilized for taking actions such as
to fulfill SLA requirements data is migrated to the server
closest to the user. Network monitoring is done on following
two types of architectures:

4211 Centralized architecture

In this, central server for monitoring accepts queries regarding
status update of QoS sent from PAAS, IAAS resources.
Monitoring information from various companies is collected
by monitoring methods by sending probes in a periodic
manner. It suffers from some issues like single point of failure,
scalability issue.

4212 Decentralized architecture

In this, all components of architecture are considered equal so
that failure of one component does affect operation of another
component.

4.2.2 Interoperability

It enables cloud system to technically interface between
different enterprises. For example Amazon runs web server
whereas data server is deployed by Azure. It shows some
benefits like to achieve advantages of cloud, application and
data must be integrated properly across cloud, and vendor lock
in can be avoided. Cloud agnostic monitoring tools [3] retrieve
QoS aware data services and applications that are part of
multiple clouds.

4.2.3 QoS Parameters

Application developers find it non ftrivial that which QoS
metrics need to be specified or monitored across layer of cloud
as PAAS and IAAS. These QoS metrics can be composed of
single parameters or a collection of parameters [3].

424  Visibility
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To achieve QoS parameters for an application, it is necessary

that QoS metrics are monitored across layers of cloud.
Visibility of cloud monitoring paradigm can be classified into
two types — Layer specific and Agnostic. In layer specific,
monitoring platforms perform tasks over services only in one
of the 3 layers as SAAS, PAAS, and IAAS. In layer agnostic,
cloud users access to data across various layers of cloud. Table
1 shows that cloud users gain access to application data from
PAAS and SAAS simultaneously for same application.

4.2.5 Scalability

Scalable monitoring system is able to deal with a huge number
of probe messages.

4.2.6 Elasticity

Dealing with any dynamic change that a monitored
application shows.

4.2.7 Adaptability

Adaptable monitoring system is able to adapt various
computational and networking loads. Monitoring activities
sometimes have some negative impact on cloud operations; to
avoid this condition adaptability is required. Table 1
summarizes monitoring platforms compared on the basis of
some aforementioned parameters.

TABLE 1. Comparison of monitoring platforms against various Evaluation parameters

S. Monitoring Monitoring Monitoring Interoperability | Visibili Scalability Elasticity | Adaptability
No. Platform Architecture- Architecture- Multi-cloud ty
Centralized Decentralized Multi-
Layers
1 Monitis Not defined Not defined Yes Yes No No No
(SAAS solution) (SAAS solution)
2 Logic monitor Not defined Not defined Yes Yes Yes Yes No
(SAAS solution) | (SAAS solution)
3 Nimosoft Yes Yes Yes Yes Yes No No
4 Nagios Yes Yes Yes Yes No No No
5 Cloud Watch Yes Not defined No Yes No Yes No
(SAAS solution)
6 Open Nebula Yes No No No Yes No Yes
7 Aneka Not stated Yes Yes Yes Yes Yes No
8 New Relic Not stated Not stated Yes Yes No No No
9 Cloud Harmony Not defined Not defined Yes No No No No
(SAAS solution) (SAAS solution)
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