
www.ijecs.in 

International Journal Of Engineering And Computer Science ISSN: 2319-7242   

Volume 5 Issue 5 May 2016, Page No. 16569-16573 

 

 

K.Suganyadevi, IJECS Volume 05 Issue 5 May 2016 Page No.16569-16573 Page 16569 

Reliable and Adaptive Steganalysis Method for Binary Image Using 

CRMST Algorithm 
 

K.Suganyadevi, Snehalatha.V., M.E., 
Research Scholar, 

Department of computer science and Engineering, 

A.R.J college of Engineering, Mannargudi 

Email id: mayavarshini@gmail.com 

 

Assistant professor, 

Department of computer science and Engineering,   

A.R.J college of Engineering, Mannargudi 

Email id: Snehattp@gmail.com 

 
Abstract—Data security is one of the most vigorous fields of study in Informatics and Computer Forensic. Author right for 

intellectual stuff is a real challenge, particularly when information is processed and transmitted. One of the electronic methods of digital 

data is images. They are widely used in organizations, research institutions, and in environments where speedy, secured and minimized 

distortion is needed. In the proposed using the Complement, Rotate, and Mirrored with respect to Local Texture Using Syndrome 

Trellis Code (CRMST) algorithm. Entrenching the data in binary image is potential by flipping the pixels. The flip ability decision of a 

pixel depends on three transitions from the pixels to its eight neighbors in a Local window. Flipping a pixel does not abolish the 

connectivity among pixel, to safeguard the good visual quality of an image. The steganography scheme engenders the cover vector by 

dividing the scrambled image into super pixels. By testing on both simple binary images and the constructed image data set, show that 

the proposed measurement can well describe the distortions on both visual quality and statistics. A spatial domain-based binary image 

steganography scheme is proposed. The scheme minimizes a unique flipping distortion measurement which considers both HVS and 

statistics. This measurement employs the weighted sum of CRMST changes to measure the flip ability of a pixel. It is used for military 

purposes and provide high security.  

Keywords—Distortion; Binary image; Steganography; Syndrome 

trellis; 

1.INTRODUCTION 

It comprises the preservation, recognition, extraction, 
recording, and analysis of computer media for evidentiary 
and/or root cause analysis. Indication might be required for an 
extensive variety of computer corruptions and maltreatments. 
Information collected contributions in detentions, examination, 
termination of employment, and precluding upcoming 
prohibited bustle. The word steganography derives from the 
Greek name ―steganos‖ (hidden or enigma)and―graphy‖ 
(writing or drawing) and literally means hidden writing. 
Steganography pays procedures to publicize information in a 
practice that is hidden. Steganography veils the existence of a 
message by conveying information through various carriers. 
Its purpose is to preclude the detection of a secret message. 
The trace recognizable use of steganography is smacking 
information after one file within the information of extra file. 
For paradigm, cover carters, such as images, audio, video, text, 
or code epitomized digitally, hold the hidden information. The 
hidden knowledge may be plaintext, cipher text, images, or 
information hidden into a bit stream. The cover hauler and the 
hidden information approach a stegano-carrier. A stegano key, 
such as a password, is extra information to further conceal a 
message. An agent who does not own the title of the file and 
the password cannot know about the file’s existence. For 
paradigm, the effect of information hidden within a cover 
image is a steganoimage.There are many reasons why 
steganography is used, and it is often used in important fields. 
It can be used to interconnect with complete freedom even 

under circumstances that are censured or monitored. It can also 
be used to defend private transportations where the use of the 
cryptography is normally not permitted or would construct 
suggestion. Nowadays the development of information 
stockpiled in digital forms and the development of new 
multimedia services, security-related issues are becoming 
more and more important. The acceptance of the new facilities 
that may be offered depends on whether they are assorted by 
safe techniques to protect the comforts of several parties, at 
least to the service provider and its user. Furthermore, the 
nature of the data holder (image, text, audio or video) is 
vulnerable for certain reasons connected to his digital forms: 
make a copy of them is fairly easy, unfortunately, we can say 
it is complete (the copy does not change at all from the 
prototype) b. their mode of transmission is also trouble: if only 
a hackneyed copy is prepared, it can be accessed by anyone 
who wants it. c. the plasticity of digit holders endangers their 
contents. A wicked user can alter an image so placing at risk 
the schemes for protecting their intellectual property.  

      For many details, it is hazardous that the protection 
system of copyright to be perceived in such a way as to 
diminish the above menaces. For this, many authors will not 
be invigorated to distribute their works, the health 
organizations will reduce the use of image scanning, and the 
video and music industry would not have that dissemination 
which they have, without consuming the steganographic 
techniques. We introduce this technique, which is herein 
baptized as the local texture pattern (LTP), to our texture 
model. Binary image processing typically refers to 
complement, rotation, and mirroring,  As a consequence, a 
local texture pattern which is invariant in contradiction of 
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these processing, namely a complement, rotation, and 
mirroring-invariant local texture pattern (CRMST), is 
innovative to better fit the request in binary images. 

2.REVIEW OF LITERATURE 

Q. G. Mei, E. K. Wong, and N. D. Memon Proposed this idea 

of Data hiding in binary text pleased using LSB (Least 

Significant bit) two component system.The exertion lies in the 

fact that converting pixel values in a binary document potency 

familiarize asymmetries that are very visually conspicuous. 

With the production of digital media such as digital images, 

digital audio, and digital video, vigorous digital watermarking 

and data hiding techniques are needed for copyright 

protection, copy control, annotation, and authentication. While 

many procedures have been suggested for digital color and 

grayscale images, not all of them can be unswervingly joined 

to binary text images. The difficulty lies in the fact that 

swapping pixel values in a binary document could announce 

irregularities that are very visually noticeable.   

The technique for data hiding in binary text documents by 

embedding data in the 8-connected borderline of a character. 

We have recognized a static set of pairs of five-pixel elongated 

boundary patterns for embedding data. One of the patterns in a 

duo requires obliteration of the center foreground pixel, 

whereas the other needs the addition of a foreground pixel. A 

exclusive property of the technique is that the two design s in 

each duo are dual of each other -- fluctuating the pixel value of 

one pattern at the center position would outcome in the other. 

This property allows easy detection of the embedded data 

without transferring to the original document, and without 

using any particular enforcing techniques for detecting 

embedded data. 

Min Yu and et al offered this method manipulates 

"flippable" pixels to implement specific block-based 

relationship in order to embed a important amount of data 

without causing perceptible artifacts. Shuffling is applied 

before embedding to equalize the uneven entrenching capacity 

from region to region. The hidden data can be removed 

without using the original image, and can also be accurately 

extracted after high quality printing and scanning with the help 

of a few registration marks numerous data hiding methods 

have been developed for binary images 

Yang and et al proposed, a novel screen data hiding 

method for binary images authentication intentions at 

preserving the connectivity of pixels in a local neighborhood is 

insinuated. The "flippability" of a pixel is determined by 

imposing three alteration gages in a 3 times 3 moving window 

centered at the pixel. 

The "embeddability" of a wedge is invariant in the 

watermark implanting process, hence the watermark can be 

obtained without submitting to the original image. The 

"uneven embeddability" of the gathering image is controlled 

by embedding the watermark only in those "embeddable" 

blocks. The canopy data hiding method for binary images 

authentication aims at preserving the connectivity of pixels in 

a local neighborhood is proposed. The ―flippability‖ of a pixel 

is defined by inflicting three transition criteria in a 3x3 moving 

window centered at the pixel. The ―embeddability‖ of a block 

is invariant in the watermark embedding process, hence the 

watermark can be mined without referring to the original 

image. The ―bumpy embeddability‖ of the host image is 

handled by embedding the watermark only in those 

―embeddable‖ blocks. The positions are chosen in such a way 

that the visual quality of the watermarked image is guaranteed. 

Different types of lumps are studied and their abilities to 

increase the aptitude are compared. The delinquent of how to 

uncover the ―embeddable‖ pixels in a block for different block 

schemes is talked which facilitates the in-corporation of the 

cryptographic signature as the severe authenticator watermark 

to confirm integrity and authenticity of the image. Discussions 

on the security considerations, visual eminence against 

capacity, counter measures touching steganalysis and analysis 

of the computational load are provided. Comparisons with 

prior methods show preeminence of the scheme. Matrix 

embedding is ordinarily engaged to accomplish a high 

embedding efficiency.  Filler et al. proposed a practical near 

optimal matrix embedding. 

H.Yang and et al offered, technique for binary images in 

morphological transform domain for authentication purpose. 

To attain blind watermark extraction, it is difficult to use the 

detail coefficients right as a location map to define the data-

hiding positions. Hence, we vision flipping an edge pixel in 

binary images as capricious the edge position one pixel 

horizontally and vertically. An intertwined morphological 

binary wavelet transmute to track the shifted edges, which thus 

simplifies blind watermark extraction and incorporation of 

cryptographic signature. Unlike prevailing block-based 

approach, in which the block size is constrained by 3times3 

pixels or larger, we development an image in 2times2 pixel 

blocks. This allows elasticity in tracking the edges and also 

accomplishes low computational complexity.  

The distortion measurement needs to overlap with HVS 

and statistics simultaneously. Unlike the texture-based 

measurement proposed, there have been attitudes handling 

distortions by employing the HVS. Among them, Wu and Liu 

assessed the flipping distortion accord- ing to the evenness and 

connectivity in a 3 × 3 window. Yang and Kot explain a 

connectivity-preserving measure for 3×3 patterns to direct the 

flippability. Lu et al. suggested using the detachment 

reciprocal distortion measurement to portion the distortion 

effect on the neighboring pixels, and Cheng and Kot vacant an 

edge line distortion-based criterion to express the distortion on 

the boundary connectivity. In this paper, the proposed quantity 

is compared with them by using an icon embedding simulator. 

 

 

 

 

2.1 Problem Statement 

 

The high undetectability of the secret messages can diminution 

the misgiving from attackers and thus convalesce the security. 

To this end, we accent on conceiving a secure binary image 

data hiding collection strictly speaking, a stenographic system 

by progressing the undetectability while preserving the stego 

image quality and embedding capacity. Stegano images 

obtained by these plans have also been registered to achieve 

considerable visual qualities.  

      However, some methods ignore the security against 

steganalyzers. The generated stegano images offer good visual 

qualities and routinely cannot be distinguished from the cover 

images by human eyes.  
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2.2 Existing Scheme 

In existing, Filler et al. proposed a practicable near optimal 

matrix embedding, specifically to entrench near the 

competence distortion assured with regard to the specified 

distortion measurement. There are three types of 

methodologies describing the surface: geometry-based, 

statistic-based, and model-based approaches. In the spatial 

domain, message bits are regularly implanted by directly 

flipping pixel values in a binary image. Unlike grayscale 

images, pixels in binary images keep only two states: black (1) 

and white (0). As a product, distortions on binary images are 

clearly detected equal by human eyes. By employing 2×2 size 

blocks and double processing, the scheme presented used 

nearly all the budged edges to embed message bits and thus 

triumphed a large payload. Matrix embedding procedure is 

usually laboring to achieve a high embedding efficiency but 

failed with robustness. 

3.PROPOSED SCHEME 

     A spatial domain-based binary image steganographic 

scheme is insinuated. The system reduces a novel flipping 

distortion measurement which considers both HVS and 

statistics. This measurement employs the subjective sum of 

CRMST changes to portion the flip ability of a pixel. In the 

inserting phase, STC is engaged to abate the flipping 

distortion. To eradicate the startling flipping acquired by STC, 

the theories of scrambling and splendid pixels are engaged to 

assurance that flippable rudiments entertain the majority in a 

cover vector.The steganographic stratagem creates the cover 

vector by dividing the scrambled image into superpixels. 

Reduced the Embedding Distortion on feel by CRM. On 

entrenching the optimal matrix and Syndrome-trellis code. We 

exhibition that the expose measurement can well style the 

alterations on together visual quality and statistics.  

 

4.IMPLEMENTATION 

Our Development is executed as six modules to behave the 

action more accurately and reliably. The system is intended 

grounded on the main Steganography model such as 

Embedding and Extraction Phase. 

41 .Block Embeddeding 

4.1.1Block selection 
In this segment the stego image is generated. The distortion 

score map was determined on binary image. The exemplar 

binary cover image and distortion map are divided into 

number of non overlapped blocks. Pick all the non uniform 

blocks and the corresponded distortion score blocks. 

 

4.1.2 CRM-ST Encoder 

For the i-th image block, further divide it into superpixels of 

size li*lj, whose values and  distortion scores are calculated . 

Usage these lC ×lC superpixels as the cover vector to entrench 

the i-th message ; The selected image blocks and 

corresponding score blocks are scrambled. Apply STC 

encoder to embed secret message segment to cover vector.  

For each superpixel whose value needs to be changed, flip the 

pixel with the lowest distortion score in it;  Repeated until all 

the message segments have been embedded. 

 

4.1.3 Stegno Image Generator 

Descramble the embedded image block. In sequence 

supernumerary each nonuniform block in the cover image with 

the corresponded stego block to obtain the stego 

image.Successively replace each non-uniform block in the 

cover image with the corresponded stego block to obtain the 

stego image. 

 

 

 
    Fig 1 Select Image to Embed 

 

 
Fig 2 Image SIP Scrambling 

 
Fig 3 Image De-scrampling 

 

4.2 Block Extraction 

 

4.2.1 Block Selection 

         This module obtains the secret message from the stegano 

image. The stegano image is divided into non-overlapping 

wedges. Select all the non-uniform blocks Split steganoimage 

into non-overlapped blocks of size li × lj where l dash=lx × ly. 

Choose all the non-uniform blocks. 

 

4.2.2 SIP-Scrambling 
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Scramble the nominated stego image blocks. Direct STC 

decoder to induce the secret message. Scramble the preferred 

stego image blocks through the same scrambling demontrated 

of the embedding technique. 

 

 
Fig 4 Extraction Phase 

 

 

 
Fig 5 Decrypted Message 

 

4.2.3 CRM-ST Decoder 

For the i-th stego block, form the lC × lC degree super pixel 

vector by sourcing the same process in ST Encoder of the 

embedding procedure. Employment it as the stego vector to 

extract the i-th message segment by retaining STC decoder; 

Reiterate until all the message segments have been extracted. 

 

4.3 CRMST Overview 

Complement Rotation Mirrored Syndrome Trellis is an 

algorithm it provides secured and fast adaptive minimum 

distortion over texture on Binary image while 

stenographic. Node Find the next hop routing grid based 

on the parameter. 

 

Algorithm: 

 

Initially read the image fc  to be embedded. 

Initialize EmbfileName ,inFile,Oufile  

Read the image inside which message is embed. 

Set Matrix Array with Set Quality 

Set WhiteArray with final byte as BufferInput 

For Each Pix set  numSigniftBits  =  n  ;  where  

n=1,2.........8  size1   =   size(secret);   and     size2   = 

size(coverImage);  

Set the Complement of Selected Pixel PI 

,Rotation,Mirrored at P
M 

 Embedd  the  "numSigniftBits"  most significant bits of 

secret image to create the stego  

image by using stego= (cover zero+ secret)/2 
8-n

  

Recuperate the embedded image, by using bit by shift 

operation  

Display Figure of cover image, Image to be hidden, stego 

image and recover image. 

End 

 

5.IMPLEMENTATION ANALYSIS 

The accuracy and speed of CRMST has been tested on an 

image tarn of 15,100 lossless images, where 5,300 of them 

were stego images (images with hidden data) created with the 

tools OpenStego, OpenPuff, SilentEye and LSB-

Steganography. Embedding rates range from 2.5% to 25.3% 

with a typical of 13.8% (secret data / cover image). 

 

 
Figure 6 Performance Analysis 

Accuracy (ROC curves): 

ROC or receiver operating characteristic curves rendering the 

accuracy of a particular signal. The curve below is used to 

determine only the comparison among the accuracy of 

CRMST's merging techniques (standard and fast) and the 

specific detectors it is imitative from. Please tinge that the 

accuracy of every signal is very much reliant on the nature of 

the stego files they were experienced on and can be a portion 

higher or lower depending on the embedding rate and 

procedure.  The area under the curves shows that the standard 

synthesis technique is the utmost accurate. The fast fusion 

technique is only slightly outshined by standard fusion -1.6%) 

and RS analysis-0.3%. However, fast fusion does agreement a 

clear advantage, as it 4.2 times ahead than RS analysis and 4.5 

times rapider than standard fusion. 

 

Speed: 

A 260x260 pixel image will take 1.20 seconds to progression 

in the default mode. However, a lot less stego files, allowing 

CRMST to skip expensive detectors more frequently. 

6.CONCLUSION 

    This paper presents an adaptive image steganography 

technique that is tolerant to different types of binary image 

such as clipart, Handwriting and signature. The proposed 

system is easy and robust, only limited parameters are 

involved. Moreover, it works for different kinds of Binary 

document images. The proposed technique makes use of the 

score map that is evaluated based on the local maximum and 

minimum. 

 The proposed process has been verified on the various 

datasets. Experiments spectacle that the proposed method 

overtakes most testified binarization methods in term of the 

accuracy and speed. In this paper, we presented minimizing 

the distortion in fast and secured manner. We feat the texture 

property of binary images and suggest a secure binary image 
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steganography scheme by minimizing the distortion on the 

texture. The proposed complement, rotation, and mirroring-

invariant local texture pattern syndrome trellis (CRMST) is 

tolerant of binary image process and thus can stably describe 

the local structure of binary image texture. 

7.FUTURE ENHANCEMENT 

The present system is implemented with improved routing and 

algorithm. By Taking advantage of the model we functionally 

proposed to The CRM-ST algorithm. The Preprocessing result 

with the higher quality of the resultant. Our model support the 

functionality behavior of the empirically assigned according to 

the discrimination power of the histogram and the proposed 

distortion measurement are extendable for other binary image 

applications, such as the binary image classification and the 

assessment of error diffusion methods. 
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