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Abstract: Adhoc network, because of dynamic behavior, self sustaining approach, and non-reliability of infrastructure has made this 

network a major communication approach for future usage. These networks are benefited by adaptive node integration and dynamic routing 

for data exchange. Adaptive routings has high significance of data exchange, with adaptive network performances such as high throughput, 

low power dissipation, less interference, and long lasting networks.  However with the advantage of having dynamic routing behavior in 

adhoc network, optimal routing and its selection remains an open issue to solve. To achieve the objective of optimal routing based on node 

characteristic and network property, various methods were developed in past. This paper, outlines the methods developed towards secure 

routing for robust and reliable routing in wireless adhoc network.  

Keyword: Secure routing, Wireless adhoc network, Node characteristic, robust routing. 

1. Introduction 

Recent advances in wireless technology have equipped 

portable computers, such as notebook computers and personal 

digital assistants with wireless interfaces that allow networked 

communication even while a user is mobile. A particular kind 

of wireless network called mobile ad hoc networks is presently 

under development. A mobile ad hoc network is a self-

organizing and rapidly deployable network in which neither a 

wired backbone nor a centralized control exists. The network 

nodes communicate with one another over scarce wireless 

channels in a multi-hop fashion. The ad hoc network is 

adaptable to the highly dynamic topology resulted from the 

mobility of network nodes and the changing propagation 

conditions. These networks are used in emergency disaster 

rescue operation, tactical military communication and law 

enforcement. In these applications, where a fixed backbone is 

not available, a readily deployable wireless network is needed. 

Mobile ad hoc networks are also a good alternative in rural 

areas or third world countries where basic communication 

infrastructure is not well established. Another interesting 

application of mobile ad hoc networks is ubiquitous 

computing. Intelligent devices are connected with one another 

via wireless links and are self-organized in such a way that a 

newly joined node can request service from local servers 

without any human intervention. With the development of the 

next generation of wireless communication systems, there will 

be a need for the rapid deployment of independent mobile 

users. Some examples of possible uses include students using 

laptops to participate in an interactive lecture, business 

associates sharing information during a meeting, and 

emergency disaster relief personnel coordinating efforts after a 

hurricane or earthquake. Such network scenarios cannot rely 

on centralized and organized connectivity, and can be 

conceived as applications of Mobile Ad Hoc Networks. A 

MANET is an autonomous collection of mobile users that 

communicate over relatively bandwidth constrained wireless 

links. Because of the mobility of the nodes, the network 

topology may change rapidly and unpredictably. Due to 

mobility constraint of nodes the network operational 

characteristic is unpredictable. Hence a route selected would 

not be optimal after a communication period. To develop a 

routing scheme most reliable in adhoc network, secure routing 

are need. The approaches of secure routing in adhoc network is 

reviewed as outlined in following section.   

2. Secure Routing – Past Approaches 

The limited resources in MANETs have made designing of an 

efficient and reliable routing strategy a very challenging 

problem. An intelligent routing strategy is required to 

efficiently use the limited resources while at the same time 

being adaptable to the changing network conditions such as: 

network size, traffic density and network partitioning. In 

parallel with this, the routing protocol may need to provide 

different levels of QoS to different types of applications and 

users. Nodes in MANETs often have limited energy supplies. 

Thus, to increase the network lifetime, a node should optimize 

its energy usage. In the communication system, the wireless 

interface between two nodes is the largest consumption of 

energy. The wireless interface consumes energy not only 

during active communication but also during passive listening, 

when it is idle. Studies show that energy consumption while 

listening to data is only slightly less than it is while actually 

receiving data. Thus, in the case of moderate traffic load, idle 

time is the dominating factor in energy consumption. The other 

major factor in Ad Hoc management is the node mislead. 

Although an efficient power management scheme is applied to 

a ad hoc network to a misleading node may result in the 
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improper routing of packet which may extend to the complete 

collapsing of the network also. In mobile ad-hoc networks, 

where nodes act as both routers and terminals, the nodes have 

to cooperate to communicate. Cooperation at the network layer 

takes place at the level of routing, i.e. finding a path for a 

packet, and forwarding, i.e. relaying packets for other nodes. 

Mislead means aberration from normal routing and forwarding 

behavior. It arises for several reasons. When a node is faulty, 

its erratic behavior can deviate from the protocol and thus 

produce non-intentional mislead. Intentional mislead aims at 

providing an advantage for the misleading node. An example 

for an advantage gained by mislead is power saved when a 

selfish node does not forward packets for other nodes. An 

advantage for a malicious node arises when mislead enables it 

to mount an attack. Without appropriate counter measures, the 

effects of mislead have been shown to dramatically decrease 

network performance. Depending on the proportion of 

misleading nodes and their specific strategies, network 

throughput can be severely degraded, packet loss increases, 

nodes can be denied service, and the network can be 

partitioned. These detrimental effects of mislead can endanger 

the functioning of the entire network. The mobility nature of 

the nodes in dynamic nature is also a concern in adhoc 

deployment. As each node travels in multiple directions the 

probability of nodes going out of the network is very high. This 

result in breakdown of the communication. Hence overall for 

providing an efficient performance in adhoc network a reliable, 

long lasting and connective routing scheme is to be developed 

so as to make the adhoc network a reliable wireless 

communication mode for next generation communication. In 

the need of communication, among various mode of routing, 

the node property controls the flow of data, by defining an 

optimal route. As an evolving mode of communication for long 

range communication, Adhoc network has come out as a very 

effective mode of communication. Due to non-dependency on 

infrastructures such networks are very rapidly emerging. While 

adhoc network has high portability in communication due to its 

self-generating properties, such network is limited with the 

selection of routes and their offering properties. However 

various researches were made to outline an efficient routing 

protocol for progressive data transfer in Mobile Adhoc 

network. In various approaches of route discovery in adhoc 

network, routing with security concern is upcoming. In such a 

network where each node is an active participant, with the 

possibility of entering and leaving the network at any instance, 

reliability over the node for communication plays an important 

role. In various securities based routing approaches Reliability 

is provided to provide security at each node level. Anonymous 

routing provides security by hiding node identities preventing 

traffic attacks from external nodes. Reliability is provided to 

the transferring data, source, destination identity and 

forwarding route.  

2.1 Back ground 

Research on AdHoc network has resulted in number of routing 

protocols suitable for MANET’s. Most of this research was 

performed on topology based routing protocols and are 

generally classified as on-demand and table-driven. Among 

these two on-demands has gained more attention because of its 

lower complexity. Meanwhile position/location based routing 

protocols are the good alternative to on-demand routing 

protocol. In such a routing node’s geographical position are 

used to make the routing decisions, resulting in improved 

efficiency and performance. Though the problem associated 

with this topology based routing protocols is, they didn’t 

consider the security issues, such that vulnerable to number of 

attacks including impersonation, modification and also 

fabrication. In addition these protocols lack cryptographic 

functions, revealing the exact position information to the nodes 

in the range. In highly-risk environments these revealing of 

data are not acceptable. So the position information of such 

nodes need to be hidden.  

2.2 Related Work 

Towards developing secure routing in adhoc network, various 

routing protocols were developed in past. These approaches 

were developed with the objective of providing security wrt., 

data authentications, resource utilization and security 

provisioning with route security using node characteristics. 

These past developed approaches are as presented below. 

2.2.1 Data Authentication Approach 

Security could be defined in two approach in adhoc network. 

The security issue in networks, is carried out at data level, 

using authentication schemes, or at link level developing 

reliable routes, which has higher reliability. Towards providing 

security in data exchange level, in [1] a Key management  for 

secure data routing is presented. The presented secure routing 

ensures successful routing among authentic nodes with 

adversary nodes existing around or inside the network, and 

forms the base of a secure MANET system. A key 

management scheme without interdependency cycle was 

presented. In such coding the key distribution is non-

centralized However, the main concern of such a scheme is the 

lack of efficient locality awareness since the node regions are 

randomly assigned. In [2] to achieve the security factor, a 

threshold cryptography based on decentralized access control 

mechanisms for ad hoc network is proposed. This proposed 

approach includes access control mechanisms and the issues of 

group security policy in Adhoc network. However the work is 

concerned only with access control and does not address the 

specification and negotiation of group security policy. Though 

various keying mechanism or authentication schemes were 

developed they suffer from a problem of distributed 

architecture and imbalance usage of storage resources. The 

authentication at data level provides an approach to secure 

coding in adhoc network. However, the security provisioning 

at route level, based on resource utilization and security 

provisioning were also developed.  

2.2.2 Secure Routing Protocols  

(a) Security Provisioning  

In [3] a security protocol termed as PRISM is proposed. In this 

approach tracking-resistant techniques for MANETs is 

developed. such techniques  offer a privacy approach, since 

they depend on certain environmental factors, such as network 

size and pervasive mobility. In this case the nodes are 

communicated with routing of AODV scheme and a secure 

group signature scheme is used with defined location 

information. This approach provides a suitable method to deny 

location tracking hence source identification. In contrast the 

method described in [4] considers a threat as a global, passive 

and external eavesdropper is realistic. On the other hand, the 

problem of sink location privacy in this stronger notion has not 
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been studied. The threat model assumes that the attacker does 

not have global information about the whole network. To 

achieve the security goals, [5] proposed a hierarchical identity-

based signature scheme to generate location-based signature 

for providing location assurance and use pseudonym-based 

anonymous authentication scheme for privacy preservation. In 

this method the two security identities are however not bonded 

resulting in attack higher attack probability. In [6], an open-

source software solution was proposed for security provision 

during content sharing in mobile wireless ad hoc networks. It 

proposed a BitTorrent variant called BitHoc, adapted to the 

wireless ad hoc network environment. This architecture 

consists of two main components: a membership management 

service (BitHoc Tracker) and a content sharing service (BitHoc 

client). To ensure content sharing, the BitHoc client decides in 

a distributed manner, using routing information, of the 

structure of the data exchange overlay. In regard of security 

and Reliability provision [7] also makes two contributions. 

First, it shows how to obtain privacy-friendly on-demand 

location centric MANET routing. By ―privacy-friendly‖ we 

mean resistant to node tracking by both outsider and insider 

adversaries. Moreover, this is achieved without sacrificing 

security. [8] Proposed a method to measure the popularity of 

any hidden service without the consent of the hidden service 

operator. It was shown how connectivity to selected hidden 

services can be denied by impersonating all of their responsible 

hidden services directories. Mobile social networks 

representing a promising cyber-physical system was suggested, 

which connects mobile nodes within a local physical proximity 

using mobile smart phones as well as wireless communication. 

In mobile social networks, the mobile users may, however, 

face the risk of leaking their personal information and location 

privacy. In addition the approach proposed in [9] offers 

protection against passive and active insider and outsider 

attacks. This is based on aid of advanced cryptographic 

techniques for an example group signature; ALARM provides 

both security and privacy features, including: node 

authentication, data integrity, Reliability and untraceability 

tracking resistance. It leaks quite a lot sensitive privacy 

information-network topology, location of every node is the 

major drawback. In [10] a low latency model was proposed. It 

first modeled the secure friend discovery process as a 

generalized privacy- preserving interest and profile matching 

problem. During this a new security threat arising from 

existing secure friend discovery protocols, coined as runaway 

attack, which can introduce a serious unfairness issue was 

found. [11] Contributions a threefold approach to enhance the 

security provision in MANETs. First, a security framework 

was proposed as a definition for the OR methodology as an 

ideal functionality for in the UC. After that, it gives 

corresponding security definitions: a one-way authenticated 

key exchange (1WAKE) primitive, and onion construction and 

processing algorithms. In [12] an intelligent routing scheme 

based on pheromone based ant routing scheme was presented. 

The pheromone-based ant routing algorithm is a distributed 

routing algorithm with good scalability and robustness. It has 

been shown that the procedure of establishing a stable route is 

self-organized towards the attractive peculiar state, and for the 

routing establishment is power-law distributed. To cope with 

real-world routing dynamics, [13] proposed a secure 

neighborhood-based FL protocol, DynaFL, with no 

requirements on path durability or the source node knowing the 

outgoing paths. In geocast routing approaches based on 

flooding are unscalable due to the high load they generate. 

Scalable approaches, on the other hand, have trouble in 

complex environments, lacking sufficient intelligence about 

the necessary directionality of packet flow.  

(b) Routing Protocol 

In [14] the author develop a new position based routing 

protocol named as anonymous on-demand position based 

routing protocol (AO2P) is developed. In this AO2P the 

position of the destination is encrypted with a common key of 

nodes, and this encrypted information is used for routing. For 

this purpose a route request packet has to be sent towards the 

position of destination from source. However, it is not so 

practical for each node to enforce privacy policies in ad hoc 

networks. So privacy preserving approaches based on 

centralized control become not suitable in this context. To 

achieve similar objective in [15] an anonymous routing 

protocol, ARAKE, which not only makes the sender and the 

receiver anonymous but also hides the intermediate nodes from 

the network simultaneously is defined. To make the protocol 

more practical in dynamic network, this protocol uses the 

public key to substitute the shared secret. In ARAKE, the 

receiver can authenticate the sender and gets a shared secret 

without extra key establishment processes. This approach is 

very robust to route attack. In [16], a reliable and efficient 

anonymous secure routing protocol was proposed for MANET, 

in which the communicating parties can select the most reliable 

route based on a trust relationship among nodes and then 

feedback the connection experience to maintain the 

relationship. The security works are essentially different 

approaches to achieve the same purpose. Besides, an efficient 

routing protocol that has both strong security and high network 

performance is considered.  In [17] a passive attack approach 

for identified with invariant node ID is proposed. In this work a 

novel anonymous on-demand routing protocol, called MASK, 

which can simultaneously achieve anonymous MAC-layer and 

network-layer communication is presented. This approach use 

dynamic pseudonyms rather than static MAC and network 

addresses. However in this approach on run attacks are not 

resolved. As well in such approach it is observed that a 

probability of computational effort is higher as the security 

concern two factors for securing. In [18],[19] the Reliability 

requirements for cooperative cache based data access in 

MANETs is presented, and two efficient anonymous 

cooperative cache based data access schemes is proposed. This 

scheme is based on onion message and pseudonym-based 

encryption, respectively. The proposed schemes cannot only 

protect confidentiality of sensitive cache data but can also 

protect privacy of nodes and routes. On-Demand routing is one 

of the famous routing protocols used for several years. [20] 

Proposed ODAR, an On-Demand Anonymous Routing 

protocol, which provides node, link and path anonymities in ad 

hoc networks based on Bloom filters. The use of Bloom filters 

additionally gives ODAR the storage-, processing- and 

communication-efficiencies, making it suitable in the ad hoc 

network environments. The proposed design in [21] serves to 

bridge the gap between communication systems that provide 

strong Reliability protection but with intolerable latency and 

non-anonymous communication systems by considering a new 

design space for the setting. Energy based AODV protocol 

(EN-AODV) was suggested in [22]. This approach is 
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developed based on nodes sending and receiving rates and the 

sizes of the data to be transmitted it justifies whether its energy 

level is maintained or decreased. It calculates the energy levels 

of the nodes before they are selected for routing path. A 

threshold value is defined and nodes are considered for routing 

only if its energy level is above this threshold value. To avoid 

such limitation in [23] a secure, efficient, and fully non 

interactive admission protocol for temporary MANETs is 

presented. It is constructed using secret sharing techniques 

based on bivariate polynomials. A technique for setting up on-

the-fly secure communication channels among MANET nodes 

is presented. In this approach a public key operations without 

any node certificates is presented. This is achieved by using 

verifiable polynomial secret sharing as a key distribution 

scheme and treating secret shares as private keys. In [24] a 

lightweight protocol for securing route establishment, data 

transmission, and preserving users privacy in hybrid ad hoc 

wireless network is presented. In this approach to preserve 

users’ Reliability, each node uses pseudonyms and one-time 

session key. However the key allocated are one-time session 

key used hence the probability of attacks increases. To avoid 

such probabilities in [25] a lightweight privacy-preserving on 

demand routing protocol to achieve source Reliability and 

routing privacy is proposed. The approach is based on reactive 

source routing, where a  route is obtained only when there is a 

demand to send a message. This approach reduces the network 

overhead, however the dynamic key selection leads to a 

question on its suitability. As the keys are dynamically selected 

the validation of the key for non-repeating or security factor is 

not investigated. In [26] to achieve a similar objective of 

higher data transmission, a load balancing ad hoc on demand 

distance vector (LB-AODV) protocol is proposed to avoid 

network congestion while considering a non-ideal transmission 

bandwidth. A routing metric to indicate the load condition of a 

path is designed. To thwart new threats, [27] introduced a 

novel blind vector transformation technique, which could hide 

the correlation between the original vector and transformed 

results. Based on this, a privacy- preserving and fairness-aware 

interest and profile matching protocol was proposed, which 

allows one party to match its interest with the profile of 

another, without revealing its real interest and profile and vice 

versa.  

(c) Location Oriented security coding   

To eradicate such problem in [28] a location cloaking on 

geographic ad hoc routing protocols is proposed. A new 

concept called safe link is introduced.  To verify if a link is safe 

or not, a node receiving a packet needs to check if the cloaking 

region it discloses is completely covered by the sender’s 

transmission range. However in such coding approach the 

location radius is concerned and packets are forwarded only 

when nodes are in contact, this leads to minimization in 

network throughput and overhead increases. In [29] a location 

service management protocol called modified region-based 

location service management protocol (MRLSMP) is 

presented. MRLSMP aims to investigate the effect of 

deploying a self-organized framework for managing the 

location information using message aggregation enhanced by 

geographical clustering. To overcome such issues in [30] a 

novel methodology to address the load balancing problem is 

addressed. Instead of changing the geo-routing protocol, is 

computed with a proposed hash function to compute the 

likelihood of being the destination of a query results in the 

desired destination density. Different load balancing approach, 

based on an iterative heuristic that repeatedly changes key 

ranges assigned to nodes as long as a load balancing metric is 

improved is proposed. To achieve a similar objective in 

mobility condition in [31] routing protocol utilizing the 

location information of nodes from positioning systems such as 

GPS is proposed.  As a prerequisite of geographic routing, each 

node in the network must be able to determine the position of 

the target node it wants to communicate with. In such a coding, 

the location information are shared based on the broadcasting 

of node identities. In such an approach the broad casting 

overhead is neglected. This distribution builds security 

trustiness as the identifications are shared however the network 

route overhead is heavily increased. In [32]  a novel tree-based 

diversionary routing scheme for preserving source location 

privacy and maximizing network lifetime in Wireless Sensor 

Net-works referred as the tree route, TR is presented. This 

approach is as well, a routing security method which 

maximizes the network life time by evaluating the redundant 

information and in accordance code for tree routing to achieve 

longer operational life. A novel distance-based local geocasting 

scheme for a multi-hop wireless network is proposed in [33], 

which does not require the nodes to know their geographic 

location information. In this approach blind flooding within the 

target geocasting region is presented. This is focused to reduce 

the broadcasting effort. [34] Defines a novel geocast heuristic, 

the Center Distance with Priority (CD-P) Heuristic, which both 

significantly improves on reliability of existing scalable 

geocasts and yet also remains scalable as scenario complexity 

increases. It also describes the new technique as well as an 

evaluation study comparing it to previous approaches, Source 

location privacy and sink location privacy are also important to 

increase the security enhancement in modern MANETs. The 

proposed approach in [35] first formalizes the location privacy 

issues in sensor networks under this strong adversary model 

and computes a lower bound on the communication overhead 

needed for achieving a given level of location privacy. Two 

techniques to provide location privacy to monitored objects 

(source-location privacy)—periodic collection and source 

simulation—and two techniques to provide location privacy to 

data sinks (sink-location privacy)—sink simulation and 

backbone flooding is proposed. These techniques provide 

trade-offs between privacy, communication cost, and latency. 

(d) Resource optimized secure route coding   

In  [36] the problem of using a single-radio interface for both 

data and control message exchange is focused. The key 

problem focused was to control message must be broadcasted 

to all available channels, which is time consuming and 

increases the network overhead. To overcome this problem a 

new routing protocol, called the spectrum and energy-aware 

routing (SER), for CR ad hoc networks is proposed. However 

in such approach the usage of primary and secondary users 

spectrum allocation is isolated from the derived power level for 

it.  In [37] In addition to power allocation a route selection 

approach is performed at the destination. It is a hybrid 

approach of routing where PUs and SUs are together used for 

route establishment. This introduces initial delay at route 

establishment.  In [38] Channel assignment and routing in 

cognitive radio networks using a combined framework of 

routing and channel assignment is proposed. A joint cross-
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layer routing/ channel assignment protocol based on AODV 

that works without any central control channel is proposed. In 

this approach, a backup of channel is kept to cater for channel 

heterogeneity thereby avoiding end to end reroute procedures. 

However the overhead is increased. For the accurate and 

reliable tracking of small scale mobile PUs in CRNs an RSS 

based tacking approach is proposed called SOLID is proposed 

in [39]. The approach uses a shadowing fading approach to 

accurately detects both manipulated and erroneous sensing 

reports, thus achieving high robustness. The key motivation 

behind exploiting temporal shadowing correlation in attack 

detection is that malicious sensors cannot control the physical 

layer signal-propagation characteristics. A spectrum-active 

devices that can be programmed to operate on a wide spectrum 

range and tuned to any frequency band in that range with 

limited delay was suggested in [40]. The approach is an 

effective mode of spectrum utilization process wherein PU and 

SU can completely change their transmitter parameters.  

However in such approach the operational characteristic for 

data forwarding is not considered. In most of the security 

approaches or resource utilization approaches presented, focus 

is made on the privacy of data, but node trustiness is not 

evaluated.  

(e) Characteristic based routing   

In [41] a trust based routing for threat based routing is 

proposed. The proposed model evaluate the trustiness of the 

route to provide higher reliability in the routing. The approach 

of trust based coding was develop to offer higher reliability in 

data exchange, with the node characteristic analysis for data 

exchange. The operational characteristic of intentional and 

non-intentional characteristic analysis were not focused. 

Towards trustiness coding in distributed networks a framework 

is outlined in [42]. By investigating correlations and 

differences of establishing trust in social context the trust in 

distributed network is made and trust metrics are developed. 

The process of trustiness presented is based on the content of 

the data; however the security concern due to geographical 

location is not evaluated in such approach. [43] Focused on the 

evaluation process of trust evidence in ad hoc networks, i.e., 

focusing on the trust metric itself.  The main contribution made 

in such approach is development of an algorithm with no pre-

established infrastructure, with evidence in uncertain and 

incomplete format, and the trust metric imposing unrealistic 

communication/computation requirements. To achieve such 

objective in [44] a novel secure privacy preserving architecture 

has been proposed. This architecture includes the concept of 

observer obscurity to provide privacy and security for the 

genuine nodes and to exclude misbehaving nodes in the 

network. A misbehaving node is categorized as outlier, who 

drops the data packets instead of forwarding or malicious, who 

does not send cooperation message, upon receiving a caution. 

These nodes are detected or eliminated based on thresholding 

method. [45] Considers the mobility and proposed a novel 

approach for multihop network to analyze the behavior of 

network under insecure conditions. To provide nodes with trust 

relationship a trustworthy neighbor and node mobility. An 

interaction of node mobility in order to scale on mobility node 

is outlined as a tradeoff between the efficiency of trade off 

between the node mobility and the trustiness. In [46] mobile 

social networks with multiple participants holding multiple 

identities is addressed. The approach of pseudonymous 

personas, reliable and trustworthy mechanism for reputation 

transfer (RT) from one person to another was suggested. Such 

a reputation transfer model must preserve privacy and at the 

same time prevent link ability of learners’ identities and 

persons.  

 

3. Conclusion 

For the past development it is observed that, approach of 

secure routing is a prime requirement in wireless adhoc 

network. To make the routing reliable a robust routing scheme 

is required. The network should not rely on the route 

developed at the route establishment stage, however should 

also be adaptive during communication phase. In the process of 

route establishment or selection intelligence logic with node 

characteristic should be evaluated. The nodes should be 

overcoming the issue of data privacy and reliable routing in 

concern to data forwarding, communicating and retaining of 

demanded quality of service in such network. The 

advancement of intelligent logic to the routing scheme will be 

an added advantage to the routing scheme.  
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