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Abstract: In this paper we have discussed the art and science of Steganography in general and proposed an algorithm which is the
variant of LSB substitution method. It efficiently and effectively hides data with the help of a key in JPEG colored digital image.
Security of hidden data is proportional to the length of key used. Proposed algorithm is capable to hide more data in cover image as
compared to the many existing algorithm and require no pre-processing. Successful implementation of this algorithm opens the track
for proposed algorithm to be used in data hiding and secure transmission

replaces the length-fixed LSB with the fixed length bits.
Although the technique is efficient, it is rather easy to create

Keywords: Steganography, LSB substitution a noticeable distortion for the human eye or can be detected
. by some program. Therefore, several adaptive methods have
I Introduction been proposed for steganography in order to decrease the

i i he LSB itution [4] [5].
The word steganography is derived from the Greek distortion caused by the LSB substitution [4] [5]

words “stegos” meaning “cover” and “grafia” meaning
“writing” defining it as “covered writing”. Steganography is
one such pro-security innovation in which secret data is
embedded in a cover [1]. The notion of data hiding or
steganography was first introduced with the example of
prisoners' secret message by Simmons in 1983.There are

many techniques which are used to hide the data in different I1. Proposed Algorithm

formats. Most general one is the Least Significant Bit

(LSB) substitution method, which is commonly used due to The steps of proposed algorithm are as follow:

its simplicity. It provides protection to data by hiding it in

digital image. But simple use of this approach is more 1. Input a 24-bit color image having JPG format.
vulnerable to attack [2]. The least significant bit (LSB) 2. Divide the columns of the input image in to sets of size
embedding method is one of the most commonly used 3 as shown in following figure:

techniques; it targets the LSB's of the host image to hide the Set 1 Set 2 Set n
data. ) A A
Now a days, maintain the security of the secret information — \f !

has been a great challenge. Sender can send messages

habitually through a communication channel like Internet,

Rows

draws the attention of third parties, hackers and crackers,

perhaps causing attempts to break and expose the unusual

messages. Steganography is a promising region which is

used for secured data transmission over any public media. 1 ]
Substantial amount of research work has been accepted by 1
different researchers on steganography [3]. One of the best-
known steganographic methods is the least significant-bit Fig. 1(a): Cover Image in 2-D View
(LSB) substitution. The simple LSB substitution method

|
Columns
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3.Number the pixels of a set in the following manner in
RGB plane :
00111010 00111110 01000010 | | | B-Plane |
T T

01011010 01011100 01011110 | | | ‘G-Plane |
T

——— I11. Result Analysis

01100100 01100111 01101111 R-Plane

The first step in steganography is that to
embed and hiding information is to pass both
the secret message and the cover message in to
the encoder, inside the encoder, one or several

Fig. 1(b): Cover Image in 3-D View protocols will be implemented to embed the
secret information into the cover message.
4. N
ow input the secret message and key which is used A key is needed in the embedding
to hide the message in the input image. process. By using the key we can reduce the
5. If the secret message has the first character ‘A’ and chance of third party attackers getting hold of
key used to hide this message has the first value ‘4’ the stego object and decoding it to find out the
then this character is hided in the set 1 of the input secret information.

image as follow:

=

Fig. 1(c): 9-(decimal) values in set 1
Of Cover Image
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Fig. 1(d): 9-(binary) values in set 1 of Cover
Image
Hiding of character ‘A’ (01000001) in set 1 of RGB plane is
performed in the following manner:

Red Plane Green Plane Blue Plane
~ ~. s

Fig. 1(e): Hiding of character ‘A’
(01000001) in stego image
6. Similarly next character of the message is
hided with the next value of the key field. Key values
are chosen in the circular way to hide the complete

‘ N ‘(b) ‘

message.
Key-Value 1 Key-Value 2 Key-Value 6 1 i
' . i £l
Key [ 4 | 1 | 8 | 2 | 3 [ s ©

|
T ]
Fig. 1(f): Key-value of key is accessed
clockwise in a circular way
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Fig. 2 (a) Cover image (b) Stego image
(c) Histogram of cover image (d) Histogram
of stego image (e) Effected area

In Fig. 2 we have taken image of size 605673 bytes,
message size is 10452 characters and key s
8765432112345678765. But in Fig 3 image size is large i.e
2152812 bytes and message is of small size i.e 1050
characters and key is 234156783.

A stego image is the original cover image with the secret
information embedded inside. This image should look
almost identical to the cover object as otherwise a third
party attacker can see embedded information. Having
produced the stego object, it will be sent off via some
communication channel. At the receiving end the stego
object is fed into the system the public or private key that
can decode the original key that is used inside the encoding
process is also needed to detect the secret information.

(@)

In Figures 2(e) and 3(c) the salt and pepper noise in effected
area gives us the information of embedded secret data in
stego image. If size of image is large and message is small
then the effected area is small. If size of image is small and
message is large then the effected area is large.
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Fig. 3 (a) Cover image (b) Stego image (c) Effected
area

1VV. Conclusions And Future Work

In this paper we propose a new and efficient method for an
image which embeds large data. Our three layer approach
extends the size of message storage. The experimental
results demonstrate that our approach provides a better way
for embedding more secret data into cover image. This
method makes the data embedding process to alter more
LSBs of a pixel to increase the capacity of the
steganography. The proposed method makes the
steganalysis hard. Hence the security, capacity will get
improve.
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