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Abstract: Single sign-on (SSO) is a new authentication mechanism that enables a legal user with a single credential to be 

authenticated by multiple service providers in a distributed computer network. Recently, Chang and Lee proposed a new 

SSOscheme and claimed its security by providing well-organized security arguments. In this paper, however, we demonstrative 

that their scheme is actually insecure as it fails to meet credential privacy and soundness of authentication. Specifically, we present 

two impersonation attacks. The first attack allows a malicious service provider, who has successfully communicated with a legal 

user twice, to recover the user’s credential and then to impersonate the user to access resources and services offered by other 

service providers. In another attack, an outsider without any credential may be able to enjoy network services freely by 

impersonating any legal user or a nonexistent user. We identify the flaws in their security arguments to explain why attacks are 

possible against their SSO scheme. Our attacks also apply to another SSO scheme proposed by Hsu and Chuang, which inspired 

the design of the Chang–Lee scheme. Moreover, by employing an efficient verifiable encryption of RSA signatures proposed by 

Ateniese, we propose an improvement for repairing the Chang–Lee scheme. We promote the formal study of the soundness of 

authentication 
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1. Introduction 

WITH the widespread use of distributed computer networks, it 

has become common to allow users to access various network 

services offered by distributed service providers  . 

Consequently, user authentication (alsocalled user 

identification) ,  plays a crucial role in distributed computer 

networks to verify if a user is legal and can therefore be granted 

access to the services requested. To avoid bogus servers, users 

usually need to authenticate service providers. After mutual 

authentication, a session key may be Manuscript received 
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negotiated to keep the confidentiality of the data exchanged 

between a user and a service provider . In many scenarios, 

the anonymity of legal users must be protected as well 

.However, practice has shown that it is a big challenge to 

design 

efficient and secure authentication protocols with these security 
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properties in complex computer network environments .In 

2000, Lee and Chang  proposed a user identification and key 

distribution scheme to maintain user anonymity in distributed 

computer networks. Later, Wu and Hsu  pointed out that the 

Lee–Chang scheme is insecure against both impersonation 

attacks and identity disclosure attacks. Meanwhile, Yang 

et al.  identified a weakness in the Wu–Hsu scheme and 

proposed an improvement. In 2006, however, Mangipudi and 

Katti pointed out that Yang et al.’s scheme suffers from 

Deniable of Service (DoS) attacks and presented a new 

scheme. In 2009, Hsu and Chuang  showed that the schemes of 

both 

Yang et al. and Mangipudi–Katti were insecure under identity 

disclosure attack and proposed an RSA-based user 

identification scheme to overcome this weakness. Recently, 

authentication and privacy have been attracted a lot of 

attentions in RFID systems , industrial networks , as well as 

general computer networks 

 

2. Usable Notation: 
 

                              Table Show 

 

 

 

3 .REVIEW OF THE CHANG–LEE SCHEME 
 

Chang and Lee’s single sign-on scheme  is a remote user 

authentication scheme, supporting session key 

establishment 
and user anonymity. In their scheme, RSA cryptosystems are 

used to initialize a trusted authority, called an SCPC (smart 

card producing center), and service providers, denoted as ’s. 

The Diffient –Hellman key exchange technique is employed to 

establish session keys. In the Chang–Lee scheme, each user 

applies a credential from the trusted authority SCPC, who 

signs an RSA signature for the user’s hashed identity. After 

that, uses a kind of knowledge proof to show that he/she is 

in possession of the valid credential without revealing his/her 

identity to eavesdroppers. Actually, this is the core idea of user 

authentication in their scheme and also the reason why their 

scheme fails to achieve secure authentication as we shall show 

shortly. On the other side, each maintains its own RSA key pair 

for doing server authentication. The Chang–Lee’s SSO scheme 

consists of three phases: system initialization, registration, and 

user identification. Table I explains notations, and the details of 

Chang–Lee scheme are reviewed as follows. 

 

3.1. System Initialization Phase 
 

The trusted authority SCPC first selects two large safe primes 

and and then sets . After that, SCPC determines its RSA key 

pair such that , where . SCPC chooses a generator ,where is 

also a large prime number. Finally, SCPC publishes , keeps as a 

secret, and erases immediately once this phase has been 

completed. 

 

3.2. Registration Phase 

 

In this phase, each user chooses a unique identity with a fixed 

bit-length and sends it to SCPC. After that, SCPC will return 

the credential , where denotes a concatenation of two binary 

strings and is a collision-resistant cryptographic one-way hash 

function. Here, both and must be transferred via a secure 

channel. At the same time, each service provider with identity 

should maintain its own RSA public parameters and 

private key as does by SCPC. 

 

3.3. User Identification Phase 

 

To access the resources of service provider , user needs to go 

through the authentication protocol specified in Fig. 1.Here, 

and are random integers chosen by and , respectively; 

, and are three random nonces; and denotes a symmetric key 

encryption scheme which is used to protect the confidentiality 

of user ’s identity .We highlight this phase as follows. 

• Upon receiving a service request message from user, service 

provider generates and returns user message which is made up 

primarily by its RSA signature on .Once this signature is 

validated, it means that user has authenticated service provider 

successfully. Here, is the temporal Diffie–Hellman (DH) 

key exchange material issued by . 

• After that, user correspondingly generates his/her temporal 

DH key exchange material and issues proof , where is the 

derived session key and is the raw key obtained by using the 

DH key exchange technique. 

• Proof is used to convince that does hold valid credential 

without revealing the value of . Namely, after receiving 

message service provider can confirm ’s validity by checking if 

, where  if this quality holds, it means that user has been 

authenticated successfully by service provider . It worth noting 

that proof is designed in a particular way so that except and , 

no one else 

can verify it as both ’s identity and the newly established 

session key are used to produce . This aims to achieve user 

anonymity as no eavesdropper can learn the values of and . 

• Finally, message (i.e. ) is employed to show that has obtained 

message correctly, which implies the success of mutual 

authentication and session key establishment. 
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User identification phase of the Chang–Lee scheme 

 

 

4. ATTACKS AGAINST THE CHANG–LEE 

SCHEME 
 

As can be seen from the previous section, it seems that  the 

Chang–Lee SSO scheme achieves secure mutual 

authentication, 

since server authentication is done by using traditional RSA 

signature issued by service provider . Without valid credential 

it looks impossible for an attacker to impersonate a legal user 

by going through the user authentication procedure. Fig. 1. 

User identification phase of the Chang–Lee scheme. It can be 

seen from the following, however, that the Chang–Lee scheme 

is actually not a secure SSO scheme because there are two 

potential effective and concrete impersonation attacks. The first 

attack, the “credential recovering attack” compromises the 

credential privacy in the Chang–Lee scheme as a malicious 

service provider is able to recover the credential of a legal user. 

The other attack, an “impersonation attack without 

credentials,” demonstrates how an outside attacker may be able 

to freely make use of resources and services offered by service 

providers, since the attacker can successfully impersonate a 

legal user without holding a valid credential and thus violate 

the requirement of soundness for an SSO scheme. In real life, 

these attacks may put both users and service providers at high 

risk. We now first describe our attacks together with the 

assumptions required, justify why these assumptions are 

reasonable, and finally discuss why the security analysis and 

proofs given in are not enough to guarantee the security of the 

Chang–Lee. 

 

5. Proposed Improvement 
 

To overcome the flaws in the Chang-Lee scheme , we now 

propose an improvement by employing an RSA-based 

verifiable 

encryption of signatures (RSA-VES), which is an efficient 

primitive introduced in  for realising fair exchange of RSA 

signatures. VES comprises three parties: a trusted party and 

two users, say Alice and Bob. The basic idea of VES is that 

Alice who has a key pair of signature scheme signs a given 

message and encrypts the resulting signature under the trusted 

party’s public key, and uses a non interactive zero-knowledge 

(NZK) proof  to convince Bob that she has signed the message 

and the trusted party can recover the signature from the 

ciphertext. After validating the proof, Bob can send his 

signature for the same message to Alice. For the purpose of fair 

exchange, Alice should send her signature in plaintext back to 

Bob after accepting Bob’s signature. If she refuses to do so, 

however, Bob can get her signature from the trusted party by 

providing Alice’s encrypted signature and his own signature, so 

that the trusted party can recover Alice’s signature and sends it 

to Bob, meanwhile, forwards Bob’s signature to Alice. Thus, 

fair exchange is achieved 

 

 

 
.Fig refer improved scheme 
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6. Security Analysis 
 

We now analyze the security of the improved SSO scheme by 

focusing on the security of the user authentication part, 

especially soundness and credential privacy due to two reasons. 

On the one hand, the unforgeability of the credential is 

guaranteed by the unforgeability of RSA signatures, and the 

security of service provider authentication is ensured by the 

unforgeability of the secure signature scheme chosen by each 

service provider. On the other hand, other security properties 

(e.g., user anonymity and session key privacy) are preserved, 

since these properties have been formally proved in  and the 

corresponding parts of the Chang–Lee scheme are kept 

unchanged. Soundness requires that without holding valid 

credential corresponding to a target user , an attacker, who 

could be a collusion of users and service providers, has at most 

a negligible probability of generating proof and going through 

user authentication by impersonating user . The soundness of 

the above improved SSO scheme relies on the soundness of the 

NIZK proof, which also guarantees the soundness of RSA-

VES, defined as the second property of Definition 1 in . 

Namely, if the user authentication part is not sound, i.e., an 

attacker can present valid proof without holding the 

corresponding credential in non-negligible probability, then 

this implies the NIZK proof of proving equality of two discrete 

logarithms in a group of unknown order is not sound, 

contradictory to the analysis given . 

          Credential privacy or credential irrecoverableness 

requires that there be a negligible probability of an attacker 

recovering\a valid credential from the interactions with a user. 

Again this property can be deduced from the signature hiding 

property of RSA-VES, defined as the third property of 

Definition 1 in . Signature hiding means that an attacker cannot 

extract a signature from VES without help from the user who 

encrypted the signature or the trusted authority who can decrypt 

a VES. So, if this improved SSO scheme fails to meet 

credential privacy,it implies that Ateniese’s RSA-VES fails to 

satisfy signature hiding, which is contrary to the analysis given  

In fact, soundness and signature hiding are the two core 

security properties to guarantee the fairness of digital signature 

exchange using VES. More rigorous security proofs are 

interesting topics for further study by considering formal 

definitions first. 

 

 CONCLUSION 

 
In this paper, we demonstrated two effective impersonation 

attacks on Chang and Lee’s single sign-on (SSO) scheme .The 

first attack shows that their scheme cannot protect the 

privacy of a user’s credential, and thus, a malicious service 

provider can impersonate a legal user in order to enjoy the 

resources and services from other service providers. The 

second 

attack violates the soundness of authentication by giving an 

outside attacker without credential the chance to impersonate 

even a non-existent user and then freely access resources and 

services provided by service providers. We also discussed why 

their well-organized security arguments are not strong enough 

to guarantee the security of their SSO scheme. In addition, we 

explained why Hsu and Chuang’s scheme  is also vulnerable to 

these attacks. Furthermore, by employing an efficient verifiable 

encryption of RSA signatures introduced by Ateniese , we 

proposed an improved Chang–Lee scheme to achieve 

soundness and credential privacy. As future work, it is 

interesting to formally define authentication soundness and 

construct efficient and provably secure single sign-on schemes. 

Based on the draft of this work , a preliminary formal model 

addressing the soundness of SSO has been proposed in. Further 

research is necessary to investigate the maturity of this model 

and study how the security of the improved SSO scheme 

proposed in this paper can be formally proven. 
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